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Up to 2 MB Live-Update Flash and 512 KB SRAM with Hardware Security
Module (HSM) for Secure Connectivity Applications

Operating Conditions Security Features
«  1.71Vto 3.63V, -40°C to +85°C, DC to 120 MHz + Hardware Security Module (HSM)

+ 1.71Vto0 3.63V, -40°C to +125°C, DC to 120 MHz

Core: Arm°® Cortex°®-M33 CPU running at up to 120 MHz
+ 4 KB combined instruction-cache and data-cache

+ Nested Vector Interrupt Controller (NVIC)

+  Stack Limit Checking

+ Single Precision Floating Point Unit (FPU)

+ DSP Instructions

+  TrustZone® for ARMv8-M (optional)

*  Embedded Trace Module (ETM) with Instrumentation Trace
Macrocell (ITM)

« Trace Port Interface Unit (TPIU)
* 16 secure and 16 non-secure MPU regions
Memories
+ 2MB/1 MB
+ 128 KB of Boot Flash Memory (BFM)
+ 64 KB of Configuration Flash Memory (CFM)
*  Flash Supports:
- Error Correction Code (ECC)
- Dual bank with Read-While-Write (RWW) support
- Write protection
- In-band error reporting for both read and write accesses
+ 512 KB, 256 KB, 128 KB SRAM Main Memory

- 32 KB or Full SRAM can be retained in Standby mode and
Hibernate mode

+  Upto 4 KB of Tightly Coupled Memory (TCM)

AES-128, AES-192, and AES-256: Fully compliant with NIST
FIPS 197

+ ECB, CBC, CFB, OFB, CTR, GCM, CCM, XTS, CMAC
Modes

Triple DES support with up to 168-bit key length
HASH/MAC

*  SHA-1, SHA-256, SHA-224, SHA-384, SHA-512, and
SHA3 capability

ChaCha20-Poly1305 Authenticated Encryption
Key Derivation Function (HKDF, KDF2...)
Public Key Cryptography: RSA, DSA, and ECC

+  RSA with or without Chinese Remainder Theorem
(CRT). Up to 4096-bit key length

+ RSA with/without Chinese Remainder Theorem (CRT).
Up to 4096-bit key length

- Prime Field P-192, P-224, P-256, P-384, P-521
- Binary Field K-163, K-233, K-283, K-409, K-571
- Binary Field B-163, B-233, B-283, B-409, B-571

- P-224, P-256, P-384, and P-521 Elliptic Curve -
ECDSA Sign/Verify

+ DSA support up to 2048-bit key length
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Security Features (continued...)
Secure Flash

System

Four 4 KBytes of secure pages
Optimized for secrets storage

Data Scrambling with user-defined key (optional)

TrustZone for flexible hardware isolation of memories and
peripherals (optional)

Up to four regions for the Flash
Up to two regions for the SRAM

Individual security attribution for each peripheral, 1/0,
external interrupt line, and Event System Channel

Up to three debug access levels

TrustRAM

Address and Data scrambling with user-defined key

Chip-level tamper detection on physical RAM to resist
microprobing attacks

Rapid Tamper Erase on scrambling key and RAM data
Silent access for side channel attack resistance

Data remanence prevention

Integrated Power-on Reset (POR) and programmable Brown-out
Reset (BOR)

Programmable Low-Voltage Detect Module (LVD)

32-channel event system for Inter-peripheral Core-independent
Operation

CRC-32 generator

Advanced Analog Features and Touch
12-bit ADC module:

2 Msps with up to 12 external channels and two internal
channels

Single and differential inputs
External reference support

Temperature sensor with +-10°C accuracy

Two analog Comparators with window compare function

16 x 16 panel Peripheral Touch controller (PTC)

Supports large self-capacitor sensor

Support external compensation and integration capacitors

Input/Output

High-current pins with up to 20 mA source/sink

Up to 103 programmable 1/0 lines

16 external interrupts (EIC)

One non-maskable interrupt (NMI)

One Configurable Custom Logic (CCL) that supports:

Combinatorial logic functions, such as AND, NAND, OR, and
NOR

Sequential logic functions, such as Flip-Flop and Latches
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+  Two DMA instances:

One 8-channels instance, and one 4-channels instance
respectively

Up to 16-words internal FIFO per channel

4 different block transfer modes affecting the bus transfer
protocol and speed

Built-in CRC

Assignable channel priority level (up to 4)
Software or hardware DMA triggers
Linked list Descriptor Control support
Optional timestamp
Word/half-word/byte transfer supported

Event in/out support

+ Up to two Secure Digital Host Controller (SDHC) Interfaces

Up to 50 MHz operation
4-bit or 1-bit interface

Compeatibility with SD and SDHC memory card specification
version 3.01

Compeatibility with SDIO specification version 3.0

Compliant with JDEC specification, MMC memory cards
V4.51

*  One Ethernet MAC

10/100 Mbps in MIl and RMII with dedicated DMA
IEEE® 1588 Precision Time Protocol (PTP) support
IEEE 1588 Time Stamping Unit (TSU) support

IEEE 802.3AZ energy efficiency support

Support for 802.1AS and 1588 precision clock
synchronization protocol

Wake on LAN support

»  One 16-bit External Bus Interface

Supports SRAM, NOR,NAND Flash with on the fly
scrambling

8-bit or 16-bit data bus
Up to 256 MB memory

One Full-Speed (12 Mbps) Universal Serial Bus (USB) 2.0 interface

Embedded host and device function
Eight endpoints
On-chip transceiver with integrated serial resistor

Support crystal-less operation in device mode

One USB2.0-compliant High-Speed controller

Eight endpoints with 9 KB of dedicated SRAM
Low-speed, full-speed and high-speed support

Low-power mode (LPM) support

Parallel Capture Controller (PCC)

Up to 14-bit parallel capture mode



Power Management

+ Idle mode for fast wake up time

+ Standby mode

+ Hibernate mode up to full RAM retention
+ SleepWalking Peripherals

Timers/Output Compare/Input Capture

*  Four 32-bit Timer/Counters for Control (TCC) with extended
functions:

- With 6 compare/capture channels
- Double buffered compare/capture channel
- Dead-time Insertion

*  Four 16-bit Timer/Counters for Control (TCC) with extended
functions:

- With 2 compare/capture channels

- Double-buffered compare/capture channel

- Dead-time Insertion
*  32-bit Real-Time Counter (RTC) with clock/calendar functions
+  Watchdog Timer (WDT) with Window mode
Debugger Development Support

* In-circuit and in-application programming/debugging with SWD
and JTAG

+  Cortex-M debugger port
+ Supports 8 breakpoints and 4 watch points
* |EEE 1149-compatible (JTAG) boundary scan

* Non-intrusive hardware-based instruction trace, Secure
Debugging

Software and Tools Support: Develop Prototypes Quickly with A
Powerful, Easy-to-Use Ecosystem

+  Get code off to a head start with MPLAB Code Configurator

* Graphically configure peripherals, software libraries, and
supported RTOS with MPLAB Harmony v3

+ Download MPLAB XC Compiler
+ Take advantage of MPLAB X IDE's support for 32-bit MCUs

+  Select the best debugger for the project: MPLAB ICE, ICD, or
PICKit™

Communication Interfaces /Digital Peripherals
+  Two CANFD modules

- Support CAN 2.0 A/B

- CANFDISO 11898-1:2015

+ Up to 8 Serial Communication Interfaces (SERCOM), each
configurable to operate as:

- USART with full-duplex and single wire half-duplex
configuration

- PPCupto 3.4 MHz

- SPI (up to 48 MHz)

- 1SO7816 T=0o0rT=1 protocols

- LIN Host/Client
+ SQI configurable as additional SPI module (up to 80 MHz)
* Position Decoder (PDEC)

- Modes: QDEC, HALL, COUNTER

*  One Inter-IC Sound Interface (SPL_IXS)
- 3-wire SPITM (supports all 4 SPI modes)

- 4-wire Framed SPI modes

- Audio Codec Protocols (I?S, Left/Right Justified and PCM/
DSP, 18s, Am824

- 4 x 32-bit, 8 x 16-bit or 16 x 8-bit FIFO

- 2 modules support 32 MHz SCK

- Modulation for MEMS Microphone
Clock Management

* 4 MHz to 48 MHz Crystal Oscillator (XOSC)
- Clock failure detection with safe clock switch

*  32.768 kHz ultra low-power crystal oscillator (XOSC32K)
- Clock failure detection with safe clock switch

32.768 kHz ultra low-power internal RC oscillator (OSCULP32K)
* 48 MHz digital Phase-Locked Loop (DFLL48M)
+ 1.6 GHz Phase Locked Loop (PLL1G6)

Frequency meter

Note: Refer to the Chapter Electrical Characteristics (85°C) for specific package limitations.

Table 1. Packages

Pin Count 48 64 100 144 144

1/0 Pins (up to) 30 47 69 103 103

Contact/Lead Pitch 0.5 mm 0.5 mm 0.5 mm 0.4 0.8
Dimensions 7x7 mm 10x10 mm 14x14 mm 16x16 mm 10x10 mm
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1.

Configuration Summary

Table 1-1. PIC32CK GC (Non-Secure) Device-Specific Feature

Device

PIC32CK1012GC01048

PIC32CK1012GC01064

PIC32CK1025GC01064

PIC32CK2051GC01064

PIC32CK1012GC01100

PIC32CK1025GC01100

PIC32CK2051GC01100

PIC32CK1025GC01144

PIC32CK2051GC01144

PIC32CK1025GC01144

PIC32CK2051GC01144

—~
)
X
=
>
A
5]
£
]
=
£
o
°
%0
o
bt
o

1024

1024

1024

2048

1024

1024

2048

1024

2048

1024

2048

Data Memory (KB)

128

128

256

512

128

256

512

512

512

512

512

48

64

100

144

144

144

144

Packages

VQFN

TQFP64/
VQFN64

TQFP64/
VQFN64

TQFP64/
VQFN64

TQFP100

TQFP100

TQFP100

TQFP144

TQFP144

TFBGA144

TFBGA144

External Bus Interface (EBI)

Ethernet

16-bit Timer Counters (TCC)
32-bit Timer Counters (TCC)

RTC Input/Output

2/2

2/2

2/2

2/2

5/5

5/5

5/5

8/8

8/8

8/8

8/8

External Interrupts (EIC)

Parallel Capture Controller (PCC)

bit

bit
14-
bit
14-
bit
14-
bit
14-
bit
14-
bit

31

47

47

47

69

69

69

103

103

103

103

12-bit ADC pins (single/differential)

Al

10/2

10/2

10/2

12/3

12/3

12/3

12/3

12/3

12/3

12/3

Peripheral Touch Driver (PTC)

24

24

32

32

32

32

32

32

32

MPU (regions)

TrustZone for ARMv8-M
Hardware Security Module(HSM)

Secure Boot
TrustRAM (KB)
Trust RAM address/data Scrambling

DMA Channels

Event System Channels

32

32

32

32

32

32

32

32

32

32

32

SERCOM
Secure pin Multiplexing (on SERCOM)

Brown Out Detection

VDDIO,
VDDCORE

VDDIO,
VDDCORE

VDDIO,
VDDCORE

VDDIO,
VDDCORE

VDDIO,
VDDCORE

VDDIO,
VDDCORE

VDDIO,
VDDCORE

VDDIO,
VDDCORE

VDDIO,
VDDCORE

VDDIO,
VDDCORE

VDDIO,
VDDCORE

Watchdog Timer

CCL Look-up Table

Generic Clock (GCLK)

Analog Comparator (AC)

Temperature Sensor




Note: These products are subject to availability. Contact a local Microchip sales office for additional
information.
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Table 1-2. PIC32CK SG (Secure) Device-Specific Features

Device

PIC32CK10125G01048

PIC32CK10125G01064

PIC32CK10255G01064

PIC32CK20515G01064

PIC32CK10125G01100

PIC32CK10255G01100

PIC32CK20515G01100

PIC32CK10255G01144

PIC32CK20515G01144

PIC32CK10255G01144

PIC32CK20515G01144

—
)
4
=
>
2
<]
£
]
=
£
©
—
0
o
2
o

1024

1024

1024

2048

1024

1024

2048

1024

2048

1024

2048

Data Memory (KB)

128

128

256

512

128

256

512

512

512

512

512

48

64

100

144

144

144

144

Packages

VQFN

TQFP64/
VQFN64

TQFP64/
VQFN64

TQFP64/
VQFN64

TQFP100

TQFP100

TQFP100

TQFP144

TQFP144

TFBGA144

TFBGA144

External Bus Interface (EBI)

Ethernet

16-bit Timer Counters (TCC)
32-bit Timer Counters (TCC)

RTC Input/Output

2/2

2/2

2/2

2/2

5/5

5/5

5/5

8/8

8/8

8/8

8/8

External Interrupts (EIC)

13

15

15

15

16

16

16

16

16

16

16

Parallel Capture Controller (PCC)

8-
bit

8-
bit

8-
bit

8-
bit

14-
bit

14-
bit

14-
bit

14-
bit

14-
bit

14-
bit

14-
bit

31

47

47

47

69

69

69

103

103

103

103

12-bit ADC pins (single/differential)

7

10/2

10/2

10/2

12/3

12/3

12/3

12/3

12/3

12/3

12/3

Peripheral Touch Driver (PTC)

15

23

24

24

32

32

32

32

32

32

32

MPU (regions)

16 sec,
16
nonsec

16 sec,
16
nonsec

16 sec,
16
nonsec

16 sec,
16
nonsec

16 sec,
16
nonsec

16 sec,
16
nonsec

16 sec,
16
nonsec

16 sec,
16
nonsec

16 sec,
16
nonsec

16 sec,
16
nonsec
16 sec,

16
nonsec

TrustZone for ARMv8-M
Hardware Security Module(HSM)

Secure Boot
TrustRAM (KB)
Trust RAM address/data Scrambling

DMA Channels

Event System Channels

32

32

32

32

32

32

32

32

32

32

32

SERCOM
Secure pin Multiplexing (on SERCOM)

Brown Out Detection

VDDIO,
VDDCORE

VDDIO,
VDDCORE

VDDIO,
VDDCORE

VDDIO,
VDDCORE

VDDIO,
VDDCORE

VDDIO,
VDDCORE

VDDIO,
VDDCORE

VDDIO,
VDDCORE

VDDIO,
VDDCORE

VDDIO,
VDDCORE

VDDIO,
VDDCORE

Watchdog Timer

CCL Look-up Table

Generic Clock (GCLK)

Analog Comparator (AC)

Temperature Sensor




Note: These products are subject to availability. Contact a local Microchip sales office for additional
information.
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2.2.

Guidelines for Getting Started

Basic Connection Requirements

Getting started with the PIC32CK SG/GC Family of 32-bit Microcontrollers (MCUs) requires attention
to a minimal set of device pin connections before proceeding with development. The following is a
list of pin names, which must be connected always:

« Al VDDIO and VSS pins (see Decoupling Capacitors)
+ Al AVDD and AVSS pins, even if the ADC module is not used (see Decoupling Capacitors)
* RESET pin (see External RESET Pin)

+ SWDIO, SWO, SWCLK pins, used for In-Circuit Programming and debugging purposes (see Debug/
Programming Pins)

« XIN and XOUT pins, when external oscillator source is used (see External Oscillator Pins)
+ VUSB3V3 (This pin can be grounded when the USB feature is not used)

The following pins may be required:

+ The ADC_VREFH pin is used when the external voltage reference for the ADC module is
implemented

+ USBRBIAS when USBHS is used
« TDI, TMS, TDO, and TCK if JTAG is used

Decoupling Capacitors

The use of decoupling capacitors on power supply pins, such as VREG, VDD, VSS, AVDD and AVSS is
required, see the Schematic Checklist chapter.

Consider the following criteria when using decoupling capacitors:

« Bulk capacitors: Must be utilized on all power pins as indicated in the Schematic Checklist
chapter.

+ Value and type of capacitor: A value of 0.1 pF (100 nF), 10-20V is recommended. The capacitor
should be a low Equivalent Series Resistance (low-ESR) capacitor and have resonance frequency
in the range of 20 MHz and higher. It is further recommended that ceramic capacitors be used.

+ Placement on the printed circuit board: The decoupling capacitors should be placed as close
to the pins as possible. It is recommended that the capacitors be placed on the same side of the
board as the device. If space is constricted, the capacitor can be placed on another layer on the
PCB using a via; however, ensure that the trace length from the pin to the capacitor is within
one-quarter inch (6 mm) in length.

« Handling high frequency noise: If the board is experiencing high frequency noise, upward of
tens of MHz, add a second ceramic-type capacitor in parallel to the above described decoupling
capacitor. The value of the second capacitor can be in the range of 0.01 pF to 0.001 pF. Place
this second capacitor next to the primary decoupling capacitor. In high-speed circuit designs,
consider implementing a decade pair of capacitances as close to the power and ground pins as
possible. For example, 0.1 pF in parallel with 0.001 pF.

+ Maximizing performance: On the board layout from the power supply circuit, run the power
and return traces to the decoupling capacitors first, and then to the device pins. This ensures
that the decoupling capacitors are first in the power chain. Equally important is to keep the trace
length between the capacitor and the power pins to a minimum thereby reducing PCB track
inductance.
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2.2.1.

2.3.

2.4.

2.5.

2.6.

2.7.

Bulk Capacitors

The use of a bulk capacitor is recommended to improve power supply stability. Typical values range
from 4.7 pF to 22 pF ceramic or tantalum capacitors with low ESR. This capacitor should be located
as close to the device as possible, refer to the Schematic Checklist chapter.

External Reset (RESET) Pin

Pulling the RESET pin low generates a device Reset.

For example, as illustrated in the Schematic Checklist chapter, it is recommended that the capacitor
C, be isolated from the RESET pin. Place the components illustrated within one-half inch (12 mm)
from the RESET pin.

Debugging or Programming Pins

The SWDIO, SWO, SWCLK pins are used for In-Circuit programming and debugging purposes. It

is recommended to keep the trace length between the debug external connector and the debug
pins on the device as short as possible to minimize ESD/EMI vulnerabilities. If the debug external
connector is expected to experience an ESD event, a series resistor is recommended, with the value
in the range of a few tens of Qs, not to exceed 100 Qs with protection using Transient Voltage
Suppressors (TVS), at the user’s discretion. Refer to the Schematic Checklist chapter.

JTAG

The TMS, TDO, TDI and TCK pins are used for testing and debugging according to the Joint Test
Action Group (JTAG) standard. It is recommended to keep the trace length between the JTAG
connector and the JTAG pins on the device as short as possible. If the JTAG connector is expected to
experience an ESD event, a series resistor is recommended, with the value in the range of a few tens
of Qs, not to exceed 100 Qs with protection using Transient Voltage Suppressors (TVS), at the user’s
discretion. Refer to the Schematic Checklist chapter.

Trace

When present on select pin counts, the trace pins can be connected to a hardware trace-enabled
programmer/debugger to provide a compressed real-time instruction trace. When used for trace,
the TRACE_DATAO, TRACE_DATA1, TRACE_DATA2, TRACE_DATA3 and TRACECLK pins should be
dedicated for this use. The trace hardware requires a 22 Q series resistor between the trace pins
and the external trace connector.

External Oscillator Pins

Many MCUs have options for at least two oscillators: a high-frequency primary oscillator and a
low-frequency secondary oscillator.

The oscillator circuit should be placed on the same side of the board as the device. Also, place

the oscillator circuit close to the respective oscillator pins, not exceeding one-half inch (12 mm)
distance between them. The load capacitors should be placed next to the oscillator itself, on the
same side of the board. Use a grounded copper pour around the oscillator circuit to isolate them
from surrounding circuits. The grounded copper pour should be routed directly to the MCU ground.
Do not run any signal traces or power traces inside the ground pour. Also, if using a two-sided
board, avoid any traces on the other side of the board where the crystal is placed. A suggested
layout is illustrated in the following figure.
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Figure 2-1. Suggested Oscillator Circuit Placement

Oscillator
Secondary

—
]
]

Guard Trace

Guard Ring

Main @scillator

2.7.1. Crystal Oscillator Design Consideration

The following hypothetical example assumptions are used to calculate the Primary Oscillator loading
capacitor values:

* CIN =XIN Pin Capacitance = 4 pF
+ COUT = XOUT Pin Capacitance = 4 pF
+ PCB stray capacitance (i.e., 12 mm length) = 2.5 pF

+ (1 and C2 =the loading capacitors to use on your crystal circuit design to guarantee that the
effective capacitance as seen by the crystal in circuit meets the crystal manufacturer specification
MFG Crystal Data Sheet CLOAD spec:

CLOAD = {([CIN + C1] * [COUT + C2] )/ [CIN + C1 + C2 + COUT] } + oscillator PCB stray capacitance
Hypothetical Example Crystal Load Capacitor Calculation

Crystal manufacturer data sheet spec example: CLOAD = 15 pF

Therefore:

MFG CLOAD = {( [CIN + C1] * [COUT + C2]) / [CIN + CT1 + C2 + COUT] } + estimated oscillator PCB stray
capacitance.

Assuming C7 = C2 and PIC32C Cin = Cout, the formula can be further simplified and restated to solve
for C7 and C2 by: C1 = C2 = ((2 * MFG CLoad spec) - Cin - (2 * PCB capacitance)) = (2 * 15)-4- (2 * 2.5
pF)=(30-4-5)=21pF

Therefore: C1 = C2 =21 pFis the correct loading capacitors to use on your crystal circuit design to
guarantee that the effective capacitance as seen by the crystal in circuit in this example is 15 pF to
meet the crystal manufacturer specification.

Note: Do not add excessive gain such that the oscillator signal is clipped, flat on top of the sine
wave. If so, you need to reduce the gain accordingly using the . Failure to do so can stress and age
the crystal, which can result in an early failure. When measuring the oscillator signal you must use
an FET active-powered scope probe with 1 pF or the scope probe itself will unduly change the gain
and peak-to-peak levels.

2.8. Unused 1/0Os

Unused I/0 pins should not be allowed to float as inputs. It is recommended that unused inputs
be ganged together and connecting through a 1K resistor to digital ground or individually or in

22
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2.9.

2.9.1.

multiple groups through 1K as the PCB layout permits. This minimizes the chip vulnerability to ESD
and radiated EMI due to a high voltage discharge event.

Considerations When Interfacing to Remotely Powered Circuits

Non-5V Tolerant Input Pins

A quick review of the absolute maximum rating in the Electrical Characteristics (85°C) will indicate
that the voltage on any non-5V tolerant pin may not exceed VDD + 0.4V unless the input current is
limited to meet the respective injection current specifications defined by electrical spec parameters
DI_19, DI_21, and DI_23 in I/O Pin Electrical Specifications. The following figure shows an example of
a remote circuit using an independent power source, which is powered while connected to a PIC32C
non-5V tolerant circuit that is not powered.

Figure 2-2. PIC32C Non-5V Tolerant I/O Pin Circuit Example

VDD
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H N 11O IN 1
,,,,,,, -7 | / : E
Remote I 1 AN2/RBO L 1= PIC32
0.3V <VH < 3.6V —i—ir%—)‘>/' L -1 1foouT ‘: POWER
R P e ‘ < \Ii l SUPPLY
emote gu \ ~ ‘ |
GND L, L7 f ’ RIS ‘ -
N I
I
! |
I
[ Y
) .
I
I
I
|
! Current Flow v
A 4
- ‘ __________________
L
7 Vss

Without proper signal isolation, on non-5V tolerant pins, the remote signal can power the PIC32C
device through the high side ESD protection diodes. Besides violating the absolute maximum rating
specification when VDD of the PIC32C device is restored and ramping up or ramping down, it can
also negatively affect the internal Power-on Reset (POR) and Brown-out Reset (BOR) circuits, which
can lead to improper initialization of internal PIC32C logic circuits. In these cases, it is recommended
to implement digital or analog signal isolation as depicted in the following figure, as appropriate

or use series 1/0 pin resistors when possible to limit the injection current to less than 5SmA/pin
and/or 20mA total for the whole MCU. This is indicative of all industry microcontrollers and not just
Microchip products.
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Figure 2-3. Example Digital/Analog Signal Isolation Circuits
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Table 2-1. Examples of Digital/Analog Isolators with Optional Level Translation

c

@ £ - S

s g £ &

Example Digital/ 3 S S =

Analog Signal p v S 00

Isolation Circuits 2 S o =)

9] o e oo

=] © [e)

ko] o o =

= (1] c

£ S -

ADuM7241 /40 ARZ N _ . _
(1 Mbps)

ADuM7241 /40 CRZ N _ . _

(25 Mbps)

ISO721 — X — —

LTV-829S (2 i . X _
Channel)

LTV-849S (4 i . X _
Channel)

FSA266 / NC7WB66 — — - X

2.10. Designing for High-Speed Peripherals

The PIC32C Family of devices have peripherals that operate at frequencies much higher than typical
for an embedded environment. The following list shows the peripherals that produce high-speed
signals on their external pins:

Peripheral

USB (Universal Serial Bus)
SDIO
SPI
EBI (External Bus Interface)

@ MICROCHIP



Designing for High-Speed Peripherals (continued)

Peripheral

QSPI (Quad SPI)
Ethernet MAC

Due to these high-speed peripheral signals, it is important to consider several factors when
designing a product that uses these peripherals, as well as the PCB on which these components
will be placed. Adhering to these recommendations will help achieve the following goals:

+ Minimize the effects of electromagnetic interference for the proper operation of the product
* Run all PCB high-speed signals first on component side of PCB

« Ensure signals arrive at their intended destination at the same time by matching critical trace
lengths on the PCB

* Minimize crosstalk. Insure continuous ground under all high-speed signals.
+ Maintain signal integrity by the use of termination resistors in the 30-50 Q range

« Reduce system noise by using bulk and high frequency decoupling caps and inductors on power
rails

+ Minimize ground bounce and power sag. Use a dedicated ground plane if possible or at

a minimum a star ground configuration. Do not daisy chain ground and power traces to
components.

2.10.1. System Design

2.10.1.1. Impedance Matching

When selecting parts to place on high-speed signal bus, if the remote I/0 pin impedance of the
peripheral device does not match the impedance of the pins on the PIC32C device to which it is
connected, signal reflections could result, thereby degrading the quality of the signal. If it is not
possible to select a product that matches impedance, place a series resistor at the load to create the
matching impedance. See the following figure for an example.

Figure 2-4. Series Resistor

High
PIC32C —\W\— Speed
500 Device

2.10.1.2. PCB Layout Recommendations

The following recommendations will help ensure the PCB layout will promote the goals previously
listed.

+ Component Placement:

- Place bypass capacitors as close to their component power and ground pins as possible, and
place them on the same side of the PCB.

- Devices on the same bus that have larger setup times must be placed closer to the PIC32MK
GPK/MCM with CAN FD family of devices.

* Power and Ground:
- Multi-layer PCBs will allow separate power and ground planes
- Each ground pin should be connected to the ground plane individually
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- Place bypass capacitor vias as close to the pad as possible (preferably inside the pad)
- If power and ground planes are not used, maximize width for power and ground traces

- Use low-ESR, surface-mount bypass capacitors
+ Clocks and Oscillators:

Place crystals as close as possible to the PIC32C Family device XIN/XOUT pins
Do not route high-speed signals near the clock or oscillator

Avoid via usage and branches in high speed clock lines

Place termination resistors at the end of clock lines

* Traces:

Higher-priority signals must have the shortest traces

Avoid long run lengths on parallel traces to reduce coupling

Make the clock traces as straight as possible

Use rounded turns rather than right-angle turns

Have traces on different layers intersect on right angles to minimize crosstalk

Maximize the distance between traces, preferably no less than three times the trace width
Power traces should be as short and as wide as possible

High-speed traces must have a continuous ground beneath them

2.10.1.3. EMI/EMC/EFT (IEC 61000-4-4 and IEC 61000-4-2) Supression Considerations

The use of LDO regulators is preferred to reduce overall system noise and provide a cleaner power
source. However, when utilizing switching Buck/Boost regulators as the local power source for
PIC32C devices, as well as in electrically noisy environments or test conditions required for IEC
61000-4-4 and IEC 61000-4-2, users should evaluate the use of Pi-Filters (i.e., L-C) on the power

pins, as shown in the Chapter Power Supplies and Startup Considerations. In addition to a less

noisy power source, use of this type of T-Filter can greatly reduce susceptibility to EMI sources and
events. Use Transient Voltage Suppressors (TVS) on power buses as well as on all external PCB signal
connections. If design requirements mandate the use of a buck or boost regulator be sure inductor
used is shielded type.
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3. Ordering Information

X
X
X

| —
~

T -XX

PIC32 CK XXXX SG X

Microchip Brand

Product Family

CK = Mid Performance
(Arm Cortex M33)

Memory Size

1025 = 1024KB Flash and 256KB RAM
2051 = 2048KB Flash and 512KB RAM
1012 = 1024KB Flash and 128KB RAM

Key Feature Set

Pattern

Three-digit QTP, SQTP code
or special requirement
(blank otherwise)

Package

SG = Security (with TrustZone and HSM)
GC = General Purpose (without TrustZone and HSM)

Option Field

01 = Ethernet, CAN
00 = None Present

Pin Count

4YW =48L VQFN
LZX = 64L VQFN
3ZB = 64L TQFP
48B = 100L TQFP
4KB = 144L TQFP
HQB = 144L TFBGA

Temperature Range

| =-40°C to + 85°C (Industrial)
E =-40°C to + 125°C (Extended)

Tape and Reel Flag

064 = 64-pin
100 = 100-pin
144 = 144-pin
048 = 48-pin
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Block Diagram

Figure 4-1. PIC32CK SG01/SG00/GC01/GC00
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5. Package and Pinout
5.1. 48-Pin Packages

5.1.1. 48-Pin VQFN Packages

Table 5-1. 48-Pin VQFN

PIC32CK1012GC01048
PIC32CK10125G01048
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Table 5-2. 48-pin VQFN

S PMUX Values
=1 o
BE
2 g
> x
= 2
8 s 0x0 0x2 0x3 0x5 0x7 0x9 OxA 0xC OxE
a
[e]
[ =
5 g b
g . o %
< = 2
Pt S s < a S S
> a o = U [ 9 2
£ $ o o o =4 o [}
H] > x v] = < %] =
3 g w & o 3 S
Q w >
a o 7} = P4 a
J < <
g L
I3
wv
1 - . PAOD  EIC_EXTINT14 - SERCOMO_PAD2 SERCOM1_PADO TCC2_WOO - - - - - . CCL_OUT1  BSDAP_TDI - - -
2 - - PAO1  EIC_EXTINT1 - SERCOMO_PAD3 SERCOM1_PAD1 TCC2_WO3 - CPUO_SWO - - - - GCLK_I01  BSDAP_TDO - - -
. BSDAP_TMS._
3 - - PAO2® | EIC_EXTINT2 - - - - - - - - - - - SWDIo - - -
. BSDAP_TCK_
4 - - PA03®  EIC_EXTINT3 - - - - - - - - - - GCLKIOO swelk - - -
5 - - RESET_N - - - - - - - - - - - - - - - -
6 - - vss - - - - - - - - - - - - - - -
7 - . VDDIO - - . . . - - - - - . - . - - -
ADC_VINP2/
8 E - PAO6 | EICLEXTINTE Al AINO - SERCOMS5_PAD1 TCC3_WO2 TCC3_WO6 - - - E - CCLINT1 - - - -
ADC_VINM2/
9 - - PAO7 | EIC_EXTINT7 ADCVINP3/ - SERCOMS5_PAD2 TCC3_WO3 TCC3_WO7 - - - - - CCL_OUT3 - - -
AC_AINT
ADC_VINPS/
10 - - PAO9 | EICEXTINTS A aiNo - - - TCC3_ W00 - - SPIIXS_FSYNC - - GCLK_I00  PTC_DRVO - - -
ADC_VINP&/
1 - - PAT0 | EICLEXTINTIO A AINd - SERCOM4_PAD2 - TCC3.WOT — SQICS2 SDMMC0_SDCD - PCC_DEN1 - GCLKI01  PTC_DRV1 - - -
12 - - PAT1 | EIC_LEXTINTI1 ADC_VINP7 SERCOMS_PADO - TCC4_WO0 TCC3_WO2 - - SPILIXS_SCK - ETH.MDC  AC.CMPO PTCLDRV2 ~ ETH_MDC - -
13 - - PA12 | EIC_EXTINT12 ADC_VINP8 SERCOMS_PAD1 - TCCA_WO1 TCC3_WO3 - SDMMC0_SDCD  SPI_IXS_SDI - ETH.MDIO ~ AC.CMP1 PTC.DRV3  ETH_MDIO -
14 - RTC.OUT1  PBOO | EIC_EXTINTO ADC_VINPO SERCOMS_PAD2 . TCC5.WO0 TCC3.WO4  CANOTX  SDMMCO_SDWP  SPIIXS_SDO - . CCLIN6  PTC_DRV4 - - -
15 - RTCUN1 ~ PBO1 | EIC_EXTINT1 ADC_VREFH SERCOMS_PAD3 - TCC5_WOT TCC3WO5 — CANO_RX - - - - CCLIN7 = PTC_DRVS - - -
16 - - AVSS - - - - - - - - - - - - - - - -
0SC32KCTRL_
17 - - PBO2 | EIC_EXTINT2 - - - - - - - - - - CCL_INO - - - YIN32
0SC32KCTRL_
18 - - PBO3  EIC_EXTINT3 - - - - - - - - - - CCLINT - - - OUTa2
19 - - AVDD - - - - - - - - - - - - - - -
20 - . PBO4  EIC_EXTINT4 - SERCOM4_PADO  SERCOM4_PADO TCCO_WOO PDEC_QDIO - - - - - CCL_INg - - - -
21 SUPC_OUTO RTC_OUTO  PBOS  EIC_EXTINTS - SERCOM4_PAD1 SERCOM4_PAD1 TCCO_WO1 PDEC_QDI1 - - - - - CCL_OUT3 - - - -
2 - RTCUNO  PBO6  EIC_EXTINT6 - SERCOM4_PAD3 SERCOM4_PAD3 TCCO_WO3 PDEC_QDI2 - - - - - ccL_ouTo - - - -
23 - . VDDIO - - . . . - - . - E . - . - -
24 - - VDDREG - - - - - - - - - - - - - - - -
25 - - vss - - - - - - - - - - - - - - - -
ETH_TX_CLK/
26 - - PCO0  EIC_EXTINTO - SERCOM4_PAD2 SERCOM3_PAD3 - TCCO_WOT1 - SDMMCO_SDDAT1 - PCC_DATA7 gy ReF cLk  GCLKUIO2  PTCDRVIO  ETH.TXCLK  SQLCST -
27 - - PCO1 | EIC_EXTINTI - SERCOM4_PAD3 SERCOM3_PAD2 - TCCOWO2 USB_SOF_TKHZ SDMMCO_SDDAT2 - PCC_DATAQ - GCLKI03 PTCDRVI1  ETH.RXD1  SQICSO
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Table 5-2. 48-pin VQFN (continued)

PMUX Values
o
n MUXEN
4
fr]
x
=)
) i -“ “ “H
o
g =
5 2
g o = o]
5 g = g 3 © g
S 3 z 3 g g 3
a
2 < S 2 3 @ ] o a
5 > e« o < %] a Q
o S 7] & ) 2 2
@ wi
A a 7 = z o
%] < = <
£ 2
(4
A
28 - - PC02 EIC_EXTINT2 - SERCOM3_PADO SERCOM2_PAD3 - TCCO_WO3 CANO_TX SDMMCO_SDDAT3 - PCC_DATA1 ETH_MDIO GCLK_I04 PTC_DRV12 ETH_RXDO SQI_DATAO -
29 - - PCO3 EIC_EXTINT3 - SERCOM3_PAD1 - - TCCO_WO4 CANO_RX SDMMCO_SDWP - PCC_DATA2 ETH_MDC GCLK_IO5 PTC_DRV13 ETH_RXER SQI_DATA2 -
30 - - VDDIO - - - - - - - - - - - - - -
31 - . VSS - - . . . - - B - B - - . - - -
32 - - PCO5 EIC_EXTINT5 - SERCOM3_PAD3 SERCOM2_PAD2 - TCC1_WOO0 - SDMMCO0_SDCK - PCC_CLK ETH_RXD2 GCLK_IO7  PTC_DRV15 ETH_TXEN SQI_DATA3 -
33 - - PCO6 EIC_EXTINT6 AC_AIN2 SERCOM2_PADO SERCOM3_PAD1 - TCC1_WO1 CANO_TX SDMMCO0_SDCMD - PCC_DATA3 ETH_RXD1 CCL_IN5 PTC_DRV16 ETH_TXDO SQI_CLK
34 - - PCO7 EIC_EXTINT7 AC_AIN3 SERCOM2_PAD1 SERCOM3_PADO - TCC1_WO2 CANO_RX SDMMCO_SDDATO - PCC_DATA4 ETH_RXDO CCL_OUT2 PTC_DRV17 ETH_TXD1 SQI_DATA1 -
35 B . VDDREG - - . . . - - B - B - - . - - -
36 - - PC10  EIC_EXTINT10 - SERCOMO_PADO SERCOM2_PAD1 TCC2_WO2 TCC1_WO5 - SDMMCO0_SDCD - PCC_DATAS5 ETH_RXDV CCL_IN3 PTC_DRV20 ETH_RXDV - -
37 - - PC11 EIC_EXTINT11 - SERCOMO_PAD1 SERCOM2_PADO TCC2_WO1 TCC1_WO6 - - - PCC_DATA6 ETH_TXEN CCL_IN4 PTC_DRV21 - -
38 - . VSS - - . . . - - B - B - - . - - -
39 - - VDDIO - - - - - - - - - - - - - - - -
OSCCTRL_
40 - - PDO0  EIC_EXTINTO - - - - - - - - - - - - - -
XIN
OSCCTRL_
41 - - PDO1 | EIC_EXTINT1 - - - - - - - - - - - - - - XOUT
42 - - PD02 EIC_NMI - - - - - USB_SOF_1KHZ - - PCC_DEN2 ETH_TSUCOMP  CCL_IN2 - ETH_TSUCOMP - -
43 - - - - - - - - - USB_DM - - - - - - - -
a4 - . - - - . . . - USB_DP B - B - - . - - -
45 - - PD06 EIC_EXTINT6 - SERCOMO_PADO SERCOM1_PAD2 TCC2_WO4 TCC2 WO1 SQI_CS0 SDMMCO_SDCMD = SPI_IXS_FSYNC - ETH_MDIO GCLK_I04 - ETH_MDIO - -
46 - - PD0O7 EIC_EXTINT7 - SERCOMO_PAD1 SERCOM1_PAD3 TCC2_WO5 TCC2_WO2 SQI_DATAO SDMMCO_SDDATO  SPI_IXS_SDI - ETH_MDC GCLK_IO5 - ETH_MDC -
47 - - Vss - - - - - - - - - - - - - - - -
48 - - VDDIO - - - - . - - - - - - - B - - -



Notes:
1. Pin column items displayed in BOLD are 5.5V tolerant pins.

2. PA02 and PAO3 are dedicated SWDIO and SWCLK pins. They are not recommended for GPIO use.
3. VDDA and AVDD are used interchangeably.

5.2.  64-Pin Packages

5.2.1. 64-Pin TQFP/VQFN Packages

Table 5-3. 64-Pin TQFP/VQFN Package

Top View

PIC32CK1012GC01064
PIC32CK10125G01064

Table 5-4. 64-Pin TQFP/VQFN Package

PIC32CK(1025/2051)GC01064
PIC32CK(1025/2051)SG01064
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Table 5-5. 64-Pin TQFP/VQFN Package Pinout (PIC32CK1012 Devices)

n

© N o AW N

15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

SUPC_OUTO RTC_OUTO

Priority Function

PORT MUXEN

@
aQ
£
]
=
>
£
£
=
S
@
@
9]
=
o

RTC_OUT1
RTC_IN1

RTC_INO

=0

PA0O

PAO1
PA02®
PA03®

RESET_N
VSS

VDDIO

PAO4

PAO5

PAO6

PA07

PAO8

PA09

PA10

PA11
PA12
PB0O
PBO1
AVSS
PB02
PBO3
AVDD
PB04
PBO5
PBO6
VDDIO
VSS
VDDREG
PBO7
PBO8

EIC_EXTINT14
EIC_EXTINT1
EIC_EXTINT2
EIC_EXTINT3

EIC_EXTINT4

EIC_EXTINT5

EIC_EXTINT6

EIC_EXTINT7

EIC_EXTINT8

EIC_EXTINT9

EIC_EXTINT10

EIC_EXTINT11
EIC_EXTINT12
EIC_EXTINTO
EIC_EXTINT1
EIC_EXTINT2
EIC_EXTINT3
EIC_EXTINT4
EIC_EXTINT5
EIC_EXTINT6

EIC_EXTINT7
EIC_EXTINT8

ADCN/ADC/AC

SERCOM
SERCOM Alt

ADC_VINPO

ADC_VINMO/
ADC_VINP1

ADC_VINP2/
AC_AINO

ADC_VINM2/
ADC_VINP3/

AC_AINT
ADC_VINP4

ADC_VINPS5/
AC_AINO

ADC_VINP6/
AC_AINT

ADC_VINP7
ADC_VINP8
ADC_VINP9
ADC_VREFH

]
]
-

SERCOMO_PAD2 SERCOM1_PADO TCC2_WOO

SERCOMO_PAD3

SERCOMS5_PADO
SERCOMS5_PAD1
SERCOM5_PAD2
SERCOMS5_PAD3

SERCOM4_PADO
SERCOM4_PAD1
SERCOM4_PAD3

SERCOM3_PAD2
SERCOM3_PAD3

SERCOM1_PAD1

SERCOM5_PADO

SERCOMS5_PAD1

SERCOMS5_PAD2

SERCOMS5_PAD3

SERCOM4_PAD2

SERCOM4_PADO
SERCOM4_PAD1
SERCOM4_PAD3

SERCOM4_PAD2
SERCOM4_PAD3

TCC2_WO3

TCC3_WO0

TCC3_WO1

TCC3_WO2

TCC3_WO3

TCC3_WO4

TCC4_WOO0
TCC4_WO1
TCC5_WO0
TCC5_WOT1

TCCO_WOO0
TCCO_WOT1
TCCO_WO3

" “

TCC Alt/PDEC

TCC3_WO06

TCC3_WO7

TCC3_WO0

TCC3_WO1

TCC3_WO02
TCC3_WO03
TCC3_WO04
TCC3_WO5

PDEC_QDIO
PDEC_QDI1
PDEC_QDI2

PDEC_QDIO
PDEC_QDI1

PMUX Values

MUXEN =1

SQI/CAN/USB/CM33 Trace

CPUO_SWO

SQI_Cs2

CANO_TX
CANO_RX

CANO_TX

SDMMC

SDMMCO0_SDCD

SDMMCO0_SDCD
SDMMCO_SDwWP

SDMMCO0_SDCMD

SPI_IXS_FSYNC

SPI_IXS_SCK
SPI_IXS_SDI
SPI_IXS_SDO

PCC_DEN1

PCC_DATA3
PCC_DATA4

ETH_MDC
ETH_MDIO

CCL_ouT1
GCLK_IO1

GCLK_I00

CCL_IN9

CCL_IN10

CCL_INTM

CCL_OUT3

GCLK_I00

GCLK_IO1

AC_CMPO
AC_CMP1
CCL_IN6
CCL_IN7
CCL_INO
CCL_IN1
CCL_IN8
CCL_OUT3
CCL_ouTO

CCL_INO
CCL_IN1

PTC/DEBUG

BSDAP_TDI
BSDAP_TDO
BSDAP_TMS_SWDIO
BSDAP_TCK_SWCLK

PTC_DRVO

PTC_DRV1

PTC_DRV2
PTC_DRV3
PTC_DRV4
PTC_DRV5

PTC_DRV6
PTC_DRV7

XOsC 1/0

OSC32KCTRL_XIN32
OSC32KCTRL_XOUT32
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Table 5-5. 64-Pin TQFP/VQFN Package Pinout (PIC32CK1012 Devices) (continued)

31
32

33

34
35
36
37
38
39
40
a1
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64

Priority Function

PORT MUXEN

RTC Security Tamper

=0

PB09
PB10

PCO0

PCO1
PC02
PCO3
PCO4
VDDIO
VSS
PCO5
PCO6
PCO7
VDDREG
PC09
PC10
PC11
PC12
PC13
VSS
VDDIO
PDOO
PDO1
PD02

PDO5
PDO6
PDO7
VSS
VDDIO
PDO8
PD09
PD10
PD11

EIC_EXTINT9
EIC_EXTINT10

EIC_EXTINTO

EIC_EXTINT1
EIC_EXTINT2
EIC_EXTINT3
EIC_EXTINT4

EIC_EXTINTS5
EIC_EXTINT6
EIC_EXTINT7
EIC_EXTINT9
EIC_EXTINT10
EIC_EXTINT11
EIC_EXTINT12
EIC_EXTINT13

EIC_EXTINTO
EIC_EXTINT1
EIC_NMI

EIC_EXTINT5
EIC_EXTINT6
EIC_EXTINT7
EIC_EXTINT8
EIC_EXTINT9
EIC_EXTINT10
EIC_EXTINT11

ADCN/ADC/AC

AC_AIN2
AC_AIN3

SERCOM

SERCOM4_PADO
SERCOM4_PAD1

SERCOM4_PAD2

SERCOM4_PAD3
SERCOM3_PADO
SERCOM3_PAD1
SERCOM3_PAD2

SERCOM3_PAD3
SERCOM2_PADO
SERCOM2_PAD1
SERCOM2_PAD2
SERCOMO_PADO
SERCOMO_PAD1
SERCOMO_PAD2
SERCOMO_PAD3

SERCOMO_PAD2
SERCOMO_PADO
SERCOMO_PAD1
SERCOM1_PADO
SERCOM1_PAD1
SERCOM1_PAD2
SERCOM1_PAD3

=
<
=
o
o
4
w
7

SERCOM4_PAD1
SERCOM4_PADO

SERCOM3_PAD3

SERCOM3_PAD2
SERCOM2_PAD3

SERCOM2_PAD2
SERCOM3_PAD1
SERCOM3_PADO
SERCOM3_PAD2
SERCOM2_PAD1
SERCOM2_PADO
SERCOM2_PAD2
SERCOM2_PAD3

SERCOM1_PAD2
SERCOM1_PAD3

TCC2_WO2

TCC2_WOT1

TCC2_WO4
TCC2_WO5

TCC2_WO2

9]
e
a
[
<
=
<
9]
9]
[

PDEC_QDI2
TCCO_WO0

TCCO_WO1

TCCO_WO2
TCCO_WO3
TCCO_WO4
TCCO_WO5

TCC1_WO0
TCC1_WO1
TCC1_WO02
TCC1_WO3
TCC1_WO5
TCC1_WO06
TCC1_WO7

TCC2_WO0
TCC2_WO1
TCC2_WO02
TCC2_WO03
TCC2_WO4
TCC2_WO5
TCC2_WO06

PMUX Values

MUXEN =1

SQI/CAN/USB/CM33 Trace

CANO_RX

USB_SOF_1KHZ
CANO_TX
CANO_RX

CANO_TX
CANO_RX

USB_SOF_1KHZ
USB_DM
USB_DP
SQI_CS1
SQI_CS0

SQI_DATAO
SQI_DATA2
SQI_DATA3
SQI_CLK
SQI_DATA1

=]
X
N

SDMMC

SDMMCO_SDDATO

SDMMCO_SDDAT1

SDMMCO_SDDAT2
SDMMCO_SDDAT3
SDMMCO_SDWP
SDMMCO0_SDCD

SDMMCO_SDCK
SDMMCO0_SDCMD
SDMMCO_SDDATO

SDMMCO0_SDCD

SDMMCO_SDWP
SDMMCO0_SDCMD
SDMMCO_SDDATO
SDMMCO_SDDAT2
SDMMCO_SDDAT3

SDMMCO_SDCK
SDMMCO_SDDAT1

SPI_IXS_FSYNC
SPI_IXS_SDI

SPI_IXS_SDO

SPI_IXS_SCK

PCC_DATAS
PCC_DATA6

PCC_DATA7

PCC_DATAO
PCC_DATA1
PCC_DATA2
PCC_DEN1

PCC_CLK
PCC_DATA3
PCC_DATA4

PCC_DATAS
PCC_DATA6

PCC_DEN2

"~ “ oxc

ETH_MDC

ETH_TX_CLK/
ETH_REF_CLK

ETH_MDIO
ETH_MDC
ETH_MDIO

ETH_RXD2
ETH_RXD1
ETH_RXDO
ETH_RXER
ETH_RXDV
ETH_TXEN
ETH_TXDO
ETH_TXD1

ETH_TSUCOMP

ETH_MDIO
ETH_MDC

CCL_IN2
CCL_ouTo

GCLK_I02

GCLK_I03
GCLK_I04
GCLK_I05
GCLK_I06

GCLK_I07
CCL_INS
CCL_OuUT2
AC_CMPO
CCL_IN3
CCL_IN4
CCL_INS
CCL_ouT1

CCL_|

N2

GCLK_I03
GCLK_I04
GCLK_IO5
CCL_IN6
CCL_IN7
CCL_IN8
CCL_ouT2

PTC/DEBUG

PTC_DRV8
PTC_DRV9

PTC_DRV10

PTC_DRV11
PTC_DRV12
PTC_DRV13
PTC_DRV14

PTC_DRV15
PTC_DRV16
PTC_DRV17
PTC_DRV19
PTC_DRV20
PTC_DRV21
PTC_DRV22
PTC_DRV18

X0scC I/0

OSCCTRL_XIN
OSCCTRL_XOUT
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Table 5-6. 64-Pin TQFP/VQFN Package Pinout (PIC32CK1025/2051 Devices)

12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

Priority Function

g
a
)
o
3
o
>
a
£
)
o
£
<
=
>
=
=
S
o
)
0
%]
1~

RTC_OUT1
RTC_IN1

RTC_OUTO
RTC_INO

=0

MUXEN:

PA0O
PAO1
PAQ2 @
PA03®
RESET_N
VSS
VDDIO
PAO4

PAO5

PAO6

PAQ7

PA08
PA09
PA10
PA11
PA12
PB0O
PBO1
AVSS
PB02
PBO3
AVDD
PB04
PBO5
PBO6
VDDIO
VSS
VDDREG
PBO7
PB08

EIC_EXTINT14
EIC_EXTINT1

EIC_EXTINT4

EIC_EXTINTS

EIC_EXTINT6

EIC_EXTINT7

EIC_EXTINT8
EIC_EXTINT9
EIC_EXTINT10
EIC_EXTINT11
EIC_EXTINT12
EIC_EXTINTO
EIC_EXTINT1
EIC_EXTINT2
EIC_EXTINT3
EIC_EXTINT4
EIC_EXTINTS
EIC_EXTINT6

EIC_EXTINT7
EIC_EXTINT8

ADCN/ADC/AC

ADC_VINPO

ADC_VINMO/
ADC_VINP1

AC_AINO/
ADC_VINP2

AC_AIN1/
ADC_VINM2/

ADC_VINP3
ADC_VINP4
ADC_VINPS
ADC_VINP6
ADC_VINP7
ADC_VINPS
ADC_VINP9
ADC_VREFH

SERCOM

SERCOM7_PADO

SERCOM7_PAD1

SERCOM7_PAD2

SERCOM7_PAD3

SERCOM6_PADO

SERCOM6_PAD1
SERCOM6_PAD2
SERCOM6_PAD3
SERCOMS5_PADO
SERCOMS5_PAD1
SERCOMS5_PAD2
SERCOMS5_PAD3

SERCOM4_PADO
SERCOM4_PAD1
SERCOM4_PAD3

SERCOM3_PAD2
SERCOM3_PAD3

SERCOM Alt

SERCOM6_PADO
SERCOM6_PAD1

SERCOMS5_PADO

SERCOMS5_PAD1

SERCOMS5_PAD2

SERCOMS5_PAD3
SERCOM6_PAD3
SERCOM7_PAD1
SERCOM7_PADO
SERCOM7_PAD2
SERCOM7_PAD3

SERCOM4_PAD2
SERCOM4_PAD3

TCC2_WO0
TCC2_WO3

TCC3_WO0

TCC3_WO1

TCC3_W02

TCC3_WO03

TCC3_WO4
TCC4_WO0
TCC4_WO1
TCC5_WO0
TCC5_WO1

TCCO_WO0
TCCO_WO1
TCCO_WO3

TCC7_WO0
TCC7_WO1

TCC Alt/PDEC

TCC3_WO00
TCC3_WO1
TCC3_WO2
TCC3_WO3
TCC3_WO0O4
TCC3_WO5

PDEC_QDIO
PDEC_QDI1

PDEC_QDIO
PDEC_QDI1

MUXEN=1

PMUX Values

SQI/CAN/USB/CM33 Trace

CPUO_SWO

SQI_Cs2

CAN1T_TX
CAN1_RX

CANO_TX

SDMMCO_SDCD

SDMMCO0_SDCD
SDMMCO_SDWP

SDMMC1_SDCMD

SPI_IXS_FSYNC
SPI_IXS_SCK
SPI_IXS_SDI
SPI_IXS_SDO

PCC_DEN1

PCC_DATA3
PCC_DATA4

ETH_MDC
ETH_MDIO

GCLK_IO1

LUT3_INO

LUT3_IN1

LUT3_IN2

LUT3_OUT

GCLK_I00
GCLK_IO1
AC_CMPO
AC_CMP1

LUTO_INO
LUTO_IN1

PTC/Debug

BSDAP_TDI
BSDAP_TDO
BSDAP_TMS_SWDIO
BSDAP_TCK_SWCLK

PTC_DRVO
PTC_DRV1
PTC_DRV2
PTC_DRV3
PTC_DRV4
PTC_DRV5

PTC_DRV6
PTC_DRV7

OSC32KCTRL_XIN32
OSC32KCTRL_XOUT32
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Table 5-6. 64-Pin TQFP/VQFN Package Pinout (PIC32CK1025/2051 Devices) (continued)

31
32

33

34
35
36
37
38
39
40
A
42
43
a4
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62

Priority Function

_ MUXEN

o
Q
o
S
3
=
5
aQ
<
@
aQ
£
]
]
>
k3
£
=
S
L
@
9]
=
o

=0

PB09
PB10

PCO0

PCO1
PC02
PCO3
PCo4
VDDIO
VSS
PCO5
PCO6
PCO7
VDDREG
PC09
PC10
PC11
PC12
PC13
VSS
VDDIO
PDOO
PDO1
PD02

PDO5
PDO06
PDO7
VSS
VDDIO
PDO8
PD09

EIC_EXTINT9
EIC_EXTINT10

EIC_EXTINTO

EIC_EXTINT1
EIC_EXTINT2
EIC_EXTINT3
EIC_EXTINT4

EIC_EXTINT5
EIC_EXTINT6
EIC_EXTINT7
EIC_EXTINT9
EIC_EXTINT10
EIC_EXTINT11
EIC_EXTINT12
EIC_EXTINT13

EIC_EXTINTO
EIC_EXTINT1
EIC_NMI
EIC_EXTINTS
EIC_EXTINT6
EIC_EXTINT7

EIC_EXTINT8
EIC_EXTINT9

ADCN/ADC/AC

AC_AIN2
AC_AIN3

SERCOM

SERCOM4_PADO
SERCOM4_PAD1

SERCOM4_PAD2

SERCOM4_PAD3
SERCOM3_PADO
SERCOM3_PAD1
SERCOM3_PAD2

SERCOM3_PAD3
SERCOM2_PADO
SERCOM2_PAD1
SERCOM2_PAD2
SERCOMO_PADO
SERCOMO_PAD1
SERCOMO_PAD2
SERCOMO_PAD3

SERCOMO_PAD2
SERCOMO_PADO
SERCOMO_PAD1

SERCOM1_PADO
SERCOM1_PAD1

SERCOM Alt

SERCOM4_PAD1
SERCOM4_PADO

SERCOM3_PAD1
SERCOM3_PADO
SERCOM3_PAD2
SERCOM2_PAD1
SERCOM2_PADO
SERCOM2_PAD2
SERCOM2_PAD3

TCC6_WOO0
TCC6_WO1
TCC7_WO0
TCC7_WO1

TCC2_WO4

TCC2_WO5

TCC Alt/PDEC

PDEC_QDI2
TCCO_WOO0

TCCO_WO1

TCCO_WO2
TCCO_WO3
TCCO_WO4
TCCO_WO5

TCC1_WOO0
TCC1_WO1
TCC1_WO2
TCC1_WO3
TCC1_WO5
TCC1_WO6
TCC1_WO7

TCC2_WO0
TCC2_WO1
TCC2_WO2
TCC2_WO3
TCC2_WO4

MUXEN=1

PMUX Values

SQI/CAN/USB/CM33 Trace

CANO_RX

USB_SOF_1KHZ
CANO_TX
CANO_RX

CAN1T_TX
CAN1_RX

USB_SOF_1KHZ
USB_DM
USB_DP
SQI_CS1
SQI_CS0

SQI_DATAO
SQI_DATA2
SQI_DATA3

SDMMC

SDMMC1_SDDATO

SDMMC1_SDDAT1

SDMMC1_SDDAT2
SDMMC1_SDDAT3
SDMMC1_SDWP
SDMMC1_SDCD

SDMMC1_SDCK

SDMMCO_SDWP
SDMMCO0_SDCMD
SDMMCO_SDDATO

SDMMCO_SDDAT2
SDMMCO_SDDAT3

SPI_IXS_FSYNC

SPI_IXS_SDI

SPI_IXS_SDO

PCC_DATAS
PCC_DATA6

PCC_DATA7

PCC_DATAO
PCC_DATA1
PCC_DATA2
PCC_DEN1

PCC_CLK

PCC_DEN2

ETH_MDC

ETH_REF_CLK/
ETH_TX_CLK

ETH_MDIO
ETH_MDC
ETH_MDIO

ETH_RXD2
ETH_RXD1
ETH_RXDO
ETH_RXER
ETH_RXDV
ETH_TXEN
ETH_TXDO
ETH_TXD1

ETH_TSUCOMP

ETH_MDIO
ETH_MDC

LUTO_IN2
LUTO_OUT

GCLK_I02

GCLK_I03
GCLK_I04
GCLK_IO5
GCLK_I06

GCLK_I07

AC_CMPO
LUT1_INO
LUT1_IN1

LUT1_IN2
LUT1_OUT

GCLK_I03
GCLK_l04
GCLK_I05
LUT2_INO
LUT2_IN1

PTC/Debug

PTC_DRV8
PTC_DRV9

PTC_DRV10

PTC_DRV11
PTC_DRV12
PTC_DRV13
PTC_DRV14

PTC_DRV15
PTC_DRV16
PTC_DRV17
PTC_DRV19
PTC_DRV20
PTC_DRV21
PTC_DRV22
PTC_DRV18

External Oscillator 1/0

OSCCTRL_XIN
OSCCTRL_XOUT
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Table 5-6. 64-Pin TQFP/VQFN Package Pinout (PIC32CK1025/2051 Devices) (continued)

=0

Priority Function
MUXEN

ADCN/ADC/AC
SERCOM

o
Q.
o
S
3
=
5
a
<
@
aQ
£
]
]
>
k3
£
=
S
@
@
9]
=
o

63 - PD10 EIC_EXTINT10 - SERCOM1_PAD2

64 - PD11 EIC_EXTINT11 - SERCOM1_PAD3

SERCOM Alt

TCC2_WO02

TCC Alt/PDEC

TCC2_WO5
TCC2_WO6

MUXEN=1

PMUX Values

SQI/CAN/USB/CM33 Trace

SQI_CLK
SQI_DATA1

SDMMCO_SDCK
SDMMCO_SDDAT1

SPI_IXS_SCK

LUT2_IN2
LUT2_0OUT

PTC/Debug

External Oscillator 1/0




Notes:
1. Pin column items displayed in BOLD are 5.5V tolerant pins.

2. PA02 and PAO3 are dedicated SWDIO and SWCLK pins. They are not recommended for GPIO use.
3. VDDA and AVDD are used interchangeably.

5.3. 100-Pin Packages

5.3.1. 100-Pin TQFP Package

Top View

PIC32CK1012GC01100
PIC32CK10125G01100

Top View

PIC32CK(1025/2051)GC01100
PIC32CK(1025/2051)SG01100

@ MICROCHIP

38
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Table 5-7. 100-Pin TQFP Package Pinout (PIC32CK1012 Devices)

W W N U A W N =

w N = ©o

17
18
19
20
21

22

23

24
25
26
27
28
29
30

Priority Function

»
7
a
£
<

i
>

£
=
S
51
3

«

[¢]

=

1~

RTC_OUT1
RTC_IN1
RTC_OUT2
RTC_OUT3

=0

MUXEN

PAOO
PAO1
PAQ2®
PA03®
RESET_N
VSS
VvDDIO
PA13
PA14
PA15
PA16
PA17
PAO4

PAOS

PAO6

PAO7

PAO8
PA18
VSs
VDDIO
PA19

PA09

PA10

PA11
PA12
PBOO
PBO1
PB11
PB12
AVSS

EIC_EXTINT14
EIC_EXTINT1
EIC_EXTINT2
EIC_EXTINT3

EIC_EXTINT13
EIC_EXTINT14
EIC_EXTINT15
EIC_EXTINTO
EIC_EXTINT1
EIC_EXTINT4

EIC_EXTINTS

EIC_EXTINT6

EIC_EXTINT?

EIC_EXTINT8
EIC_EXTINT2

EIC_EXTINT3

EIC_EXTINT9

EIC_EXTINT10

EIC_EXTINT11
EIC_EXTINT12
EIC_EXTINTO
EIC_EXTINT1
EIC_EXTINT11
EIC_EXTINT12

ADCN/ADC/AC

ADC_VINPO

ADC_VINMO/
ADC_VINP1

ADC_VINP2/
AC_AINO

ADC_VINM2/
ADC_VINP3/

AC_AIN1
ADC_VINP4
ADC_VINM4

ADC_VINP5/
AC_AINO

ADC_VINP6/
AC_AINT

ADC_VINP7

ADC_VINP8

ADC_VINP9
ADC_VREFPH
ADC_VINP10
ADC_VINP11

i

SERCOM

SERCOM Alt

TCC

SERCOMO_PAD2 SERCOM1_PADO TCC2_WOO

SERCOMO_PAD3

SERCOMS5_PADO
SERCOMS5_PAD1
SERCOMS5_PAD2
SERCOMS5_PAD3

SERCOM5_PADO
SERCOMS5_PAD1
SERCOMS5_PAD2
SERCOMS5_PAD3

SERCOM1_PAD1

SERCOMS5_PADO

SERCOMS5_PAD1

SERCOM5_PAD2

SERCOM5_PAD3

SERCOM4_PAD2

TCC2_WO3

TCC4_WO0
TCC4_WOT1
TCC5_WO0
TCC5_WOT1

TCC3_WO0

TCC3_WOT1

TCC3_WO2

TCC3_WO3

TCC3_WO4
TCC3_WO5

TCC3_WO7

TCC4_WO0
TCC4_WOT1
TCC5_WO0
TCC5_WOT1

TCC4_WOO0

" “

TCC Alt/PDEC

TCC3_WO6

TCC3_WO7

TCC3_WO00

TCC3_WO1

TCC3_WO02
TCC3_WO3
TCC3_WO0O4
TCC3_WO5
TCC3_WO6
TCC3_WO7

PMUX Values

MUXEN =1

SQI/CAN/USB/CM33 Trace

CPUO_SWO

CPUO_TRACEDATA3
CPUO_TRACEDATA2
CPUO_TRACEDATA1
CPUO_TRACECLK
CPUO_TRACEDATAO

5QI_CS2

CANO_TX

CANO_RX

SDMMC

SDMMC0_SDCD

SDMMC0_SDCD
SDMMCO_SDWP

SPI_IXS_FSYNC

SPI_IXS_SCK
SPI_IXS_SDI
SPI_IXS_SDO

PCC_DEN1

ETH_MDC
ETH_MDIO

CccL_out1
GCLK_IO1

GCLK_I00

CCL_IN9
CCL_IN10
CCL_IN1T1

CCL_OUT3
GCLK_I06
CCL_IN9

CCL_IN10

CCL_IN1T1

CCL_OUT3

GCLK_I00

GCLK_IO1

AC_CMPO
AC_CMP1
CCL_IN6
CCL_IN7

PTC/DEBUG

BSDAP_TDI
BSDAP_TDO
BSDAP_TMS_SWDIO
BSDAP_TCK_SWCLK

PTC_ECIO

PTC_ECI

PTC_DRVO

PTC_DRV1

PTC_DRV2
PTC_DRV3
PTC_DRV4
PTC_DRVS

XOSC I/0
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Table 5-7. 100-Pin TQFP Package Pinout (PIC32CK1012 Devices) (continued)

31

32

33
34
35
36
37
38
39
40
A
42
43
44
45
46
47
48
49
50

51

52
53
54
55
56
57
58
59
60
61
62
63

Priority Function

PORT MUXEN

.
@
Q
£
©

=
>

£
3
o
[

)

o

=4

1~

SUPC_OUTO RTC_OUTO
SUPC_OUT1 RTC_IN4
RTC_INO
- RTC_IN2
- RTC_IN3

- RTC_OUT4

=0

PB02

PBO3

AVDD
VvDDIO

PB04
PBO5
PB13
PBO6
PB14
PB15
VvDDIO
VSS
VDDREG
PB16
PB17
PBO7
PB08
PB09
PB10

PC00

PCO1
PCO2
PCO3
PCO4

VDDIO
Vss
PC14
PCO5
PCO6
PCO7

VDDREG
PCO9

EIC_EXTINT2

EIC_EXTINT3

EIC_EXTINT4
EIC_EXTINTS
EIC_EXTINT13
EIC_EXTINT6
EIC_EXTINT14
EIC_EXTINT15

EIC_EXTINTO
EIC_EXTINT1

EIC_EXTINT?
EIC_EXTINT8
EIC_EXTINT9
EIC_EXTINT10

EIC_EXTINTO

EIC_EXTINT1
EIC_EXTINT2
EIC_EXTINT3
EIC_EXTINT4

EIC_EXTINT14
EIC_EXTINTS
EIC_EXTINT6
EIC_EXTINT7

EIC_EXTINT9

ADCN/ADC/AC

AC_AIN2
AC_AIN3

SERCOM

SERCOM4_PADO
SERCOM4_PAD1
SERCOM4_PAD2
SERCOM4_PAD3

SERCOM3_PADO
SERCOM3_PAD!1
SERCOM3_PAD2
SERCOM3_PAD3
SERCOM4_PADO
SERCOM4_PAD!1

SERCOM4_PAD2

SERCOM4_PAD3
SERCOM3_PADO
SERCOM3_PAD1
SERCOM3_PAD2

SERCOM2_PAD3
SERCOM3_PAD3
SERCOM2_PADO
SERCOM2_PAD1

SERCOM2_PAD2

SERCOM Alt

SERCOM4_PADO
SERCOM4_PAD1

SERCOM4_PAD3

SERCOM4_PAD2
SERCOM4_PAD3
SERCOM4_PAD1
SERCOM4_PADO

SERCOM3_PAD3

SERCOM3_PAD2
SERCOM2_PAD3

SERCOM2_PAD2
SERCOM3_PAD1
SERCOM3_PADO

SERCOM3_PAD2

TCCO_WOO0
TCCO_WOT1
TCCO_WO2
TCCO_WO3
TCCO_WO4
TCCO_WO5

TCC Alt/PDEC

PDEC_QDIO
PDEC_QDI1
PDEC_QDI2
PDEC_QDI2

PDEC_QDIO
PDEC_QDI1
PDEC_QDI2
TCCO_WOO0

TCCO_WO1

TCCO_WO2
TCCO_WO3
TCCO_WO4
TCCO_WO5

TCC1_WOO0
TCC1_WO1
TCC1_W02

TCC1_WO3

PMUX Values

MUXEN =1

SQI/CAN/USB/CM33 Trace

CANO_TX
CANO_RX
CANO_TX
CANO_RX

USB_SOF_1KHZ
CANO_TX
CANO_RX

CANO_TX
CANO_RX

SDMMCO_SDCMD

SDMMCO_SDDATO

SDMMCO_SDDAT1

SDMMCO_SDDAT2
SDMMCO_SDDAT3
SDMMCO_SDWP
SDMMC0_SDCD

SDMMCO0_SDCK
SDMMCO_SDCMD
SDMMCO_SDDATO

PCC_DATA3
PCC_DATA4
PCC_DATAS
PCC_DATA6

PCC_DATA7

PCC_DATAO
PCC_DATA1
PCC_DATA2
PCC_DEN1

PCC_DEN2
PCC_CLK
PCC_DATA3
PCC_DATA4

ETH_MDC

ETH_TX_CLK/
ETH_REF_CLK

ETH_MDIO
ETH_MDC
ETH_MDIO

ETH_RXD3
ETH_RXD2
ETH_RXD1
ETH_RXDO

ETH_RXER

CCL_INO

CCLINT

CCL_IN8
CCL_OUT3

CCL_ouTo

CCL_INO

CCL_IN1

CCL_IN2
CCL_ouTOo

GCLK_I02

GCLK_I03
GCLK_104
GCLK_IO5
GCLK_I06

GCLK_I07
CCL_INS
CCL_OouT2

AC_CMPO

XOSC I/0

PTC/DEBUG

OSC32KCTRL_
: XIN32

OSC32KCTRL_
: XOUT32

PTC_DRV24 -
PTC_DRV25
PTC_DRV6 .
PTC_DRV7 -
PTC_DRV8
PTC_DRV9Y -

PTC_DRV10 -

PTC_DRV11 -
PTC_DRV12 .
PTC_DRV13

PTC_DRV14 -

PTC_DRV26 -
PTC_DRV15 .
PTC_DRV16 -
PTC_DRV17

PTC_DRV19 .
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Table 5-7. 100-Pin TQFP Package Pinout (PIC32CK1012 Devices) (continued)

H PMUX Values
ks o
° I MUXEN =1
2 g
> x
£ =)
=
a
o
g =
5 g 2
=% v = o
E < & 2 2 o <
[ o s < =) = 9] =3
> |~ o o = o) < 4 = ]
b= o < g o o = o s o
3 a P4 g o L < v o <
2 S ] &= I 2 a 2
g w
b a © = z o
O < = <
g 9
o
I
64 - - PC15 EIC_EXTINT15 - SERCOM2_PADO SERCOM3_PAD3 TCC1_WOO0 TCC1_WO4 - - PCC_DATA8 ETH_RX_CLK AC_CMP1 PTC_DRV27
65 - - PC16 EIC_EXTINTO - SERCOM2_PAD1 - TCC1_WO1 - - - - PCC_DATA9  ETH_TXER - PTC_DRV28
66 - - PC17 EIC_EXTINT1 - SERCOM2_PAD2 - TCC1_WO2 - - - - PCC_DATA10  ETH_CRS - PTC_DRV29
67 - - PC18 EIC_EXTINT2 - SERCOM2_PAD3 - TCC1_WO3 - - - - PCC_DATA11  ETH_COL - PTC_DRV30
68 - - PC10 EIC_EXTINT10 - SERCOMO_PADO SERCOM2_PAD1 TCC2_WO2 TCC1_WO5 - SDMMCO_SDCD - PCC_DATA5 ~ ETH_RXDV ~ CCL_IN3 PTC_DRV20
69 - - VDDIO - - - - - - - - - - - - -
70 - - VsS - - - - - - - - - - - - -
71 - - PC11 EIC_EXTINT11 - SERCOMO_PAD1 SERCOM2_PADO TCC2_ WO1 TCC1_WO6 - - - PCC_DATA6 ETH_TXEN CCL_IN4 PTC_DRV21
72 - - PC12 EIC_EXTINT12 - SERCOMO_PAD2 SERCOM2_PAD2 - TCC1_WO7 - - - - ETH_TXDO CCL_IN5 PTC_DRV22
73 - - PC13 EIC_EXTINT13 - SERCOMO_PAD3 SERCOM2_PAD3 - - - - - - ETH_TXD1 CCL_ouT1 PTC_DRV18
74 - - PC19 EIC_EXTINT3 - - - TCC1_WO0O4 - - - - PCC_DATA12 ETH_TXD2 - PTC_DRV31 -
75 - - PC20 EIC_EXTINT4 - - - TCC1_WO5 - - - - PCC_DATA13 ETH_TXD3 - PTC_DRV23 -
76 - - NC - - - - - - - - - - - - -
77 - - NC - - - - - - - - - - - - - -
78 - - NC - - - - - - - - - - - - - -
79 - - VSsS - - - - - - - - - - - - - -
80 - - VSS - - - - - - - - - - - - -
81 - - NC - - - - - - - - - - - - - -
82 - - NC - - - - - - - - - - - - - -
83 - - VDDREG_USB - - - - - - - - - - - - -
84 - - VSS - - - - - - - - - - - - - -
85 - - VDDIO - - - - - - - - - - - - - -
OSCCTRL_
86 - - PD00 EIC_EXTINTO - - - - - - - - - - - -
XIN
OSCCTRL_
87 - - PDO1 EIC_EXTINT1 - - - - - - - - - - - - XOUT
88 - - PD02 EIC_NMI - - - - - USB_SOF_1KHZ - - PCC_DEN2 ETH’J?)UCO CCL_IN2 - -
89 - - - - - - - - - USB_DM - - - - - -
90 - - - - - - - - - USB_DP - - - - - - -
91 - - PD12 EIC_EXTINT12 - SERCOMO_PAD3 - TCC2_WO1 TCC2_WO7 SQI_CS3 SDMMCO_SDCD - - - GCLK_I02 - -
92 - - PDO5 EIC_EXTINTS - SERCOMO_PAD2 - - TCC2_WO0 SQI_CS1 SDMMCO_SDWP - - - GCLK_I03 - -
93 - - PDO6 EIC_EXTINT6 - SERCOMO_PADO SERCOM1_PAD2 TCC2_WO4 TCC2_WO1 SQI_CSO SDMMCO_SDCMD  SPI_IXS_FSYNC - ETH_MDIO = GCLK_IO4 -
94 - - PDO7 EIC_EXTINT?7 - SERCOMO_PAD1 SERCOM1_PAD3 TCC2_WO5 TCC2_ WO2 SQI_DATAO SDMMCO_SDDATO  SPI_IXS_SDI - ETH_MDC GCLK_IO5 - -
95 - - VSsS - - - - - - - - - - - - - -
96 - - VDDIO - - - - - - - - - - - - -
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Table 5-7. 100-Pin TQFP Package Pinout (PIC32CK1012 Devices) (continued)

97
98
99
10

Priority Function

PORT MUXEN

.
@
Q
£
©

=
>

£
3
o
@

)

o

=4

1~

=0

PDO8
PD09
PD10

PD11

EIC_EXTINT8
EIC_EXTINT9
EIC_EXTINT10

EIC_EXTINT11

ADCN/ADC/AC

SERCOM

SERCOM1_PADO
SERCOM1_PAD1
SERCOM1_PAD2

SERCOM1_PAD3

SERCOM Alt

TCC Alt/PDEC

- TCC2_WO3
. TCC2_WO4
TCC2_WO5

TCC2_WO2 TCC2_WO6

PMUX Values

MUXEN =1

SQI/CAN/USB/CM33 Trace

SQI_DATA2
SQI_DATA3
SQI_CLK

SQI_DATA1

SDMMCO_SDDAT2
SDMMCO_SDDAT3
SDMMCO_SDCK

SDMMCO_SDDAT1

- - "~ i

SPI_IXS_SDO

SPI_IXS_SCK

CCL_IN6
CCL_IN7
CCL_IN8

CCL_OuUT2

PTC/DEBUG

XOSC I/0
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Table 5-8. 100-Pin TQFP Package Pinout (PIC32CK1025/2051 Devices)

19
20

21

Priority Function

g
=%
]
o
3
)
>
o
£
o
o
£
<
i
>
=
=
=
1
[}
0
[¢]
e
1

PAOO

PAO1

PAQ2 @

PAO3®

RESET_N
VSs
VDDIO

PA13

PA14

PA15

PA16

PA17

PAO4

PAOS

PAO6

PAQ7

PAO8

PA18

VSs
VDDIO

PA19

EIC_EXTINT1
4

EIC_EXTINT1

EIC_EXTINT1
3
EIC_EXTINT1
4

EIC_EXTINT1
5

EIC_EXTINTO
EIC_EXTINT1
EIC_EXTINT4

EIC_EXTINTS

EIC_EXTINT6
EIC_EXTINT7

EIC_EXTINT8

EIC_EXTINT2

EIC_EXTINT3

ADCN/ADC/AC

ADC_VINPO

ADC_VINMO/
ADC_VINP1

AC_AINO/
ADC_VINP2

AC_AIN1/
ADC_VINM2/
ADC_VINP3
ADC_VINP4

ADC_VINM4

SERCOM

SERCOM7_PA

SERCOMS5_PA
DO

SERCOMS5_PA
D1

SERCOMS5_PA
D2

SERCOMS5_PA
D3

SERCOM7_PA
D1

SERCOM7_PA
D2

SERCOM7_PA
D3

SERCOM6_PA
DO

SERCOM6_PA
D1

(o)
o
=

SERCOM Alt

SERCOM6_PA
DO

SERCOM6_PA
D1

SERCOMS5_PA
DO

SERCOM5_PA
D1

SERCOM5_PA
D2

SERCOMS5_PA
D3

SERCOM6_PA
DO

SERCOM6_PA
D2

EBI_DO

EBI_D1

EBI_D2

EBI_D3

EBI_D4

EBI_D5

EBI_D6

EBI_D7

EBI_D8

EBI_D9

TCC2_WO
0

TCC2_WO
3

TCC4_WO
0
TCC4_WO
1
TCC5_WO
0

TCC5_WO
1

TCC3_WO
0

TCC3_WO
1

TCC3_WO
2

TCC3_WO
3

TCC3_ WO
4

TCC3_WO
5

TCC3_WO
7

MUXEN=1

PMUX Values

TCC Alt/PDEC

SQI/CAN/USB/CM33 Trace

CPUO_SWO

CPUO_TRACE
DATA3

CPUO_TRACE
DATA2

CPUO_TRACE
DATA1

CPUO_TRACE
CLK

CPUO_TRACE
DATAO

GCLK_IO1

LUT3_INO

LUT3_IN1

LUT3_IN2

LUT3_OUT

GCLK_I06

LUT3_INO

LUT3_IN1

LUT3_IN2

LUT3_OUT

PTC/DEBUG

BSDAP_TD
|
BSDAP_TD
O

BSDAP_T
MS_SWDI
o

BSDAP_TC
K_SWCLK

PTC_ECIO

PTC_ECI1

External Oscillator 1/0
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Table 5-8. 100-Pin TQFP Package Pinout (PIC32CK1025/2051 Devices) (continued)

22

23

24

25

26

27

28

29

30

31

32

33
34
35

36

38

39

40

41

42
43
44

Priority Function

_ .

o
a
o
]
=
=
5
a
c
o
]
a
£
]
i
>
£
=
S
o
]
)
%]
=
1~

RTC_OUT1

RTC_IN1

RTC_OUT2

RTC_OUT3

RTC_OUTO

RTC_IN4

RTC_INO

RTC_IN2

RTC_IN3

=0

PAO9

PA10

PA11

PA12

PBOO

PBO1

PB11

PB12

AVSS

PBO2

PBO3

AVDD

VDDIO

PBO4

PBO5

PB13

PBO6

PB14

PB15

VDDIO
VSs
VDDREG

EIC_EXTINT9

EIC_EXTINT1
0

EIC_EXTINT1
1

EIC_EXTINT1
2

EIC_EXTINTO

EIC_EXTINT1

EIC_EXTINT1
1

EIC_EXTINT1
2

EIC_EXTINT2

EIC_EXTINT3

EIC_EXTINT4

EIC_EXTINTS

EIC_EXTINT1
3

EIC_EXTINT6

EIC_EXTINT1
4

EIC_EXTINT1
5

ADCN/ADC/AC

ADC_VINP5

ADC_VINP6

ADC_VINP7

ADC_VINP8

ADC_VINP9

ADC_VREFH

ADC_VINP10

ADC_VINP11

SERCOM

SERCOM6_PA

SERCOM6_PA
D3

SERCOMS5_PA
DO

SERCOMS5_PA
D1

SERCOMS5_PA
D2

SERCOMS5_PA
D3

SERCOM4_PA
DO

SERCOM4_PA
DO

SERCOM4_PA
D1

SERCOM4_PA
D2

SERCOM4_PA
D3

SERCOM Alt

SERCOM6_PA

SERCOM7_PA
D1

SERCOM7_PA
DO

SERCOM7_PA
D2

SERCOM7_PA
D3

SERCOM7_PA
D1

EBI_NWAIT

EBI_D10

EBI_D11

EBI_D12

EBI_D13

EBI_D14

EBI_D15

EBI_NRD

TCC4_WO
0

TCC4_WO
1

TCC5_WO
0

TCC5_WO
1

TCC4_WO
0

TCCO_WO
0

TCCO_WO
1

TCCO_WO
2

TCCO_WO
3

TCCO_WO
4

TCCO_WO
5

MUXEN=1
PMUX Values

TCC Alt/PDEC

TCC3_WO
0
TCC3_WO
1
TCC3_WO

2

TCC3_WO
3

TCC3_WO
4

TCC3_ WO
5

TCC3_WO
6

TCC3_WO
7

PDEC_QDI
0

PDEC_QDI
p

PDEC_QDI
2

SQI/CAN/USB/CM33 Trace

SQI_CS2

CAN1T_TX

CANT_RX

SDMMCO0_SDC
D

SDMMCO_SDC
D

SDMMCO_SDW
P

SPI_IXS_FSY

SPI_IXS_SCK

SPI_IXS_SDI

SPI_IXS_SDO

- - GCLK_I00
PCC_DEN1 - GCLK_IO1
- ETH_MDC AC_CMPO
- ETH_MDIO AC_CMP1

External Oscillator 1/0

PTC/DEBUG

PTC_DRVO -
PTC_DRV1 -
PTC_DRV2 -
PTC_DRV3 -
PTC_DRV4 -
PTC_DRV5 -

OSC32KCTRL_

XIN32
OSC32KCTRL_
- XOUT32
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Table 5-8. 100-Pin TQFP Package Pinout (PIC32CK1025/2051 Devices) (continued)

45

46

47

48

49

50

51

52

53

54

55

56
57

58

59

60

61

62

63

64

65

Priority Function

o
Qo
o
o
2
=
5
=N
c
P
I
Q.
£
<
=
>
£
=
=
S
L
@
9]
=
@

RTC_OUT4

=0

MUXEN!

PB16

PB17

PBO7

PBO8

PB09

PB10

PCO0

PCO1

PC02

PCO3

PCO4

VDDIO
VSs

PC14

PCO5

PCO6

PCO7

VDDREG

PC09

PC15

PC16

EIC_EXTINTO
EIC_EXTINT1
EIC_EXTINT7
EIC_EXTINT8

EIC_EXTINT9

EIC_EXTINT1
0

EIC_EXTINTO
EIC_EXTINT1
EIC_EXTINT2
EIC_EXTINT3
EIC_EXTINT4

EIC_EXTINT1
4

EIC_EXTINTS
EIC_EXTINT6

EIC_EXTINT7

EIC_EXTINT9

EIC_EXTINT1
5

EIC_EXTINTO

ADCN/ADC/AC

AC_AIN2

AC_AIN3

SERCOM

SERCOM3_PA
DO

SERCOM3_PA
D1

SERCOM3_PA
D2

SERCOM3_PA
D3

SERCOM4_PA
DO

SERCOM4_PA
D1

SERCOM4_PA
D2

SERCOM4_PA
D3

SERCOM3_PA
DO

SERCOM3_PA
D1

SERCOM3_PA
D2

SERCOM2_PA
D2

SERCOM3_PA
D3
SERCOM2_PA
DO

SERCOM2_PA
D1

SERCOM2_PA
D2

SERCOM2_PA
DO

SERCOM2_PA
D1

SERCOM Alt

SERCOM4_PA
D2

SERCOM4_PA
D3

SERCOM4_PA
D1

SERCOM4_PA
DO

SERCOM3_PA
D1

SERCOM3_PA
DO

SERCOM3_PA
D2

SERCOM3_PA
D3

EBI_NBS1_NWR1

EBI_NBSO_AO

EBI_A15

EBI_A14

EBI_A13

EBI_A12

EBI_A11

EBI_A10

EBI_A9

EBI_A8

EBI_A7

EBI_A6

EBI_A5

TCC6_WO
0
TCC6_WO
1
TCC7_WO

0

TCC7_WO
1

TCC6_WO
0
TCC6_WO
1
TCC7_WO
0
TCC7_WO

1

TCC1_WO
0

TCC1_WO
1

MUXEN=1
PMUX Values

TCC Alt/PDEC

PDEC_QDI
0
PDEC_QDI
1
PDEC_QDI
2
TCCO_WO
0
TCCO_WO
1
TCCO_WO
2
TCCO_WO
3

TCCO_WO
4

TCCO_WO
5

TCC1_WO
0
TCC1_WO
1

TCC1_WO
2

TCC1_WO
3

TCC1_WO
4

SQI/CAN/USB/CM33 Trace

CANO_TX

CANO_RX

CANO_TX

CANO_RX

USB_SOF_1K
HZ

CANO_TX

CANO_RX

CAN1_TX

CAN1_RX

SDMMC1_SDC
MD

SDMMC1_SDD
ATO

SDMMC1_SDD
AT1

SDMMC1_SDD
AT2

SDMMC1_SDD
AT3

SDMMC1_SDW
P

SDMMC1_SDC
D

SDMMC1_SDC
K

PCC_DATA
3

PCC_DATA
4

PCC_DATA
5

PCC_DATA
6

PCC_DATA
7
PCC_DATA
0

PCC_DATA
1

PCC_DATA
2

PCC_DEN1

PCC_DEN2

PCC_CLK

PCC_DATA
8

PCC_DATA
9

ETH_MDC

ETH_REF_CLK/
ETH_TX_CLK

ETH_MDIO

ETH_MDC

ETH_MDIO

ETH_RXD3

ETH_RXD2

ETH_RXD1

ETH_RXDO

ETH_RXER

ETH_RX_CLK

ETH_TXER

LUTO_INO

LUTO_IN1

LUTO_IN2

LUTO_OUT

GCLK_I02

GCLK_I03

GCLK_I04

GCLK_IO5

GCLK_IO6

GCLK_I07

AC_CMPO

AC_CMP1

PTC/DEBUG

PTC_DRV2
4

PTC_DRV2
5

PTC_DRV6
PTC_DRV7
PTC_DRV8

PTC_DRV9

PTC_DRV1
0

PTC_DRV1
1

PTC_DRV1
2
PTC_DRV1
3

PTC_DRV1
4

PTC_DRV2
6

PTC_DRV1
5
PTC_DRV1
6

PTC_DRV1
7

PTC_DRV1
9
PTC_DRV2
7

PTC_DRV2
8

External Oscillator 1/0
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Table 5-8. 100-Pin TQFP Package Pinout (PIC32CK1025/2051 Devices) (continued)

MUXEN=1

0

PMUX Values

“ " “ " “ - “

B I
|
a jm

Priority Function

_ .
ADCN/ADC/AC
SERCOM
SERCOM Alt
TCC Alt/PDEC
SQI/CAN/USB/CM33 Trace

External Oscil

PTC/DEBUG

o)
Q.
o
o
S
z
=]
Q.
£
<
[
Q.
€
T
8
>
z
=
=1
]
QU
3
o
[-4

6 ] I _ SERCOM2_PA _ £BLA4 TCCI_WO ] _ ) _ PCC_DATA ETH_CRS _ PTC_DRV2 ]
D2 2 10 9
. ] pC1s | EIC_EXTINT2 _ SERCOM2_PA ) tBLAS TCC1_WO ) _ ) _ PCC_DATA ETH.coL _ PTC_DRV3 )
D3 3 1 0
o ] pro | EICEXTINTI 7 SERCOMO_PA SERCOM2_PA 7 7 TCC1_WO 7 7 7 7 ETH_RXOV Lrino | PTCDRV2 ]
0 DO D1 5 0
69 - VDDIO - : : ; . ] . . . : } . . . .
70 - vss - - - - - - - - - - - - - - -
- ] pc1y | EICEXTINTI _ SERCOMO_PA SERCOM2_PA ) ) TCC1_WO ) ) ) ) - Lrng | PTCORV )
1 D1 Do 6 1
7 7 pcrp | EICEXTINTT 7 SERCOMO_PA SERCOM2_PA 7 7 TCCtWo ) 7 7 ETH.TXDO wrina | PTEDRV2 ]
. 7 b | EICEXTINTI 7 SERCOMO_PA SERCOM2_PA ] ] ) 7 ] 7 ] ETH.TXD!1 L1 oyt PTCDRVE ]
3 D3 D3 8
74 - PC19 | EIC_EXTINT3 - - - EBI_A2 ch14,wo - - - - PCCEEATA ETH_TXD2 - PTC]D RV3 -
7 ] pc20 | ElC EXTINTA _ ] _ EBILNBS2_NWR2 TCC1_WO ) ) ) _ PCC_DATA ETH Y03 _ PTC_DRV2 )
A1 3 13 3
76 - USBOPN : : : ; . . . . . . ) . . . .
77 - USBOPP - : : : . . . . . ) ) : . . .
78 : USBOID : ; : ; . . . . . . ) )
79 : VUSB3V3 : : : } . . . . ) : ; . . . .
80 - USBVSSA - : : ; . ] . . . : } . . . .
81 - VBUS - : : : : : ] . . ] . . ) ) )
82 : USRBIAS : : : ; . ] . . . . ) ) } : ;
VDDREG_
83 - i - - - - - - - - - - - - - - -
84 - vss - - - - - - - - - - - - - - -
85 : VDDIO : ; : . . . . ) . . ) .
OSCCTRL_
86 - PDO0  EIC_EXTINTO : : ; . . ; . . . . . . :
XIN
OSCCTRL_
87 - PDOT  EIC_EXTINTI : : ; . ; ; ; . . . : . : o
88 - PD02 EIC_NMI - - - EBI_A19 - : USB_ESFJK i - PCC_DEN2 ETH_TSUCOMP - - -
89 - - - - - - - - - USB_DM . - - - - - -
90 - - - - - - - - - USB_DP - - - - - - -
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Table 5-8. 100-Pin TQFP Package Pinout (PIC32CK1025/2051 Devices) (continued)

91

92

93

94

95
96

97

98

929

100

Priority Function

_ .

o
Qo
o
o
2
=
5
=N
c
P
I
[N
£
<
=
>
£
=
=
S
L
@
9]
=
@

=0

PD12

PDO5

PDO6

PDO7

VDDIO

PDO8

PD09

PD10

PD11

EIC_EXTINT1
2

EIC_EXTINTS
EIC_EXTINT6

EIC_EXTINT7

EIC_EXTINT8

EIC_EXTINT9

EIC_EXTINT1
0

EIC_EXTINT1
1

ADCN/ADC/AC

SERCOM

SERCOMO_PA
SERCOMO_PA
D2

SERCOMO_PA
DO

SERCOMO_PA
D1

SERCOM1_PA

SERCOM1_PA
D1
SERCOM1_PA

SERCOM1_PA
D3

SERCOM Alt

EBI_NCSO

EBI_NWE_NWRO

EBI_A18

EBI_A17

EBI_A16

EBI_NCS1

EBI_NWAIT

TCC2_WO
1

TCC2_WO
4

TCC2_WO
5

TCC2_WO
2

MUXEN=1
PMUX Values

TCC Alt/PDEC

TCC2_WO
7

TCC2_WO
0

TCC2_WO
1

TCC2_WO
2

TCC2_WO
3
TCC2_WO
4
TCC2_WO
5

TCC2_WO
6

SQI/CAN/USB/CM33 Trace

SQI_CS3

SQI_Cs1

SQI_CS0

SQI_DATAO

SQI_DATA2

SQI_DATA3

SQI_CLK

SQI_DATA1

SDMMC0_SDC
D
SDMMCO_SDW
P

SDMMCO_SDC
MD

SDMMCO_SDD
ATO

SDMMCO0_SDD
AT2

SDMMCO_SDD
AT3

SDMMCO_SDC
K

SDMMCO0_SDD
AT1

SPI_IXS_FSY
NC

SPI_IXS_SDI

SPI_IXS_SDO

SPI_IXS_SCK

ETH_MDIO

ETH_MDC

GCLK_I02

GCLK_I03

GCLK_I04

GCLK_IO5

LUT2_INO

LUT2_IN1

LUT2_IN2

LUT2_OUT

PTC/DEBUG

External Oscillator I1/0




Notes:
1. Pin column items displayed in BOLD are 5.5V tolerant pins.

2. PA02 and PAO3 are dedicated SWDIO and SWCLK pins. They are not recommended for GPIO use.
3. VDDA and AVDD are used interchangeably.

5.4. 144-Pin Packages

5.4.1. 144-Pin TQFP Package

Top View

PIC32CK(1025/2051)GC01144
PIC32CK(1025/2051)SG01144

@ MICROCHIP

48
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Table 5-9. 144-Pin TQFP Package Pinout

18
19

20

21

22

Priority Function

)
=%
]
o
a
=
>
o
£
o
o
£
<
i
>
=
=
=
o1
@
«
[¢]
=
1

=0

MUXEN:

PAOO

PAO1

PA02 @

PAQ3®

RESET_N
VSS
VDDIO

PA20

PA21

PA22

PA23

PA13

PA14

PA15

PA16

PA17

PA24

VSS
VDDIO

PA25

PA26

PA19

EIC_EXTINT14

EIC_EXTINT1

EIC_EXTINT4

EIC_EXTINTS

EIC_EXTINT6

EIC_EXTINT7

EIC_EXTINT13

EIC_EXTINT14

EIC_EXTINT15

EIC_EXTINTO

EIC_EXTINT1

EIC_EXTINT8

EIC_EXTINT9

EIC_EXTINT10

EIC_EXTINT3

ADCN/ADC/AC

SERCOM

SERCOM7_PA

SERCOM7_PA
D1

SERCOM7_PA
DO

SERCOM7_PA
D2

SERCOM7_PA
D3

SERCOMS5_PA
DO

SERCOMS5_PA
D1

SERCOMS5_PA
D2

SERCOMS5_PA
D3

SERCOMS5_PA
DO

SERCOMS5_PA
D1

SERCOMS5_PA
D2

SERCOMS5_PA
D3

SERCOM Alt

SERCOM6_PA
Do

SERCOM6_PA

SERCOM6_PA
D2

EBI_DO

EBI_D1

EBI_D2

EBI_D3

EBI_D4

TCC2_WO0

TCC2_WO3

TCC4_WO0

TCC4_WO1

TCC5_WO0

TCC5_WO1

TCC4_WO0

TCC4_WO1

TCC5_WO0

TCC5_WO1

TCC3_WO7

MUXEN=1

PMUX Values

TCC Alt/PDEC

PDEC_QDIO

PDEC_QDI1

PDEC_QDI2

SQI/CAN/USB/CM33 Trace

CPUO_SWO

CPUO_TRACE
DATA3

CPUO_TRACE
DATA2

CPUO_TRACE
DATA1

CPUO_TRACEC
LK

CPUO_TRACE
DATAO

PCC_CLK

PCC_DATAO

PCC_DATA1

PCC_DATA2

PCC_DATA3

PCC_DATA4

PCC_DATAS

PCC_DATA6

GCLK_IO1

GCLK_I02

GCLK_I03

GCLK_I04

GCLK_IO5

LUT3_INO

LUT3_IN1

LUT3_IN2

LUT3_OUT

GCLK_I06

GCLK_I07

PTC/DEBUG

BSDAP_TDI

BSDAP_TD
o
BSDAP_TM
S_SWDIO

BSDAP_TCK
_SWCLK

PTC_ECI

ator 1/0
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Table 5-9. 144-Pin TQFP Package Pinout (continued)

23

24

25

26

27

28

29

30
31

32

33

34

35

36

37

38

39

40

M

42

Priority Function

_ i

<z
a
o
o
=
=
5
a
c
o
]
a
£
©
fid
>
£
=
S
5]
@
@
(%]
=
1~

RTC_OUT1

RTC_IN1
RTC_OUT2

RTC_OUT3

RTC_OUTS

RTC_INS

=0

PAO4

PAOS

PAO6

PAO7

PAOS

PA18

PA28

VDDIO

PA19

PA09

PA10

PA11

PA12

PBOO

PBO1

PB11

PB12

PB18

PB19

EIC_EXTINT4

EIC_EXTINTS

EIC_EXTINT6

EIC_EXTINT7

EIC_EXTINT8

EIC_EXTINT2

EIC_EXTINT12

EIC_EXTINT3

EIC_EXTINT9

EIC_EXTINT10

EIC_EXTINT11

EIC_EXTINT12

EIC_EXTINTO

EIC_EXTINT1
EIC_EXTINT11

EIC_EXTINT12

EIC_EXTINT2

EIC_EXTINT3

ADCN/ADC/AC

ADC_VINPO

ADC_VINMO/
ADC_VINP1

AC_AINO/
ADC_VINP2

AC_AIN1/
ADC_VINM2/

ADC_VINP3

ADC_VINP4

ADC_VINM4

ADC_VINP5

ADC_VINP6

ADC_VINP7

ADC_VINP8

ADC_VINP9

ADC_VREFH
ADC_VINP10

ADC_VINP11

SERCOM

SERCOM7_PA
D1

SERCOM7_PA
D2

SERCOM7_PA
SERCOM6_PA

SERCOM6_PA
D1

SERCOM6_PA
SERCOM6_PA
D3

SERCOMS5_PA
DO

SERCOMS5_PA
D1

SERCOMS5_PA
D2

SERCOMS5_PA
D3

SERCOM4_PA
SERCOM4_PA
D1

SERCOM4_PA
D2

SERCOM Alt

SERCOMS5_PA
DO

SERCOMS5_PA
D1

SERCOMS5_PA

SERCOMS5_PA
D3

SERCOM6_PA
DO

SERCOM6_PA
D1

SERCOM6_PA

SERCOM6_PA

SERCOM7_PA
D1

SERCOM7_PA
DO

SERCOM7_PA
D2

SERCOM7_PA
D3

SERCOM7_PA
D1

SERCOM7_PA

SERCOM7_PA
D2

EBI_D5

EBI_D6

EBI_D7

EBI_D8

EBI_D9

EBI_NWAIT

EBI_D10

EBI_D11

TCC3_WO0

TCC3_WO1

TCC3_WO2

TCC3_WO03

TCC3_WO0O4

TCC3_WO5

TCC3_WO6

TCC3_WO7

TCC4_WOO0

TCC4_WO1

TCC5_WO0

TCC5_WO1

TCC4_WOO0

TCC4_WO1

TCC5_WO0

MUXEN=1

PMUX Values

TCC Alt/PDEC

TCC3_WO0

TCC3_WOT1

TCC3_WO02

TCC3_WO03

TCC3_WO4

TCC3_WO5
TCC3_WO06

TCC3_WO7

SQI/CAN/USB/CM33 Trace

i i SPILIXS_FSYN
C
SDMMCO_
SQI_CS2 SDCD
. - SPI_IXS_SCK
SDMMCO_
- <DCD SPI_IXS_SDI
SDMMCO_
CANT_TX SoWp SPILIXS_SDO

CANT_RX - .

PCC_DATA7

PCC_DEN1

PCC_DATA8

PCC_DATA9

ETH_MDC

ETH_MDIO

LUT3_INO

LUT3_IN1

LUT3_IN2

LUT3_OUT

GCLK_IO0

GCLK_IO1

AC_CMPO

AC_CMP1

PTC/DEBUG

PTC_ECIO

PTC_ECI

PTC_DRVO

PTC_DRV1

PTC_DRV2

PTC_DRV3

PTC_DRV4

PTC_DRV5

External Oscillator 1/0
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Table 5-9. 144-Pin TQFP Package Pinout (continued)

43

44

45

46

47
48
49

50

52

53

54
55
56
57
58

66
67

Priority Function

_ i

<z
a
o
o
=
=
5
a
£
o
]
a
£
©
fid
>
2
<
S
5]
@
@
=
1~

RTC_OUTO

RTC_IN4

RTC_INO

RTC_IN2
RTC_IN3

RTC_OUT6

RTC_IN6

RTC_OUT7

RTC_IN7

RTC_OUT4

=0

PB20

AVSS

PB02

PBO3

AVDD
VDDIO

PB04

PBO5

PB13

PBO6

PB14
PB15
VDDIO
VSS
VDDREG

PB21

PB22

PB23

PB24

PB25

PB26

PB16

VDDIO
VSS

EIC_EXTINT4

EIC_EXTINT2

EIC_EXTINT3

EIC_EXTINT4

EIC_EXTINTS

EIC_EXTINT13

EIC_EXTINT6

EIC_EXTINT14
EIC_EXTINT15

EIC_EXTINT5

EIC_EXTINT6

EIC_EXTINT7

EIC_EXTINT8
EIC_EXTINT9

EIC_EXTINT10

EIC_EXTINTO

ADCN/ADC/AC

SERCOM

SERCOM4_PA

SERCOM4_PA
DO

SERCOM4_PA
D1

SERCOM4_PA

SERCOM4_PA

SERCOM3_PA
SERCOM3_PA
SERCOM3_PA

D2

SERCOM3_PA
D3

SERCOM3_PA
DO

SERCOM Alt

SERCOM7_PA

EBI_D12

EBI_D13

EBI_D14

EBI_D15
EBI_NRD

EBI_A22

EBI_A21

EBI_A20

EBI_A19

EBI_A18

MUXEN=1

PMUX Values

TCC Alt/PDEC

TCC5_WOT1

TCCO_WOO0 PDEC_QDIO

TCCO_WO1 PDEC_QDI1

TCCO_WO2 PDEC_QDI2

TCCO_WO3

TCCO_WO4
TCCO_WO5 -

TCCO_WO6 -

TCCO_WO7 -

TCC6_WOO0

TCC6_WO1 -
TCC7_WOO0 -

TCC7_WO1

TCC6_WOO0

SQI/CAN/USB/CM33 Trace

CANO_TX

CANO_RX

CAN1T_TX

CAN1_RX

CANO_TX

PCC_DATA1
0

LUTO_INO

LUTO_INT

LUTO_IN2

LUTO_OUT

PTC/DEBUG

PTC_DRV24

External Oscillator 1/0

OSC32KCTRL_
XIN32

OSC32KCTRL_
X0ouT32
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Table 5-9. 144-Pin TQFP Package Pinout (continued)

68

69

70

7

72

73

74

75

76

77

78
79

80

81

82

83

84

85

86

87

Priority Function

<z
a
o
o
=
=
5
a
c
o
]
a
£
©
fid
>
£
=
S
5]
@
@
(%]
=
1~

=0

MUXEN

PB17

PBO7

PBO8

PB09

PB10

PC00

PCO1

PC02

PCO3

PCO4

VDDIO
VSS

PC21

pPC22

PC14

PC23

PCO5

PCO6

PCO7

PC24

EIC_EXTINT1

EIC_EXTINT7

EIC_EXTINT8

EIC_EXTINT9

EIC_EXTINT10

EIC_EXTINTO

EIC_EXTINT1

EIC_EXTINT2

EIC_EXTINT3

EIC_EXTINT4

EIC_EXTINTS5

EIC_EXTINT6

EIC_EXTINT14

EIC_EXTINT7

EIC_EXTINTS

EIC_EXTINT6

EIC_EXTINT7

EIC_EXTINT8

ADCN/ADC/AC

AC_AIN2

AC_AIN3

SERCOM

SERCOM3_PA

SERCOM3_PA
D2

SERCOM3_PA
D3
SERCOM4_PA
DO

SERCOM4_PA
D1

SERCOM4_PA
D2

SERCOM4_PA
D3

SERCOM3_PA
DO

SERCOM3_PA
D1

SERCOM3_PA
D2

SERCOM2_PA
DO

SERCOM2_PA
D1

SERCOM2_PA
D2

SERCOM2_PA
D3

SERCOM3_PA
D3

SERCOM2_PA
DO

SERCOM2_PA
D1

SERCOM Alt

SERCOM4_PA
D2

SERCOM4_PA
D3

SERCOM4_PA
D1

SERCOM4_PA
DO

SERCOM3_PA
D1

SERCOM3_PA
DO

EBI_NBST_
NWRT

EBI_NBSO_A

0

EBI_A15

EBI_A14

EBI_A13

EBI_AT2

EBI_AT1

EBI_A10

EBI_A9

EBI_NWAIT

EBI_A8

EBI_NCS1

EBI_A7

EBI_NWE_
NWRO

TCC6_WOT1

TCC7_WOO0

TCC7_WO1

TCC6_WO0

TCC6_WO1

TCC7_WO0

TCC7_WO1

MUXEN=1

PMUX Values

TCC Alt/PDEC

PDEC_QDIO

PDEC_QDIM

PDEC_QDI2

TCCO_WO0

TCCO_WO1

TCCO_WO2

TCCO_WO3

TCCO_WO4

TCCO_WOS5

TCCO_WO6

TCCO_WO7

TCC1_WO0

TCC1_WO1

TCC1_WO2

SQI/CAN/USB/CM33 Trace

CANO_RX

CANO_TX

CANO_RX

USB_SOF_1KH
4

CANO_TX

CANO_RX

CANT_TX

CAN1_RX

SDMMC1_
SDCMD

SDMMC1_
SDDATO

SDMMC1_
SDDAT1

SDMMC1_
SDDAT2

SDMMC1_
SDDAT3

SDMMC1_
SDWP

SDMMC1_
SDCD

SDMMC1_
SDCK

PCC_DATA3
PCC_DATA4
PCC_DATAS
PCC_DATA6
PCC_DATA7
PCC_DATAO
PCC_DATA1
PCC_DATA2

PCC_DEN1

PCC_DATA1
2

PCC_DATA1
3

PCC_DEN2

PCC_CLK

ETH_MDC

ETH_REF_CLK/
ETH_TX_CLK

ETH_MDIO

ETH_MDC

ETH_MDIO

ETH_MDIO

ETH_RXD3

ETH_RXD2

ETH_RXD1

ETH_RXDO

LUTO_INO

LUTO_IN1

LUTO_IN2

LUTO_OUT

GCLK_102

GCLK_I03

GCLK_l04

GCLK_IO5

GCLK_I06

AC_CMPO

AC_CMP1

GCLK_I07

LUT1_INO

PTC/DEBUG

PTC_DRV25

PTC_DRV6

PTC_DRV7

PTC_DRV8

PTC_DRV9

PTC_DRV10

PTC_DRV11

PTC_DRV12

PTC_DRV13

PTC_DRV14

PTC_DRV26

PTC_DRV15

PTC_DRV16

PTC_DRV17

External Oscillator 1/0
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Table 5-9. 144-Pin TQFP Package Pinout (continued)

88
89
920
91

92

93

94

95

96
97

98

929

100

101

102
103

104

105

106

107

108

109
110
m
112

Priority Function

_ i

<z
a
o
o
=
=
5
a
£
o
]
a
£
©
fid
>
2
<
S
5]
@
@
=
1~

=0

PC25
VDDREG
VvDDIO
VSS

PC26

PC27

PC09

PC15

PC28
PC29

PC16

PC17

PC18

PC10

VvDDIO
VSS

PC11

PC12

PC13

PC19

PC20

USBOPN

USBOPP

USBOID
VUSB3V3

EIC_EXTINT9

EIC_EXTINT10
EIC_EXTINT11

EIC_EXTINT9

EIC_EXTINT15

EIC_EXTINT12
EIC_EXTINT13

EIC_EXTINTO

EIC_EXTINT1

EIC_EXTINT2

EIC_EXTINT10

EIC_EXTINT11

EIC_EXTINT12

EIC_EXTINT13

EIC_EXTINT3

EIC_EXTINT4

ADCN/ADC/AC

SERCOM

SERCOM2_PA
D3

SERCOM2_PA

SERCOM2_PA

SERCOM2_PA
D1

SERCOM2_PA
D2

SERCOM2_PA
D3

SERCOMO_PA

SERCOMO_PA
D1

SERCOMO_PA
D2

SERCOMO_PA
D3

SERCOM Alt

EBI_NCSO
EBI_A17
- EBIA16
SERCOM3_PA i
SERCOM3PA g ¢
EBI_A23
- EBI_NCS2
- EBIAS
EBI_A4
EBI_A3
SERCOM2_PA i
SERCOM2_PA i
DO
SERCOM2_PA i
D2
SERCOM2_PA i
D3
EBI_A2
EBI_NBS2_
NWR2_A1

TCC Alt/PDEC

- TCC1_WO3

TCC1_WO0  TCC1_WO4

TCC1_WO6
TCC1_WO7 -

TCC1_WO1 .

TCC1_WO2

TCC1_WO3

- TCC1_WO5

- TCC1_WO6

- TCC1_WO7

TCC1_WO4

TCC1_WO5

MUXEN=1
PMUX Values

SQI/CAN/USB/CM33 Trace

PCC_DATA8

PCC_DATA9

PCC_DATA1
0

PCC_DATA1
1

PCC_DATA1
2

PCC_DATA1
3

ETH_RXER

ETH_RX_CLK

ETH_TXER

ETH_CRS

ETH_COL

ETH_RXDV

ETH_TXEN

ETH_TXDO

ETH_TXD1

ETH_TXD2

ETH_TXD3

LUT1_INT

LUT1_IN2

LUT1_OUT

AC_CMPO

AC_CMP1

LUT1_INO

LUTT_IN1

LUT1_IN2

LUT1_OUT

PTC/DEBUG

PTC_DRV19

PTC_DRV27

PTC_DRV28

PTC_DRV29

PTC_DRV30

PTC_DRV20

PTC_DRV21

PTC_DRV22

PTC_DRV18

PTC_DRV31

PTC_DRV23

External Oscillator 1/0
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Table 5-9. 144-Pin TQFP Package Pinout (continued)

113
114
115

116

17
118

119

120

121

122
123

124

125

126

127

128
129

130

131

132

133

134

135

136

Priority Function

_ i

<z
a
o
o
=
=
5
a
£
o
]
a
£
©
fid
>
2
<
S
5]
@
@
=
1~

=0

USBVSSA
VBUS
USRBIAS

VDDREG_U
SB

VSS
VDDIO

PDOO

PDO1

PD02

PD13

PD14

PD15

PD16

VSS
VDDIO

PD17

PD18

PD19

PD20

PD21

PD12

PDO5

EIC_EXTINTO

EIC_EXTINT1

EIC_NMI

EIC_EXTINT13

EIC_EXTINT14

EIC_EXTINT15

EIC_EXTINTO

EIC_EXTINT1

EIC_EXTINT2

EIC_EXTINT3

EIC_EXTINT4
EIC_EXTINTS

EIC_EXTINT12

EIC_EXTINTS

ADCN/ADC/AC

SERCOM

SERCOM1_PA
DO

SERCOM1_PA
D1

SERCOM1_PA
D2

SERCOM1_PA
D3

SERCOMO_PA

SERCOMO_PA
D1

SERCOMO_PA
D2

SERCOMO_PA
D3

SERCOMO_PA
D3

SERCOMO_PA
D2

SERCOM Alt

EBI_A19

EBI_NCS3

EBI_NCSO

EBI_NWE_
NWRO

TCC2_WO6

TCC2_WO7

TCC2_WO1

TCC Alt/PDEC

TCC2_WO7

TCC2_WO0

MUXEN=1
PMUX Values

SQI/CAN/USB/CM33 Trace

USB_SOF_1KH
4

USB_DM
USB_DP

CANO_TX

CANO_RX

CANT_TX
CAN1_RX

SQI_CS3

SQI_CS1

SDMMCO_
SDCD

SDMMCO_
SDwp

SPI_IXS_FSYN
C

SPI_IXS_SCK

SPI_IXS_SDI

SPI_IXS_SDO

PCC_DEN2

PCC_DEN1

PCC_DEN2

ETH_TSUCOMP

ETH_TSUCOMP

LUT2_INO

LUT2_IN1

LUT2_IN2

LUT2_OUT

GCLK_I02

GCLK_I03

PTC/DEBUG

External Oscillator 1/0

OSCCTRL_
XIN

OSCCTRL_
Xout
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Table 5-9. 144-Pin TQFP Package Pinout (continued)

137

138

139
140

141

142

143

144

Priority Function

_ i

z
o
o
o
=
=
5
a
c
o
]
a
£
©
fid
>
£
=
S
5]
@
@
(%]
=
1~

=0

PD06

PD09

PD10

PD11

EIC_EXTINT6

EIC_EXTINT7

EIC_EXTINT8

EIC_EXTINT9

EIC_EXTINT10

EIC_EXTINT11

ADCN/ADC/AC

SERCOM

SERCOMO_PA
DO

SERCOMO_PA
D1

SERCOM1_PA
DO

SERCOM1_PA
D1

SERCOM1_PA
D2

SERCOM1_PA
D3

SERCOM Alt

EBI_A18 TCC2_WO4

EBI_A17 TCC2_WO5

EBI_AT6 -

EBI_NCS1 -

EBI_NWAIT =~ TCC2_WO2

TCC Alt/PDEC

TCC2_WO1

TCC2_WO2

TCC2_WO03

TCC2_WO4

TCC2_WO5

TCC2_WO6

MUXEN=1
PMUX Values

SQI/CAN/USB/CM33 Trace

SQI_CSO

SQI_DATAO

SQI_DATA2

SQI_DATA3

SQI_CLK

SQI_DATA1

SDMMCO_
SDCMD

SDMMCO_
SDDATO

SDMMCO_
SDDAT2

SDMMCO_
SDDAT3

SDMMCO_
SDCK

SDMMCO_
SDDAT1

=]
X
A

External Oscillator 1/0

SPI_IXS_FSYN
C

SPI_IXS_SDI

SPI_IXS_SDO

SPI_IXS_SCK

ETH_MDIO

ETH_MDC

GCLK_104

GCLK_IO5

LUT2_INO

LUT2_IN1

LUT2_IN2

LUT2_OUT

PTC/DEBUG




Notes:
1. Pin column items displayed in BOLD are 5.5V tolerant pins.

2. PA02 and PAO3 are dedicated SWDIO and SWCLK pins. They are not recommended for GPIO use.
3. VDDA and AVDD are used interchangeably.

5.4.2. 144-Pin TFBGA Package

Top View

PIC32CK(1025/2051)GC01144
PIC32CK(1025/2051)SG01144

@ MICROCHIP

56
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Table 5-10. 144-pin TFBGA Thin Fine Pitch Ball Grid Array

Al

A2

A3

Ad

A5

A6

A7

A8

A9

A10

A1

A12
B1
B2

B3

B4

B5

B6

B7

B8

B9

Priority Function

@
Q
£
]
©
>
k3
£
3
S
L
a
9]
=
o

VSS

PC13

PC12

PC11

PC18

PC17

PC28

PC15

pPC27

PC26

PC24

VSS
USBOPN
VUSB3V3

PC19

PC20

PC10

PC16

PC29

PC09

PCO5

EIC_
EXTINT13

EIC_
EXTINT12

EIC_
EXTINT11

EIC_
EXTINT2

EIC_
EXTINT1

EIC_
EXTINT12

EIC_
EXTINT15

EIC_
EXTINT11

EIC_
EXTINT10

EIC_
EXTINT8

EIC_
EXTINT3

EIC_
EXTINT4

EIC_
EXTINT10

EIC_
EXTINTO

EIC_
EXTINT13

EIC_
EXTINT9

EIC_
EXTINTS

ADCn/ADC/AC

SERCOM

SERCOMO_PAD3

SERCOMO_PAD2

SERCOMO_PAD1

SERCOM2_PAD3

SERCOM2_PAD2

SERCOM2_PADO

SERCOM2_PAD3

SERCOMO_PADO

SERCOM2_PAD1

SERCOM2_PAD2

SERCOM3_PAD3

SERCOM Alt

SERCOM2_PAD3

SERCOM2_PAD2

SERCOM2_PADO

SERCOM3_PAD3

SERCOM2_PAD1

SERCOM3_PAD2

EBI_A3_

EBI_A4_

EBI_A23_

EBI_A6_

EBI_A16_

EBI_A17_

EBI_NWE_
NWRO

EBI_A2_

EBI_NBS2_
NWR2_A1_

EBI_AS_

EBI_NCS2

EBI_A7_

TCC1_WO03

TCC1_WO02

TCC1_WO6

TCC1_WO0

TCC1_WO04

TCC1_WO5

TCC1_WO1

TCC1_WO7

PMUX Values

MUXEN=1

TCC Alt/PDEC

TCC1_WO7

TCC1_WO6

TCC1_WO4

TCC1_WO5

TCC1_WO3

TCC1_WO0

SQI/CAN/USB/CM33 Trace

SDMMC

SDMMC1_
SDCK

PCC_DATA11

PCC_DATA10

PCC_DATA8

PCC_DATA12

PCC_DATA13

PCC_DATA9

PCC_CLK

ETH_TXD1

ETH_TXDO

ETH_TXEN

ETH_COL

ETH_CRS

ETH_RX_CLK

ETH_TXD2

ETH_TXD3

ETH_RXDV

ETH_TXER

ETH_RXER

ETH_RXD2

CCL_OouUT1

CCL_INS

CCL_IN4

AC_CMP1

CCL_ouT1

CCL_IN5

CCL_IN3

CCL_IN3

AC_CMPO

GCLK_I07

PTC/DEBUG

PTC_DRV18

PTC_DRV22

PTC_DRV21

PTC_DRV30

PTC_DRV29

PTC_DRV27

PTC_DRV31

PTC_DRV23

PTC_DRV20

PTC_DRV28

PTC_DRV19

PTC_DRV15

XOSC 1/0
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Table 5-10. 144-pin TFBGA Thin Fine Pitch Ball Grid Array (continued)

B10

B11

B12

cl
c2

a3

Cc4

5

6

c7

c8

c9

c10

cn

12

D1
D2

D3

D4
D5
D6

D7

.
v
a
£
T
=
>
k3
3
o
L
a
o
=
3

RTC_IN7

RTC_IN6

RTC_OUT4

=0

MUXEN

PC25

PC04

PCO3

USBOPP
USBID

PD14

PC14

PC23

PC21

PC22

PB24

PB22

PB16

PCO1

PCO2

VBUS
USBRBIAS

PDO02

USBVSSA
VDDIO
VDDIO

PCO7

EIC_
EXTINT9

EIC_
EXTINT4

EIC_
EXTINT3

EIC_
EXTINT14

EIC_
EXTINT14

EIC_
EXTINT7

EIC_
EXTINTS

EIC_
EXTINT6

EIC_
EXTINT8

EIC_
EXTINT6

EIC_
EXTINTO

EIC_
EXTINT1

EIC_
EXTINT2

EIC_NMI

EIC_
EXTINT7

ADCn/ADC/AC

AC_AIN3

SERCOM

SERCOM3_PAD2

SERCOM3_PAD1

SERCOM1_PAD1

SERCOM2_PAD2

SERCOM2_PAD3

SERCOM2_PADO

SERCOM2_PAD1

SERCOM3_PAD3

SERCOM3_PAD1

SERCOM3_PADO

SERCOM4_PAD3

SERCOM3_PADO

SERCOM2_PAD1

SERCOM Alt

SERCOM3_PADO

EBI_NCSO

EBI_A9_

EBI_A10_

EBI_A8_

EBI_NCS1

EBI_NWAIT

EBI_A19_

EBI_A21_

EBI_A12_

EBI_AT1_

EBI_A19_

TCC7_WO1

TCC7_WO0

TCC2_WO7

TCC6_WO1

TCCO_WO7

TCC6_WOO0

TCC6_WOO0

TCC6_WO1

PMUX Values

MUXEN=1

TCC Alt/PDEC
SQI/CAN/USB/CM33 Trace

TCCO_WO5 -

TCCO_WO4  CANO_RX

TCCO_WO6 -

TCCO_WO7 -

- CANT_RX

- CANO_RX

CANO_TX

USB_SOF_

TCCOWO2 ¢z

TCCO_WO3  CANO_TX

USB_SOF_

: 1KHZ

TCC1_WO02 CAN1_RX

SDMMC1_
SDCD

SDMMC1_
SDWP

SDMMC1_
SDDAT2

SDMMC1_
SDDAT3

- PCC_DEN1

- PCC_DATA2

SPI_IXS_SCK -

- PCC_DEN2

- PCC_DATA12

- PCC_DATA13

- PCC_DATAO

- PCC_DATA1

- PCC_DEN2

ETH_MDIO

ETH_MDC

ETH_RXD3

ETH_MDIO

ETH_MDIO

ETH_TSUCOMP

ETH_RXDO

CCL_IN4

GCLK_I06

GCLK_IO5

AC_CMPO

AC_CMP1

CCLIN2

CCL_INO

GCLK_IO3

GCLK_I04

PTC/DEBUG

PTC_DRV14

PTC_DRV13

PTC_DRV26

PTC_DRV24

PTC_DRV11

PTC_DRV12

PTC_DRV17

XOSC I/0
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Table 5-10. 144-pin TFBGA Thin Fine Pitch Ball Grid Array (continued)

D8

D9

D10

D11

D12

E1

E2

E3

E4
E5
E6
E7
E8
E9

E10

EN

E12

F1

F2

F3

F4
F5
F6
F7

.
v
a
£
T
=
>
k3
3
o
L
a
o
=
3

RTC_OUT7

RTC_OUT6

=0

MUXEN

PCO6

VDDIO

PB23

PCO0

PB10

PDOO

PD16

PD13

VDDREG_USB
VSS
VSS
VDDREG
VSS
VDDIO

PB21

PB08

PB09

PDO1

PD17

PD15

VDDIO
VSS
AVSS
VSS

EIC_
EXTINT6

EIC_
EXTINT7

EIC_
EXTINTO

EIC_
EXTINT10

EIC_
EXTINTO

EIC_
EXTINTO

EIC_
EXTINT13

EIC_
EXTINTS

EIC_
EXTINT8

EIC_
EXTINT9

EIC_
EXTINT1

EIC_
EXTINT
1

EIC_
EXTINT15

ADCn/ADC/AC

AC_AIN2

SERCOM

SERCOM2_PADO

SERCOM3_PAD2

SERCOM4_PAD2

SERCOM4_PAD1

SERCOM1_PAD3

SERCOM1_PADO

SERCOM3_PADO

SERCOM3_PAD3

SERCOM4_PADO

SERCOMO_PADO

SERCOM1_PAD2

SERCOM Alt

SERCOM3_PAD1

SERCOM4_PADO

SERCOM4_PAD3

SERCOM4_PAD1

EBI_A20_

EBI_LA13_

EBI_A14_

EBI_A22_

EBI_NBSO,
A0

EBI_A15_

EBI_NCS3

TCC6_WOO0

TCC2_WO06

TCCO_WO6

TCC7_WO1

PMUX Values

MUXEN=1

TCC Alt/PDEC
SQI/CAN/USB/CM33 Trace

TCC1WOT | CAN1_TX -
- CANT_TX -
SDMMCT_
TCCO_WO1 SDDAT1
SDMMCT_
TCCO_WO0 SDDATO
- CANO_TX -

PDEC_QDI1 CANO_TX -

PDEC_QDI2  CANO_|

RX -

SPI_IXS_SDI

SPI_IXS_FSYNC

SPI_IXS_SDO

PCC_

PCC_

_DATA7

_DATA6

DATA4

DATAS

ETH_RXD1

ETH_TX_CLK/
ETH_REF_CLK

ETH_MDC

ETH_TSUCOMP

CCL_IN1

GCLK_I02

CCL_ouTo

CCL_IN1

CCL_IN2

CCL_IN6

PTC/DEBUG

PTC_DRV16

PTC_DRV10

PTC_DRV9

PTC_DRV7

PTC_DRV8

XOSC I/0

OSCCTRL_
XIN

OSCCTRL_
XouT



dIHJ0d2IW @

09

Table 5-10. 144-pin TFBGA Thin Fine Pitch Ball Grid Array (continued)

F8
F9

F10

F11

F12

G1

G2

G3

G4
G5
G6
G7

G9

G10

G111

G12

H1

H2

H3

H4
H5
H6
H7

H8

SUPC_OUTO

SUPC_OUT1

RTC_IN3

RTC_OUTO

RTC_IN2

RTC_IN4

RTC_OUT5

=0

-4
]
x
=)
=
=
o
o

VDDIO
VDDREG

PB15

PB17

PBO7

PD19

PD18

VDDIO
VSS

VDDIO

PBO5

PB14

PB13

PB25

PB26

PD20

PDO8

VDDIO
VSS
VDDIO
AVDD

PB18

EIC_
EXTINT15

EIC_
EXTINT1

EIC_
EXTINT7

EIC_
EXTINT3

EIC_
EXTINT2

EIC_
EXTINTS

EIC_
EXTINT14

EIC_
EXTINT13

EIC_
EXTINT9

EIC_
EXTINT10

EIC_
EXTINT4

EIC_
EXTINT8

EIC_
EXTINT2

[}
<
<
|9
a
<
g
o
a
<

SERCOM

SERCOM3_PAD1

SERCOM3_PAD2

SERCOMO_PAD2

SERCOMO_PAD1

SERCOM4_PAD1

SERCOM4_PAD2

SERCOMO_PAD3

SERCOM1_PADO

SERCOM4_PAD1

SERCOM Alt

SERCOM4_PAD2

SERCOM7_PADO

EBI_NRD

EBI_NBS1_
NWR1

EBI_D12_

EBI_D15_

EBI_D13_

EBI_A18_

EBI_A16_

TCCO_WO5

TCC6_WO1

TCC7_WO0

TCCO_WO1

TCCO_WO4

TCCO_WO02

TCC7_WO0

TCC7_WO1

TCC4_WO1

PMUX Values

MUXEN=1

TCC Alt/PDEC

- CANO_RX
PDEC_QDIO -

- USB_DM

- CANO_RX

- CANO_TX
PDEC_QDI1 -
PDEC_QDI2 -

- USB_DP

- CAN1_TX
TCC2_WO3  SQI_DATA2

SDMMC1_
SDCMD :

MMCO_
SDDAT2 | SPLIXS.SDO

PCC_DATA3

PCC_DEN1

PCC_DATA11

PCC_DEN2

PCC_DATA8

CCL_INO

CCL_IN8

CCL_IN7

CCL_ouTo

CCL_OouT2

CCL_IN6

PTC/DEBUG

PTC_DRV25

PTC_DRV6

XOSC I/0
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Table 5-10. 144-pin TFBGA Thin Fine Pitch Ball Grid Array (continued)

PMUX Values

0

MUXEN=1

z
o}
x
=)
=

o
g =
5 2
8 o = S
E 2 = ] a o =
[ S s < =) = =)
> =1 9] = s I i
5 N =4 O < @ <
2 I @ & g 2 e
n a © = P4 a
%) < S
& s
I3
&
EIC_
Ho - RTC_INO PBO6 EXTINT6 - SERCOM4_PAD3 - EBLD14_  TCCO_WO3 - - - - - - - - -
" EIC_
o - RTC_INS PB19 EXTINT3 - SERCOM4_PAD2 ~ SERCOM7_PAD2 - TCC5_WO0 - - - - PCC_DATA9 - - -
" oo be. OSCBLZKCTR
1 EXTINT3 XOUT32
H1 EIC_
5 - - PBO4 EXTINTA - SERCOM4_PADO - - TCCOWOO ~ PDEC_QDIO - - - - - - -
EIC_
i - - PD21 EXTINTS - - - - - - CANT_RX - - - - - -
EIC_ SDMMCO_
12 - - PD12 EXTINT12 - SERCOMO_PAD3 - EBLNCSO = TCC2WO1 TCC2.WO7  SQLCS3 <DCD - - - GCLK_102 - -
EIC_ SDMMCO_
3 - - PD11 EXTINT11 - SERCOM1_PAD3 - EBLNWAIT = TCC2WO2 ~TCC2_WO6 = SQI_DATAT “cppats - - - CCL_ouT2 - -
EIC_ SDMMCO_
Ja - - PD09Y EXTINTO - SERCOM1_PAD1 - EBINCS1 - TCC2.WO4  SQILDATA3  “sppats - - - CCL_IN7 - -
EIC_ SDMMCO_
J5 - - PD10 EXTINT10 - SERCOM1_PAD2 - - - TCC2.WO5  SQLCLK SDCK SPI_IXS_SCK - - CCL_IN8 - -
EIC_ CPUO_
J6 - - PA16 EXTINTO - SERCOMS5_PAD3 - EBI.D3.  TCC5_WO1 - TRACECLK - - - - CCL_OUT3 - -
17 - - VDDIO - - - - - - - - - - - - - - -
I - - VDDIO - - - - - - - - - - - - - - -
9 RTC_OUT2 PBI1 B,y | ADCVIN EBID10, TCC3_WO6
J - - EXTINT11 P10 - - _D10_ - & - - - - - - -
10 RTC_OUT3 PB12 Pi1s APSVIN GERCOMA_PADD  SERCOM7_PAD1  EBIDTT. | TCCAWOO  TCC3 WO7
J - = EXTINTI2 P11 - g D11 s 8 - - - - - - -
p - n OSCBLZKCTR
EXTINT2 XIN32
EIC_
n2 - - PB20 EXTINT4 - SERCOM4_PAD3  SERCOM7_PAD3 - TCC5_WOT - - - - PCC_DATA10 - - - -
EIC_ EBILNWE_ SDMMCO_
K1 - - PDOS EXTINTS - SERCOMO_PAD2 - NWRO - TCC2.WO0  SQICS1 SDWP - - - GCLK_I03 - -
EIC_ SDMMCO_  SPIIXS_
K2 - - PD06 EXTINTG - SERCOMO_PADO - EBLAT8.  TCC2WO4 TCC2WOT — SQLCSO | spemp FSTNG - ETH.MDIO  GCLK_I04 - -
. BSDAP_TMS
K3 - - PA02® = - - SERCOM6_PAD2 - - - - - - - - - - -
EXTINT2 SWbio
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Table 5-10. 144-pin TFBGA Thin Fine Pitch Ball Grid Array (continued)

K4

K5

Ké

K7

K8

K9

K10

K11

K12

L1

L2

L3

L4

L5

L6

L7

L8

L9

L10

.
v
a
£
T
=
>
k3
3
o
L
a
o
=
3

RTC_IN1

RTC_OUT1

=0

MUXEN

PA03®

PA20

PA15

PAO4

PA08

PBO1

PB0O

PA12

PA11

PDO7

PA0O

PAO1

RESET_N

PA13

PA24

PA26

PA27

PA28

PA19

EIC_
EXTINT3

EIC_
EXTINT4

EIC_
EXTINT15

EIC_
EXTINT4

EIC_
EXTINT8

EIC_
EXTINT1

EIC_
EXTINTO

EIC_
EXTINT12

EIC_
EXTINT11

EIC_
EXTINT7

EIC_
EXTINT14

EIC_
EXTINT1

EIC_
EXTINT13

EIC_
EXTINT8

EIC_
EXTINT10

EIC_
EXTINT11

EIC_
EXTINT12

EIC_
EXTINT3

ADCn/ADC/AC

ADC_VIN
PO

ADC_VIN
P4
ADC_VRE
FPO

ADC_VIN
P9

ADC_VIN

ADC_VIN
P7

SERCOM

SERCOM7_PAD1

SERCOMS5_PAD2

SERCOM7_PAD1

SERCOM6_PAD1

SERCOMS5_PAD3

SERCOMS5_PAD2

SERCOMS5_PAD1

SERCOMS5_PADO

SERCOMO_PAD1

SERCOM7_PADO

SERCOMS5_PADO

SERCOMS5_PADO

SERCOMS5_PAD2

SERCOMS5_PAD3

SERCOM Alt

SERCOM6_PAD3

SERCOMS5_PAD3

SERCOM7_PAD3

SERCOM7_PAD2

SERCOM7_PADO

SERCOM7_PAD1

SERCOM6_PADO

SERCOM6_PAD1

SERCOM6_PAD1

SERCOM6_PAD2

EBI_D2_

EBI_D5_

EBI_D9_

EBI_LA17_

EBI_DO_

TCC4_WO0

TCC5_WO0

TCC3_WO0

TCC3_WO04

TCC5_WO1

TCC5_WO0

TCC4_WO1

TCC4_WO0

TCC2_WO5

TCC2_WO0

TCC2_WO03

TCC4_WO0

TCC3_ W06

TCC3_WO7

PMUX Values

MUXEN=1

TCC Alt/PDEC

PDEC_QDIO

TCC3_WO5

TCC3_WO4

TCC3_WO3

TCC3_WO02

TCC2_WO2

SQI/CAN/USB/CM33 Trace

CPUO_
TRACEDAT
Al

CAN1_RX

CANT_TX

SQI_DATAO

CPUO_SWO

CPUO_
TRACEDAT
A3

SDMMCO_
SDwp

SDMMCO_
SDCD

SDMMCO_
SDDATO

SPI_IXS_SDO

SPI_IXS_SDI

SPI_IXS_SCK

SPI_IXS_SDI

PCC_CLK

PCC_DATA3

PCC_DATAS

PCC_DATA6

PCC_DATA7

ETH_MDIO

ETH_MDC

ETH_MDC

GCLK_I00

CCLINT1

CCL_IN9

AC_CMP1

AC_CMPO

GCLK_IO5

GCLK_IO1

CCL_IN9

GCLK_I07

PTC/DEBUG

BSDAP_TCK_
SWCLK

PTC_DRV5

PTC_DRV4

PTC_DRV3

PTC_DRV2

BSDAP_TDI

BSDAP_TDO

PTC_ECI

XOSC I/0
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Table 5-10. 144-pin TFBGA Thin Fine Pitch Ball Grid Array (continued)

L1

L12

M1

M2

M3

M4

M5

M6

M7

M8

M9

.
v
aQ
£
T
=
>
E3
3
o
L
a
o
E
3

=0

MUXEN

PA10

PA21

PA22

PA23

PA14

PA17

PA25

PAO5

PA06

PA07

PA18

VSS

EIC_
EXTINT10

EIC_
EXTINT9

EIC_
EXTINTS

EIC_
EXTINT6

EIC_
EXTINT7

EIC_
EXTINT14

EIC_
EXTINT1

EIC_
EXTINT9

EIC_
EXTINTS

EIC_
EXTINT6

EIC_
EXTINT7

EIC_
EXTINT2

ADCn/ADC/AC

ADC_VIN
P6

ADC_VIN
P5

ADC_VIN
Mo/
ADC_VIN
P1

ADC_VIN
P2/
AC_AINO

ADC_VIN
M2/
ADC_VIN
P3/

AC_AIN1

ADC_VIN
M4

SERCOM

SERCOM6_PAD3

SERCOM6_PAD2

SERCOM7_PADO

SERCOM7_PAD2

SERCOM7_PAD3

SERCOMS5_PAD1

SERCOMS5_PAD1

SERCOM7_PAD2

SERCOM7_PAD3

SERCOM6_PADO

SERCOM Alt

SERCOM6_PAD3

SERCOMS5_PADO

SERCOMS5_PAD1

SERCOMS5_PAD2

SERCOM6_PADO

EBI_NWAIT

EBI_D1_

EBI_D4_

EBI_D6_

EBI_D7_

EBI_DS_

TCC4_WO1

TCC5_WO0

TCC5_WO1

TCC4_WO1

TCC3_WO1

TCC3_W02

TCC3_ W03

TCC3_WO5

PMUX Values

MUXEN=1

TCC Alt/PDEC
SQI/CAN/USB/CM33 Trace

TCC3_WO1 SQI_Cs2

TCC3_WO0 -

PDEC_QDI1 -

PDEC_QDI2 -

CPUO_
- TRACEDAT
A2

CPUO_
TRACEDAT
A0

SDMMCO_
SDCD

SPI_IXS_FSYNC

PCC_DENT1

PCC_DATAO

PCC_DATA1

PCC_DATA2

PCC_DATA4

GCLK_IO1

GCLK_I00

GCLK_I03

GCLK_I04

GCLK_IO5

CCL_INTO

GCLK_I06

CCL_INT0

CCL_IN11

CCL_ouT3

PTC/DEBUG

PTC_DRV1

PTC_DRVO

PTC_ECIO

XOSC I/0




Notes:
1. Pin column items displayed in BOLD are 5.5V tolerant pins.

2. PA02 and PAO3 are dedicated SWDIO and SWCLK pins. They are not recommended for GPIO use.
3. VDDA and AVDD are used interchangeably.
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Signal Description
The following tables provide details on signal names classified by peripherals.

Note: IOSET Configurations - The PIC32CK device family has multiple peripheral instances, mapped
to different I/0 locations. Each peripheral I/0 location is called IOSET and for a given peripheral,
signals from different IOSET cannot be mixed.

For a given peripheral with two pads, PADO and PAD1:

+ Valid: PADO and PAD1 in the same IOSETn

« Invalid: PADO in IOSETx and PAD1 in IOSETy

Notes:

1. Bolded pins are only available on PIC32CK1012 variant devices.

2. 64 TQFP package is identical to 64 VQFN package for signal description.

Table 6-1. Analog Comparator (AC) Signals

PIN NUMBER
PIN NAME PIN TYPE| FUNCTION TYPE DESCRIPTION

AC_AINO 8/10 10713 15/22 Analog

ACAINT  9/11 11714 16/23 26 M10 [ Analog Comparator 0 and 1 external
AC_AIN2 33 41 60 85 D8 [ Analog analog inputs
AC_AIN3 34 42 61 86 D7 | Analog

AC_CMPO 12 15/44 24/63  35/80/94 B8/C6/K12 O Analog Comparator 0 Output
AC_CMP1 13 16 25/64  36/81/95 A8/C7/K11 O Analog Comparator 1 Output

Table 6-2. Analog-to-Digital Controller (ADC) Signals

PIN NUMBER
PIN NAME PIN TYPE| FUNCTION TYPE DESCRIPTION
N R A R R 144TFBGA

ADC_VINMO Analog

ADC_VINM2 9 11 16 26 M10 I Analog

ADC_VINM4 - - 18 28 M11 | Analog

ADC_VINPO - 8 13 23 K7 | Analog

ADC_VINP1 - 9 14 24 M8 I Analog

ADC_VINP2 8 10 15 25 M9 | Analog

ADC_VINP3 9 11 16 26 M10 | Analog

ADC_VINP4 - 12 17 27 K8 I Analog i
ADC_VINP5 10 13 22 33 L12 | Analog ADC module analog inputs
ADC_VINP6 11 14 23 34 L11 | Analog

ADC_VINP7 12 15 24 35 K12 I Analog

ADC_VINPS8 13 16 25 36 K11 | Analog

ADC_VINP9 14 17 26 37 K10 | Analog

ADC_VINP10 - - 28 39 ]9 I Analog

ADC_VINP11 - - 29 40 J10 | Analog

ADC_VREFPO 15 18 27 38 K9 | Analog
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Table 6-3. Controller Area Network (CAN) Signals

PIN NUMBER
PIN NAME IOSET| PIN TYPE| FUNCTION TYPE DESCRIPTION
1

CANO_RX E12

CANO_RX = 29/34 36/42 54/61 76 B12 2

CANO_RX - - 46 68 F11 3 ST CANO_FD Receive
CANO_RX 15 18 27 60 9 4

CANO_RX - - - 132 G2 5

CANO_TX - 30 48 70 E11 1

CANO_TX  28/33 35/41 53/60 75 c12 2

CANO_TX - - 45 65 c10 3 O CMOS CANO_FD Transmit
CANO_TX 14 17 26 59 E10 4

CANO_TX - - - 131 G3 5

CAN1_RX - - - 38 K9 1

CAN1_RX - 42 61 86 D7 2 )
CANT_RX ) ) ) 6 s 3 ST CAN1_FD Receive
CAN1T_RX - - - 134 N 4

CAN1_TX - 17 26 37 K10 1

CAN1_TX - 41 60 85 D8 2

CANT_TX ) ) ) 61 D10 3 (0] CMOS CAN1_FD Transmit
CAN1_TX - - - 133 H2 4

Table 6-4. Configurable Custom Logic (CCL) Signals

PIN NUMBER
PIN NAME IOSET| PIN TYPE| FUNCTION TYPE DESCRIPTION
NI R R A TFBGA

17 20/29 31/47 F12

LUTO_INO Digital Input  Lookup Table 0, Input 0
- - - 60 c9 2
18 21/30 32/48 70 E11 1

LUTO_IN1 Digital Input  Lookup Table 0, Input 1
- - - 61 D10 2
42 31/53 49/88 71 E12 1

LUTO_IN2 Digital Input  Lookup Table O, Input 2
- - - 62 c8 2
36 45 68 101 B5 1

LUT1_INO Digital Input  Lookup Table 1, Input 0
- - - 87 A11 2
37 46 71 104 Ad 1

LUT1_IN1 Digital Input  Lookup Table 1, Input 1
- - - 88 B10 2
33 41/47 60/72 105 A3 1

LUT1_IN2 Digital Input  Lookup Table 1, Input 2
- - - 92 A10 2
14 17/61 26/97 141 H3 1

LUT2_INO Digital Input  Lookup Table 2, Input 0
- - - 130 F2 2
15 18/62 27/98 142 14 1

LUT2_IN1 Digital Input  Lookup Table 2, Input 1
- - - 131 G3 2
20 23/63 36/99 143 J5 1

LUT2_IN2 Digital Input  Lookup Table 2, Input 2
- - - 132 G2 2
- 8 13 23 K7 1 .

LUT3_INO Digital Input  Lookup Table 3, Input 0
- - 8 12 L5 2
- 9 14 24 M8 1 -

LUT3_IN1 Digital Input  Lookup Table 3, Input 1
- - 9 13 M5 2
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Table 6-4. Configurable Custom Logic (CCL) Signals (continued)

PIN NUMBER
PIN NAME IOSET| PIN TYPE| FUNCTION TYPE DESCRIPTION
48 VQFN] 64 TQRP] 100 TQRP] 144 TQFP[ 144 TFBGA

8

LUT3_IN2 Digital Input  Lookup Table 3, Input 2
10 14 K6 2
1/22 1/25/32  1/39/50 72 D12 1

LUTO_OUT O Digital Output = Lookup Table 0 Output
- - - 63 G11 2
- 48 73 106 A2 1

LUT1_OUT (0] Digital Output = Lookup Table 1 Output
- - - 93 A9 2
34 42/64  61/100 144 3 1

LUT2_OUT O Digital Output = Lookup Table 2 Output
- - - 133 H2 2
9/21 11/24 16/37 26 M10 1

LUT3_OUT 1 15 6 5 O Digital Output = Lookup Table 3 Output

Table 6-5. DEBUG — SW-2 wire, JTAG, Trace, and Programming/Debugging Signals

PIN NAME PIN NUMBER pinTypg| TUNCTION DESCRIPTION
48 VQFN| 64 TQFP| 100 TQFP| 144 TQFP| 144 TFBGA TYPE

Debug/Scan JTAG Data

™ Input
TDO 2 2 2 2 L3 0 CMOS Debug/Scan JTAG Data Out

TMS 3 3 3 3 K3 | ST Debug/Scan JTAG Mode
Select

TCK 4 4 4 4 K4 | ST Debug/Scan JTAG Clock

SWO 2 2 2 2 L3 o CMOS Debug Serial Wire Output

Data

SWDIO 3 3 3 3 K3 /0 ST/CMOS Debug Serial Wire Data
In/Out

SWCLK 4 4 4 4 K4 | ST Debug Serial Wire Input
Clock

TRACECLK - - n 15 J6 | ST Debug Trace Clock

TRACE_DATAO - - 12 16 M6 Debug Instruction Trace
Data 0

TRACE_DATA1 - - 10 14 K6 Debug In;tartuac?on Trace
170 ST/CMOS b :

TRACE_DATA2 - - 9 13 M5 Debug Instruction Trace
Data 2

TRACE_DATA3 - - 8 12 LS Debug Instruction Trace
Data 3

RESET 5 5 5 5 L4 ST MCU Reset input (Active
Low)
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Table 6-6. External Bus Interface (EBI) Signals

PIN NAME
100 TQFP

EBI_A2
EBI_A3
EBI_A4
EBI_AS
EBI_A6
EBI_A7
EBI_A8
EBI_A9
EBI_A10
EBIAT1
EBI_A12
EBI_A13
EBI_A14
EBI_A15
EBI_A16
EBI_A17
EBI_A18
EBI_A19
EBI_A20
EBI_A21
EBI_A22
EBI_A23
EBI_DO
EBI_D1
EBI_D2
EBI_D3
EBI_D4
EBI_D5
EBI_D6
EBI_D7
EBI_D8
EBI_D9
EBI_D10
EBI_D11
EBI_D12
EBI_D13
EBI_D14
EBI_D15
EBI_NBSO_AO

EBI_NBS1_NWR1

EBI_NBS2_NWR2_A1
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67
66
65
64
59
58
55
54
53
52
51
50
49
97
94
93
88

11
12
13
14
15
16
17
28
29
37
38
39
40
48

47

75

PIN NUMBER

pINTYPE| TUNCTION DESCRIPTION
144 TQFP | 144 TFBGA TYPE

107
100
99
98
95
84
82
77
76
75
74
73
72
71
93/141
92/138
63/137
62/121
61
60
59
9%
12
13
14
15
16
23
24
25
26
27
39
40
51
52
53
54
70

69

108

A5
A6
B6
A8
B9
c4
B11
B12
12

c11 .
0 CMOS EBI Address _A[23.1} (External BUS
D11 interface)

D12
E12
A9/H3
A10/L1
G11/K2
C8/D3
D10
9
E10
A7
L5
M5
K6
16
M6
K7
M8

M9 .
/0 CMOS EBI Data Bus.[D15.0] (External BUS
M10 interface)

K8

J9

110

G8

G10

H9

G9

E11 6] CMOS EBI Address AO or Byte Select 0

EBI Byte Select1 or Byte Write1 (Active
Low)

EBI Byte Select2 or Byte Write2 (Active
Low) or Address A1

F12 0] CMOS

B4 0] CMOS
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Table 6-6. External Bus Interface (EBI) Signals (continued)

PIN NAME PIN NUMBER pinType| FUNCTION DESCRIPTION
100 TQFP| 144 TQFP | 144 TFBGA TYPE
91

EBI_NCSO 88/135 B10/)2 EBI Chip Select O (Active Low)
EBI_NCS1 98 83/142 C5/)4 o CMOS EBI Chip Select 1 (Active Low)
EBI_NCS2 - 97 B7 EBI Chip Select 2 (Active Low)
EBI_NCS3 - 126 F3 EBI Chip Select 3 (Active Low)
EBI_NRD 41 55 F10 O CMOS EBI Read (Active Low)
EBI_NWAIT 23/100 34/81/144 L11/C7/)3 ) CMOS EBI WAIT output (Active Low)
EBI_NWE_NWRO 92 87/136 A11/K1 O CMOS EBI Write Enb or WriteO (Active Low)

Table 6-7. External Interrupt Controller (EIC) Signals

PIN NUMBER
PIN NAME PIN | FUNCTION | e cpipion
48VQFN | 64TQFP | 100 TQFP 144 TQFP | 144 TFBGA | TYPE TYPE

B6/C10/D11

11/26/45/  15/37/65/73/
EICEXTINTO  14/26/40  17/33/51  oeden oenlioni> /E1/ | ST EXterga.' '”tf”“pt
E2/)6/K10 Inpu
A6/C11/F1/F
2/12/27/ 2/16/68/74/ External Interrupt
EIC_EXTINT1 2/15/27/41 2/18/34/52 2/ | ST :
46/52/66/87  99/120/130 . =L 1input
A5/C12/G3/
3/18/31/  3/28/41/45/
EICEXTINT2  3/17/28  3/20/35 fgid 10011 H8/ ST EXte”;a.' '”tf”“pt
J11/K3/M11 Inpu
B3/B12/G2/
4/21/ 4/42/46/76/ External Interrupt
EICEXTINT3  4/18/29  4/21/36 3510074 107132 H10/ ST S input
H11/K4
B4/B11/H2/
8/23/43/50/
EICEXTINTA 20 8/23/37  13/36/55/75 oo H12/ ST EXte”;a.' '”tf”“pt
J12/K5/K7 Inpu
B9/C6/E10/
9/24/51/59/80/ G8/ External Interrupt
EICEXTINTS  21/32  9/24/40/56 14/37/59/92 " gaiaarise  |1/K1/M2/M ST 5 Input
8
C7/C9/D8/H
10/25/53/60/
EIC_EXTINT6 8/22/33/45 10/25/41/57 15/39/60/93  ge /o113 9/ ST EXterga.' '”t‘:”“pt
K2/M3/M9 Inpu
C5/D7/D10/
11/26/61/69/
EIC_EXTINT7 ~ 9/34/46  11/29/42/58 16/47/61/94 g3 00120 F12/ ST EXte”;a.' '”t‘:”“pt
L1/M4/M10 Inpu
17/27/62/  A11/C8/E11/ External Interrupt
EIC_EXTINTS ; 12/30/61  17/48/97 201877141 H3/KB/LE | ST 8 Input
B8/B10/E12/
20/33/63/71/
EICEXTINTO 10 13/31/44/62 22/49/63/98 GI4L12/ | ST External Interrupt
88/94/142 M7 9input
A10/B5/D12
21/64/72/92/
EICEXTINTIO  11/36  14/32/45/63 23/50/68/99 ;0% / ST EXter1”§'.'”tetrr“pt
G12/)5/L7 Inpu
22/35/39/93/  A4/A9/)3/ External Interrupt
EICEXTINTIT  12/37  15/46/64  24/28/71/100 ““10) =" J9/K12/L8 ST 11 input
29/36/40/ A3/A7/)2/ External Interrupt
EIC_EXTINT12 13 16/47 251297219 961108135 J10/K11/LO ST 12 input
12/52/97/  A2/B7/E3/ External Interrupt
EIC_EXTINT13 ; 48 8/38/73 106124 C10/Ls ST 13 input
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Table 6-7. External Interrupt Controller (EIC) Signals (continued)

PIN NUMBER
PIN NAME PIN | FUNCTION | e cpipion
48VQFN | 64TQFP | 100 TQFP 144TQFP | 144 TFBGA | TYPE TYPE

1/13/54/ C3/C4/G9/ External Interrupt
EIC_EXTINT14 1 1 1/40/58/9 82/125 L2/M5 14 input
14/55/ A8/F3/ External Interrupt
EIC_EXTINT15 - - 10/41/64 95/126 F10/K6 ST 15 input
EIC_NMI 42 53 88 121 D3 ST Non-Maskable

Interrupt input

Table 6-8. Ethernet MAC Signals

PIN NUMBER
PIN NAME 144 PIN | FUNCTION DESCRIPTION
48 VQFN| 64TQFP | 100 TQFP 144 TQFP TEBGA TYPE TYPE

Receiver Collision

ETH_COL 67 100 | ST/CMOS
Detect
ETH_CRS ) ) 66 99 A6 ST Receiver Carrier
Sense
ETH.MDC  12/29/46 15/32/36/58 24/50/54/94 35/72/76/138 5 2/P12 ¢ cMos ~ Managementdata
/K12/11 clock
B11/C6/
ETH_MDIO  13/28/45 16/35/37/57 25/53/55/93 36/75/77/80/137 C12/K2/ 1/0 ST/CMOS Management data
K11
ETH_REF_CLK - 33 51 73 D11 ST Reference Clock
ETH_RXDO 34 42 61 86 D7
ETH_RXD1 33 41 60 85 D8 Ethernet Media
ST Access Controller
ETH_RXD2 32 40 59 84 B9 Receive data Rx[3:0]
ETH_RXD3 - - 58 82 c4
ETH_RXDV 36 45 68 101 B5 | ST Receive Data Valid
ETH_RXER - 44 63 94 B8 | ST Receive Data Error
ETH_RX_CLK - - 64 95 A8 | ST Receive Clock
ETH_TSUCOMP 42 53 88 1217127 D3/E2 O CMOS Time Stamp Unit
Compensation
ETH_TXDO - 47 72 105 A3 )
Ethernet Media
ETH_TXD1 - 48 73 106 A2
_ 0 CMOS Access antroller
ETH_TXD2 - - 74 107 B3 Transmit data
Tx[3:0]
ETH_TXD3 - - 75 108 B4
ETH_TXEN 37 46 71 104 Ad (0] CMOS Transmit Enable
ETH_TXER - - 65 98 B6 (0] CMOS Transmit Error
ETH_TX_CLK 26 33 51 73 D11 | ST Transmit Clock
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Table 6-9. Generic Clock Controller (GCLK) Signals

PIN NAME PIN NUMBER pinTypg| FUNCTION DESCRIPTION
48 VQFN| 64 TQFP| 100 TQFP| 144 TQFP| 144 TFBGA TYPE

GCLK_I00  4/10 4/13 4/22 4/33 K4/L12

GCLK_IO1  2/11 2/14 2/23 2/34 L3/L11

GCLK_I02 26 33 51/91  8/73/135 D11/)2/K5

GCLK_I03 27 34/56  52/92  9/74/136 C11/K1/M2 o External GCLK[7:0] pin Input
GCLK_I04 28/45 = 35/57  53/93  10/75/137 C12/K2/M3 clock source
GCLK_IO5 29/46  36/58  54/94  11/76/138 B12/L1/M4

GCLK_I06 - 37 12/55 16/77 B11/M6

GCLK_I07 32 40 59 17/84 B9/L6

Table 6-10. Inter-IC Sound Controller (IZS) Signals

PIN NUMBER
PIN NAME 100 144 144 IOSET TTPNE FU$$;—:EON DESCRIPTION
48 VQFN| 64 TQFP TQFP TQFP | TFBGA

137 1
SPIIXS_FSYNC 10 13 22 33 L12 2 170 sT/cMos  Trame S{[‘égr(‘;”'za“o”
- ; : 124 E3 3
; 63 99 143 15 1
SPI_IXS_SCK 12 15 24 35 K12 2 10 ST/CMOS Serial Bit Clock
- ; : 125 c3 3
46 58 94 138 L1 1
SPI_IXS_SDI 13 16 25 36 K11 2 ST serial Data Input for
Receive Serializer
- ; : 127 E2 3
; 61 97 141 H3 1
SPLIXS.SDO 14 17 26 37 K10 2 0 CMOS Serial Data Output for
Transmit Serializer
- ; : 130 F2 3

Table 6-11. 32 kHz Oscillators Controller (OSC32KCTRL) Signals

PIN NAME PIN NUMBER pINType| FUNCTION DESCRIPTION
48 VQFN| 64 TQFP| 100 TQFP| 144 TQFP| 144 TFBGA TYPE

OSC32KCTRL XIN32 17 20 31 Analog 32.768 kHz
oscillator input
OSC32KCTRLXOUT32 18 21 32 46 H11 0 Analog 32.768 kHz

oscillator output
Table 6-12. Oscillator Controller (OSCCTRL) Signals

PIN NUMBER
PIN NAME PIN TYPE| FUNCTION TYPE DESCRIPTION
D CRCG GG 144TFBGA

OSCCTRL_XIN 40 86 119 Analog Primary oscillator input
OSCCTRL_XOUT 41 52 87 120 F1 6] Analog Primary oscillator output

Table 6-13. Parallel Capture Controller (PCC) Signals

PIN NAME IOSET| PIN TYPE FU%;'EON DESCRIPTION
TQFP TFBGA
32 40 59 84

Parallel Capture Mode
- _ - 8 K5 2 Clock

PCC_CLK

71
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Table 6-13. Parallel Capture Controller (PCC) Signals (continued)
PIN NUMBER

PIN NAME 100 144 | IOSET| PIN TYPE
48VQFN| 64TQFP| oo [144TQFP| oo
27 34 52 74

PCC_DATAO
PCC_DATAI1
PCC_DATA2
PCC_DATA3
PCC_DATA4
PCC_DATAS
PCC_DATA6
PCC_DATA7
PCC_DATA8
PCC_DATA9
PCC_DATA10
PCC_DATA11
PCC_DATA12
PCC_DATA13
PCC_DEN1

PCC_DEN2
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28

29

33

34

36

37

26

35

36

29/41

30/42

31/45

32/46

33

14/37

53

53

54

47/60

48/61

49/68

50/71

51

64

65

66

67

74

75
23/55

58/88

9
75
10
76
11
69
17
70
20
71
21
72
22
73
29
95
41
98
42
99
43

100
64
107
80
108
81
34/77
132
82/121
133

cn
M2
C12
M3
B12
M4
F12
L6
E11
M7
E12
L7
D12
L8
D11
L9
A8
H8
B6
H10
A6
J12
A5
G12
B3
6
B4
c7
B11/L11
G2
C4/D3
H2

N = N =2 NN =2 NN =2 NN =2 N = N - N - N-=-DN-=-2DN-=-2"DN-=-2DN-=-DN-=-N-=- DN -

110

FUNCTION

TYPE

ST/CMOS

ST

ST

DESCRIPTION

Parallel Capture Mode
Data[13:0]

Parallel Capture Mode
Enable 1

Parallel Capture Mode
Enable 2
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Table 6-14. Position Decoder (PDEC) Signals

PIN NUMBER
PIN NAME IOSET| PIN TYPE| FUNCTION TYPE| DESCRIPTION
20 23 36 50 1

H12
PDEC_QDIO - 29 47 69 F12 2
20 23 36 8 K5 3
21 24 37 51 G8 1

PDEC_QDI1 - 30 48 70 E11 2 [ ST PDEC Inputs[2:0]
21 24 37 9 M2 3
- 31 49 71 E12 2
PDEC_QDI2 - - 38 52 G10 1
22 25 39 10 M3 3

Table 6-15. PORTA through PORTD Signals

PIN NUMBER
PIN NAME PIN TYPE | FUNCTION TYPE DESCRIPTION
48VQFN | 64TQFP [ 100 TQFP [ 144 TQFP | 144 TFBGA ---
1 L2

PAOO 1 1 1
PAO1 2 2 2 2 L3
PA02 3 3 3 3 K3
PAO3 4 4 4 4 K4
PAO4 - 8 13 23 K7
PAO5 - 9 14 24 M8
PAO6 8 10 15 25 M9
PAO7 9 11 16 26 M10
PAO8 - 12 17 27 K8
PAO9 10 13 22 33 L12
PA10 11 14 23 34 L11
PA11 12 15 24 35 K12
PA12 13 16 25 36 K11
PA13 - - 8 12 L5
PA14 - - 9 13 M5 170 ST/CMOS /0 Port A pins
PA15 - - 10 14 K6
PA16 - - 11 15 16
PA17 - - 12 16 M6
PA18 - - 18 28 M11
PA19 - - 21 32 L10
PA20 - - - 8 K5
PA21 - - - 9 M2
PA22 - - - 10 M3
PA23 - - - 11 M4
PA24 - - - 17 L6
PA25 - - - 20 M7
PA26 - - - 21 L7
PA27 - - - 22 L8
PA28 - - - 29 L9
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Table 6-15. PORTA through PORTD Signals (continued)

PIN NUMBER
PIN NAME PINTYPE | FUNCTION TYPE DESCRIPTION
14 17 26 37

PBOO K10
PBO1 15 18 27 38 K9
PB02 17 20 31 45 J11
PBO3 18 21 32 46 H11
PBO4 20 23 36 50 H12
PBOS 21 24 37 51 G8
PBO6 22 25 39 53 H9
PBO7 - 29 47 69 F12
PBO8 - 30 48 70 E11
PB09 - 31 49 71 E12
PB10 - 32 50 72 D12
PB11 - - 28 39 19
PB12 - - 29 40 J10
PB13 - - 38 52 G10 10 ST/CMOS /0 Port B pins
PB14 - - 40 54 G9
PB15 - - 41 55 F10
PB16 - - 45 65 C10
PB17 - - 46 68 F11
PB18 - - - 41 H8
PB19 - - - 42 H10
PB20 - - - 43 J12
PB21 - - - 59 E10
PB22 - - - 60 9
PB23 - - - 61 D10
PB24 - - - 62 cs
PB25 - - - 63 G11
PB26 - - - 64 G12
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Table 6-15. PORTA through PORTD Signals (continued)

PIN NUMBER
PIN NAME PINTYPE | FUNCTION TYPE DESCRIPTION
26 33 51 73

PCO0 D11
PCO1 27 34 52 74 c1
PC02 28 35 53 75 c12
PC03 29 36 54 76 B12
PC0o4 - 37 55 77 B11
PCO5 32 40 59 84 B9
PCO6 33 41 60 85 D8
PCO7 34 42 61 86 D7
PC09 - 44 63 94 B8
PC10 36 45 68 101 B5
PC11 37 46 71 104 A4
PC12 - 47 72 105 A3
PC13 - 48 73 106 A2
PC14 - - 58 82 c4
PC15 - - 64 95 A8 I/0 ST/CMOS I/0 Port C pins
PC16 - - 65 98 B6
PC17 - - 66 99 A6
PC18 - - 67 100 A5
PC19 - - 74 107 B3
PC20 - - 75 108 B4
PC21 - - - 80 c6
PC22 - - - 81 c7
PC23 - - - 83 5
pPC24 - - - 87 A1
PC25 - - - 88 B10
PC26 - - - 92 A10
pC27 - - - 93 A9
PC28 - - - 96 A7
PC29 - - - 97 B7

@ MICROCHIP



Table 6-15. PORTA through PORTD Signals (continued)

PIN NUMBER

NNAME L PINNUMBER |
48 VQFN | 64 TQFP | 100 TQFP | 144 TQFP | 144 TFBGA
40 51 86 E1

PDOO 119

PDO1 41 52 87 120 F1
PD0O2 42 53 88 121 D3
PDO5 56 92 136 K1
PDO6 45 57 93 137 K2
PDO7 46 58 94 138 L1
PDO8 - 61 97 141 H3
PD09 - 62 98 142 14
PD10 - 63 99 143 15
PD11 - 64 100 144 J3
PD12 - - 91 135 ]2
PD13 - - - 124 E3
PD14 - - - 125 a3
PD15 - - - 126 F3
PD16 - - - 127 E2
PD17 - - - 130 F2
PD18 - - - 131 G3
PD19 - - - 132 G2
PD20 - - - 133 H2
PD21 - - - 134 )

Table 6-16. Power (PWR) and Ground Signals
PIN NUMBER

PIN

NAME 48 VQFN 64 TQFP 100 TQFP

AVDD 19

AVSS 16

VDDIO  7/23/30/39/48 7/26/38/50/60

VDDREG 24/35

VSS 6/25/31/38/47 6/27/39/49/59
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28/43

33 47
30 44
7/19/31//48/
7120/34/42/ ~ S6/66/78/
56/69/85/96  90/102/118/
129/140
44/62/83 58/89/116
6/18/30/44/
6/19/35/43/57/ 49/57/67/79/
70/80/84/95  91/113/117/
128/139/204

110

ST/CMOS

PINTYPE | FUNCTION TYPE DESCRIPTION

I/0 Port D pins

PIN | FUNCTION
DESCRIPTION
144 TQFP | 144 TFBGA| TYPE TYPE -

Positive supply
for analog
modules.

H7

F6

D5/D6/D9/
E9/F4/F8/

G4/G7/H4/
H6/J7/18

E4/E7/F9

A1/A12/D4
/
E5/E6/E8/F
5/

F7/G5/G6/

H5/M1/M1
2

PWR

PWR

PWR

PWR

PWR

Power

Power

Power

Power

Power

Ground for
analog modules.

Positive supply
for 170 logic

Positive supply
for CORE logic

Ground for CORE,
peripherals and
170
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Table 6-17. Peripheral Touch Controller (PTC) Signals

PINNAME| 43
VQFN

PTC_DRVO
PTC_DRV1
PTC_DRV2
PTC_DRV3
PTC_DRV4
PTC_DRV5
PTC_DRV6
PTC_DRV7
PTC_DRVS
PTC_DRV9
PTC_DRV10
PTC_DRV11
PTC_DRV12
PTC_DRV13
PTC_DRV14
PTC_DRV15
PTC_DRV16
PTC_DRV17
PTC_DRV18
PTC_DRV19
PTC_DRV20
PTC_DRV21
PTC_DRV22
PTC_DRV23
PTC_DRV24
PTC_DRV25
PTC_DRV26
PTC_DRV27
PTC_DRV28
PTC_DRV29
PTC_DRV30
PTC_DRV31
PTC_ECIO
PTC_ECI1
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11
12
13
14
15

26
27
28
29
32
33
34

36
37

64 100 144
TQFP TQFP TQFP

14
15
16
17
18
29
30
31
32
33
34
35
36
37
40
41
42
48
44
45
46
47

PIN NUMBER

23
24
25
26
27
47
48
49
50
51
52
53
54
55
59
60
61
73
63
68
71
72
75
45
46
58
64
65
66
67
74
18
21

34
35
36
37
38
69
70
71
72
73
74
75
76
77
84
85
86
106
94
101
104
105
108
65
68
82
95
98
99
100
107
28
32

FUNCTION
144 | PINTYPE TYPE DESCRIPTION
TFBGA

L12
L11
K12
K11
K10
K9
F12
E11
E12
D12
D11
c11
c12
B12
B11
B9
D8
D7
A2
BS
B5
A4
A3
B4
c10
F11
c4
A8
B6
A6
A5
B3
M11
L10

170

ST/CMOS

Analog
Analog

Digital Output (X-line) & Analog
1/0 (Y-line)

External Capacitor Analog Input 0

External Capacitor Analog Input 1
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Table 6-18. Real-Time Counter (RTC) Signals

PINNUMBER [ FUNCTION
PIN TYPE DESCRIPTION

PIN NUMBER
PIN NAME
RTCINO 22 25
RTC_IN1 15 18
RTC_IN2 - -
RTC_IN3 - -
RTC_INA - -
RTC_IN5 - -
RTC_IN6 - -
RTC_IN7 - -
RTC_OUTO 21 24
RTC_OUT1 14 17
RTC_OUT2 - -
RTC_OUT3 - -
RTC_OUTA4 - -
RTC_OUTS
RTC_OUT6
RTC_OUT7

Table 6-19.

SDMMCO_SDCD

SDMMCO_SDCK 32
SDMMCO0_SDCMD  33/45
SDMMCO_SDDATO  34/46
SDMMCO_SDDAT1 26
SDMMCO_SDDAT2 27
SDMMCO_SDDAT3 28

SDMMCO_SDWP  14/29

SDMMC1_SDCD -
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27
40
41
38

37
26
28
29
45

40/63

29/41/57

32/42/58

33/64

34/61

35/62

17/36/56

37

38
54
55
52
42
60
62
51
37
39
40
65
41
59
61

K9
G9
F10
G10
H10
9
c8
G8
K10
19
J10
c10
H8
E10
D10

PIN NUMBER

PIN NAME 144 PIN | FUNCTION DESCRIPTION
48 VQFN| 64 TQFP 144 TQFP| ooy TYPE TYPE

11/13/36 14/16/37/45 23/25/55/68/91 34/36/135

59/99

47/60/93

50/61/94

51/100

52/97

53/98

26/54/92

55

Host Controller (SDMMCO and SDMMC1) Signals

143

137

138

144

141

142

37/136

77

CMOS

L11/K11
/)2

J5

K2

L1

3

H3

14

K10/K1

B11

RTC security tamper input
loops

RTC security tamper output
loops

SD Host Controller
0 Card Detect
(10K-100K Pull-up
required)

SD Host Controller 0
Clock

SD Host Controller 0
Command (10K-100K
Pull-up required)

SD Host Controller
0 DATAO (10K-100K
Pullup required)

SD Host Controller
0 DATA1 (10K-100K
Pullup required)

SD Host Controller
0 DATA2 (10K-100K
Pullup required)

SD Host Controller
0 DATA3 (10K-100K
Pullup required)

SD Host Controller
0 Write Protect
(10K-100K Pull-up
required)

SD Host Controller
1 Card Detect
(10K-100K Pull-up
required)

ST

o) CMOS

170 ST/CMOS

1/0 ST/CMOS

ST

ST

78



Table 6-19. Host Controller (SDMMCO and SDMMC1) Signals (continued)

PIN NUMBER
PIN NAME 144 PIN | FUNCTION DESCRIPTION
48 VQFN| 64 TQFP 100 TQFP | 144TQFP| o\ TYPE TYPE

SDMMC1_SDCK - 59 84 B9 0 CMOS SD HostOC:cnktrolleH

SD Host Controller 1
SDMMC1_SDCMD - 29 47 69 F12 110 ST/CMOS  Command (10K-100K
Pull-up required)
SD Host Controller
SDMMC1_SDDATO - 32 50 72 D12 1 DATAO (10K-100K
Pullup required)

SD Host Controller

SDMMC1_SDDAT1 - 33 51 73 D11 1 DATAT (10K-100K
Pullup required)

SD Host Controller

SDMMC1_SDDAT2 - 34 52 74 c1 1 DATA2 (10K-100K
Pullup required)

SD Host Controller
SDMMC1_SDDAT3 - 35 53 75 c12 1 DATA3 (10K-100K
Pullup required)

I/0 ST/CMOS

SD Host Controller
1 Write Protect
(10K-100K Pull-up
required)

SDMMC1_SDWP - 36 54 76 B12 ST

Table 6-20. Serial Communication Interface (SERCOM) Signals

PIN NUMBER PIN FUNCTION
PIN NAME 48 64 100 144 144 I0SET TYPE TYPE DESCRIPTION
TQFP TQFP TQFP TQFP | TFBGA

101 1
UARTO_RxD, TXD /
SERCOMO_PADO - - - 130 F2 2 SPI0.DLDO / 12C0. SDA
45 57 93 137 K2 3
37 46 71 104 A4 1
UARTO_RXD,XCK /
SERCOMO_PAD1 - - - 131 G3 2 SPI0. DI, SCK/ 1200, SCL
46 58 94 138 L1 3
/0 ST/CMOS
- 47 72 105 A3 ! UARTO_RxD, RTS,
SERCOMO_PAD2 - - - 132 G2 2 TE / SPIO_DI, SS /
1 56 92 136 K1 3 12C0_SDA_OUT
- 48 73 106 A2 ! UARTO_RxD, CTS /
SERCOMO_PAD3 - - - 133 H2 2 SPI0_DI,DO /
5 ) o 135 I 3 12C0_SCL_OUT
- 61 97 141 H3 1
SERCOM1_PADO UART1_RxD, TxD /
1 . ) 124 3 5 SPI1_DI,DO / 12C1_SDA
- 62 98 142 4 1
SERCOM1_PAD J UART1_RxD,XCK /
2 - - 125 c3 2 SPI1_DI, SCK/12C1_SCL
- 63 99 143 15 1 1/0 ST/CMOS UART1_RxD, RTS,TE /
SERCOM1_PAD2 SPI1_DI, S/
45 - - 126 F3 2 12C1_SDA_OUT
- 64 100 144 13 1 UART1_RxD, CTS /
SERCOM1_PAD3 SPI1_DI,DO /
46 - - 127 E2 2 12C1_SCL_OUT
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Table 6-20. Serial Communication Interface (SERCOM) Signals (continued)

| PNnumeeR | PIN FUNCTION
PIN NAME 48 64 100 | 144 144 |1OSET| o TYPE DESCRIPTION
TQFP TQFP TQFP TQFP | TFBGA

104 1
SERCOMZ PADO - - 64 95 A8 2 UART2_RxD, TxD /
- 46 71 80 c6 3 SPI2_DI,DO / 12C2_SDA
33 41 60 85 D8 4
36 45 68 101 BS 1
SERCOM2 PAD' - - 65 98 B6 2 UART2_RXD,XCK /
- 36 45 68 81 c7 3 SPI2_DI, SCK/12C2_SCL
34 42 61 86 D7 4
I/0 ST/CMOS
- 47 72 105 A3 1
_ _ 66 99 A6 2 UARTz_RXD, RTS,
SERCOM2_PAD2 TE/SPI2_DI,SS/
32 40 58 82 c4 3 12C2_SDA_OUT
- 44 63 94 B8 4
- 48 73 106 A2 1
- - 67 100 A5 2 UART2_RxD, CTS /
SERCOM2_PAD3 SPI2_DI,DO /
28 - - 83 & 3 12C2_SCL_OUT
- - - 92 A10 4
28 35 53 75 c12 1
- - 45 65 c10 2 UART3_RxD, TxD /
SERCOM3_PADO— _ . 59 E10 3 SPI3_DI,DO / 12C3_SDA
34 42 61 86 D7 4
29 36 54 76 B12 1
- - 46 68 F11 2 UART3_RxD,XCK /
SERCOM3_PADT ) i €0 9 3 SPI3_DI, SCK / 12C3_SCL
33 41 60 85 D8 4
I/0 ST/CMOS
- 37 55 77 B11 1
i 29 47 69 F12 2 UART3_RxD, RTS,TE /
SERCOM3_PAD2 SPI3_ DI, SS/
- - - 61 D10 3 12C3_SDA_OUT
27 34/44  52/63 94 B8 4
32 40 59 84 B9 1
_ 30 48 70 E11 2 UART3_RXD, CTS/
SERCOM3_PAD3 SPI3_DI,DO /
- - - 62 cs 3 12C3_SCL_OUT
26 33 51/64 95 A8 4
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Table 6-20. Serial Communication Interface (SERCOM) Signals (continued)

| PNnumeeR | PIN FUNCTION
PIN NAME 48 64 100 | 144 144 |1OSET| o TYPE DESCRIPTION
TQFP TQFP TQFP TQFP TFBGA

E12 1
. - 50 H12 2 UART4_RxD, TxD /
SERCOM4_PADO ) ) 29 40 110 3 SPI4_DI,DO / 12C4_SDA
- 32 50 72 D12 4
- 32 50 72 D12 1
21 - - 51 G8 2 UART4_RxD,XCK /
SERCOM4_PAD1 ) ) i a1 Hs 3 SP14_DI, SCK / 12C4_SCL
- 31 49 71 E12 4
I/0 ST/CMOS
26 33 51 73 D11 1
> ) 38 o G10 5 UART4_RxD, RTS,TE /
SERCOM4_PAD2 SPI4._DI, SS/
- . - 42 H10 3 12C4_SDA_OUT
- 29 47 69 F12 4
27 34 52 74 C11 1
» ) ) = Ho > UART4_RxD, CTS /
SERCOM4_PAD3 SPI4_DI,DO /
. - - 43 112 3 12C4_SCL_OUT
- 30 48 70 E11 4
12 15 24 35 K12 1
. - 8 12 L5 2 UARTS5_RXD, TxD /
SERCOM5_PADO ) i 17 L6 3 SPI5_DI,DO / 12C5_SDA
y 9 14 24 M8 4
13 16 25 36 K11 1
. - 9 13 M5 2 UARTS5_RxD,XCK /
SERCOM5_PAD!1 ) i i 20 M7 3 SPI5_DI, SCK / 12C5_SCL
8 10 15 25 M9 4
I/0 ST/CMOS
14 17 26 37 K10 1
) ) 10 14 K6 > UARTS5_RxD, RTS,TE /
SERCOM5_PAD2 SPI5 DI, SS/
. - - 21 L7 3 12C5_SDA_OUT
11 16 26 M10 4
15 18 27 38 K9 1
) : Iy 15 6 2 UARTS5_RxD, CTS /
SERCOMS5_PAD3 SPI5_DI,DO /
. - . 22 L8 3 12C5_SCL_OUT
- 12 17 27 K8 4
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Table 6-20. Serial Communication Interface (SERCOM) Signals (continued)

| PNnumeeR | PIN FUNCTION
PIN NAME 48 64 100 | 144 144 |1OSET| o TYPE DESCRIPTION
TQFP TQFP TQFP TQFP TFBGA

M10 1
UART6_RXD, TxD /
SERCOM6_PADO - 1 1 1 L2 2 SPI6. DLDO / 1206_SDA
- - 18 28 M11 3
- 12 17 27 K8 1
UART6_RXD,XCK /
SERCOM6_PAD1 - 2 2 2 L3 2 SPI6, DI, SCK / 1206, SCL
- - - 29 L9 3
1/0 ST/CMOS
- 13 22 33 L12 1 UART6_RXD, RTS,TE /
SERCOM6_PAD2 - 3 3 3 K3 2 SPI6_DI, SS/
) ) by 3 10 3 12C6_SDA_OUT
- 14 23 34 L11 1 UART6_RXD, CTS /
SERCOM6_PAD3 - 4 4 4 K4 2 SPI6_DI,DO /
- 13 22 33 L12 3 12C6_SCL OuT
- 2 2 2 L3 1
- - - M2 2 UART7_RxD, TxD /
SERCOM7_PADO - 16 25 36 K11 3 SPI7_DI,DO / 12C7_SDA
; . - 41 H8 4
; 8 13 23 K7 1
- - - 8 K5 2 UART7_RXD,XCK /
SERCOM7_PAD1— 15 24 35 K12 3 SPI7_DI, SCK / 12C7_SCL
; - 29 40 10 4
170 ST/CMOS
) 9 14 24 M8 1
) ) ) 10 M3 5 UART7_RxD, RTS,TE /
SERCOM7_PAD2 SPI7 DI, SS/
- 7 26 37 adll 3 12C7_SDA_OUT
; ; ; 42 H10 4
- 10 15 25 M9 1
- - - 11 M4 2 UART7_RxD, CTS /
SERCOM7_PAD3 SPI7_DI,DO /
- 18 27 38 K9 3 12C7_SCL_OUT
- - - 43 112 4

Table 6-21. Quad Serial Peripheral Interface (QSPI/SQI) Signals

PIN NUMBER
PIN NAME PIN TYPE| FUNCTION TYPE DESCRIPTION
48VQFN] 64 TQFP | 100 TQFP | 144 TQFP 144TFBGA

SQI_CLK 33 41/63 60/99 143 CMOS Quad SPI Clock
SQI_CSO 27/45 34/57 52/93 137 K2 Quad SPI Chip Select 0
SQI_CS1 26 33/56 51/92 136 K1 o CMOS Quad SPI Chip Select 1
SQI_CS2 11 14 23 34 L11 Quad SPI Chip Select 2
SQI_CS3 - - 91 135 J2 Quad SPI Chip Select 3
SQI_DATAQ 28/34/46 35/42/58 52/61/94 138 L1 Quad SPI Data 0 I/0
SQI_DATA1 - 64 100 144 J3 Quad SPI Data 1 1/0
SQI_DATA2 29 36/61 54/97 141 H3 Vo ST/CMOS Quad SPI Data 2 I/0
SQI_DATA3 32 40/62 59/98 142 14 Quad SPI Data 3 I/0

@ MICROCHIP



Table 6-22. Supply Controller (SUPC) Signals

PIN NUMBER
PIN NAME PIN TYPE | FUNCTION TYPE | DESCRIPTION

SUPC_BKOUTO 21 CMOS SUPC Backup Output 0
SUPC_BKOUT1 - - 38 52 G10 ) CMOS SUPC Backup Output 1

Table 6-23. Timer Counter for Control (TCC) Signals

PIN NUMBER
PIN NAME 48 100 144 144 IOSET| PIN TYPE FUI_}I;;I'IIEON DESCRIPTION
VQFN 64 TQFP TQFP TQFP TFBGA

H12 1

TCCO_WOO0
- 32 50 72 D12 2
21 24 37 51 G8 1

TCCO_WO1
26 33 51 73 D11 2
- - 38 52 G10 1

TCCO_WO2
27 34 52 74 c1 2
22 25 39 53 H9 1
Teeowos 28 35 53 75 c12 2

/0 ST/CMOS TCCO Waveform Outputs/
- - 40 54 G9 1 Input Counter/Capture

TCCO_WO4
29 36 54 76 B12 2
- - 41 55 F10 1

TCCO_WO5
- 37 55 77 B11 2
- - - 59 E10 1

TCCO_WO6
- - - 80 c6 2
- - - 60 9 1

TCCO_WO7
- - - 81 c7 2
- - 64 95 A8 1

TCC1_WOO0
32 40 59 84 B9 2
- 65 98 B6 1

TCC1_WO1
33 41 60 85 D8 2
- - 66 99 A6 1

TCC1_WO2
34 42 61 86 D7 2
- - 67 100 A5 1
Teeiwos 44 63 94 B8 2

/0 ST/CMOS TCC1 Waveform Outputs/
- - 74 107 B3 1 Input Counter/Capture

TCC1_WO4
- - 64 95 A8 2
- - 75 108 B4 1

TCC1_WO5
36 45 68 101 B5 2
- - 96 A7 1

TCC1_WO6
37 46 71 104 Ad 2
- - 97 B7 1

TCC1_WO7
- 47 72 105 A3 2

@ MICROCHIP



Table 6-23. Timer Counter for Control (TCC) Signals (continued)

. PINNUMBER |
PINNAME| 43 100 144 144 | |OSET| PIN TYPE FU'}'\‘(:;'EON DESCRIPTION
VQFN 64 TQFP TQFP TQFP TFBGA

1

TCC2_WO0
1 1/56 1/92 136 K1 2
- 91 135 J2 1

TCC2_WO1
37/45  46/57 = 71/93 137 K2 2
- 64 100 144 13 1

TCC2_WO02
36/46  45/58  68/94 138 L1 2
2 2 2 2 L3 1
TCC2. W03 2 2/61 2/97 141 H3 2

/0 ST/CMOS TCC2 Waveform Outputs/
45 57 93 137 K2 1 Input Counter/Capture

TCC2_WO4
45 57/62  93/98 142 14 2
46 58 94 138 L1 1

TCC2_WO5
46 58/63  94/99 143 J5 2
- - - 124 E3 1

TCC2_WO6
- 64 100 144 13 2
- - - 125 c3 1

TCC2_WO7
- - 91 135 )2 2
- 8 13 23 K7 1
TCC3_WO0 10 13 22 33 L12 2
10 13 22 - - 3
- 9 14 24 M8 1
TCC3_WO1 - 14 23 34 L11 2
11 14 23 - - 3
- 10 15 25 M9 1
TCC3_WO02 12 15 24 35 K12 2
12 15 24 - - 3
- 11 16 26 M10 1
TCC3_WO03 13 16 25 36 K11 2
13 16 25 - - 3

/0 ST/CMOS TCC3 Waveform Outputs/
- 12 17 27 K8 1 Input Counter/Capture

TCC3_WO0O4 14 17 26 37 K10 2
14 17 26 - - 3
- - 18 28 M11 1
TCC3_WO5 15 18 27 38 K9 2
15 18 27 - - 3
- - 29 L9 1
TCC3_WO06 - - 28 39 19 2
8 10 15 - - 3
- - 21 32 L10 1
TCC3_WO7 - - 29 40 J10 2
9 1 16 - - 3
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Table 6-23. Timer Counter for Control (TCC) Signals (continued)

. PINNUMBER |
PINNAME| 43 100 144 144 | |OSET| PIN TYPE FU'}'\‘(:;'EON DESCRIPTION
VQFN 64 TQFP TQFP TQFP TFBGA

K12 1
- - 8 12 L5 2
TCC4_WOO0
- - 8 K5 3
- - 29 40 10 4
J /o ST/CMOS TCC4 Waveform Outputs/
13 16 25 36 K11 1 Input Counter/Capture
- - 9 13 M5 2
TCC4_WO1
- - - 9 M2 3
- - - 41 H8 4
14 17 26 37 K10 1
- - 10 14 K6 2
TCC5_WO0
- - - 10 M3 3
- - - 42 H10 4
/0 ST/CMOS TCC5 Waveform Outputs/
15 18 27 38 K9 1 Input Counter/Capture
- - 1 15 16 2
TCC5_WO1
- - - 11 M4 3
- - - 43 2 4
- 34 52 74 C11 1
TCC6_WOO - - 45 65 c10 2
- - - 61 D10 3
/0 ST/CMOS TCC6 Waveform Outputs/
- 35 53 75 c12 1 Input Counter/Capture
TCC6_WOT - - 46 68 F11 2
- - - 62 c8 3
- 29 47 69 F12 1
TCC7_WOO0 - 36 54 76 B12 2
- - - 63 G11 3
/0 ST/CMOS TCC7 Waveform Outputs/
- 30 48 70 E11 1 Input Counter/Capture
TCC7_WO1 - 37 55 77 B11 2
- - - 64 G12 3

Table 6-24. Full-Speed Universal Serial Bus (USB) Signals

PIN NUMBER FUNCTION
PINNAME [ [eatorp| 190 144 144 | IOSET|PIN TYPE TYPE DESCRIPTION
Q QFPl tqrp | TQFP | TFBGA

USB_DM 54 89 122 Analog USB FS D- differential

data line
USB_DP 44 55 9 123 H1 1 /0 Analog ~ USBFS D differential
data line
42 53 88 121 D3 1
USB_SOF_1KHZ o) CMOS USB FS Start of Frame
27 34 52 74 1 2
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Table 6-25. High-Speed Universal Serial Bus (USBHS) Signals

PIN NUMBER
PIN NAME PIN TYPE | FUNCTION TYPE DESCRIPTION

USBHS_USBOID 111 CMOS USB HS ID Detect
USBHS_USBOPN 76 109 B1 1/0 Analog USB HS D- differential data line
USBHS_USBOPP 77 110 C1 1/0 Analog USB HS D+ differential data line
USBHS_USBRBIAS 82 115 D2 I Analog 270Q +1% resistor to AGND
USBHS_VBUS 81 114 D1 | Analog USB HS Bus Power Monitor
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7. Power Supplies and Startup Considerations

Table 7-1. External Power Supply Pins

Name | Associated Powers
Ground
AVDD AVSS Supplies power to the pSWITCH (in the DS SMOR), SMOR, ADCCOREn, ACDACn, OPAMPCORER,

ACCORERN, PLLO, PLL1, XOSC, DFLL48M and analog I/Os.
(Nominal range: 1.71V - 3.63V, must be within 300mv of VDDIO.)

VDDIO  VSSIO Powers 1/Os.
(Nominal range: 1.71 V - 3.63V, wrt VSSIO.)
VDDREG VSSCORE Powers all internal regulators except for the LPVREGC.

(Nominal range: 1.71V - 3.63V, cannot exceed VDDIO).

VDDF  VSSF Supplies power to the Flash panel.
This pin can be tied to VDDIO outside of the device (on-board).

(Nominal range: 1.71V - 3.63V, cannot exceed VDDIO).

7.1. Power Domain Overview
The following figure illustrates the block diagram of the power domain.

Figure 7-1. Power Domain Block Diagram

VDDREG VDDREG

USBRBIAS

USBPN

USBPP

VBUS
PA|
PBI...]
PCL...]
PAL.]
PBI...]

'VDDUSB PD|

ULP Backup Voltage
Regulator

(LPVREGC)

VDDCORE_RAM PD

PLL1G6

32kHz RC

32kHz Xtal
ADC Digital Logic Digital Logic -
CPU, RTC, SUPC,
PTC Peripherals PM,RSTC,
OSC32KCTRL,

224KB/

352KB/ |4

480KB N .. ..

VDD_BU PD

DFLL48

LvVD

VDDCORE_SW PD

CP1

VDDCORE_BU PD

7.2. Power Domain Constraints
The PIC32CK SG/GC power domains are not independent of each other:
+ Refer to the Power, Ground, and Voltage Reference Pinout I/0 Descriptions to understand which pins
are tied together.

+ VDDIO and VDDREG share VDD. VSSIO and VSSCORE share GND. Ideally, they can be connected
together outside of this device.
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« VDDREG can be used as a low-voltage input to the main regulators, such as 1.8v < VDDREG <
AVDD.

« AVDD has its own power and ground, AVSS.

+ VDDF has its own power and ground, VSSF.

+ VDDREG powers internal regulators that, in turn, power internal domains, such as VDDCORE_SW,
VDDCORE_RAM, and VDDCORE_BU.

The maximum supply falling and rising rates of the different power supplies must not exceed the
values described in the “Power Supply Characteristics” section of the Electrical Characteristics (85°C)
chapter.

7.2.1. Power Supplies
The PIC32CK SG/GC has the following power supply pins:
+ AVDD - Powers the backup power domain as well as the ADCs, Analog Comparator (AC), and the
Peripheral Touch Controller (PTC).

+ VDDREG - Powers internal regulators for the VDDCORE_SW, VDDCORE_RAM, and VDDCORE_USB
power domains.

« VDDIO - Powers I/0 lines, an External Crystal Oscillator (XOSC), the 48 MHz Digital Frequency
Locked Loop (DFLL48), and two charge pumps which support the Analog Comparator (AC) and
the ADCs on the device (ADCO-3 and PTC ADC). Most VDDIO pins also power the device's Flash
panel through double bonding.

+ VDDUSB3V - Powers USB ports on the device.

For decoupling recommendations for the different power supplies, refer to the schematic checklist.

7.2.2. Power-on Reset (POR) and Brown-out Reset (BOR)
The PIC32CK SG/GC embeds three features to monitor, warn, and reset the device:
* A Power-on Reset on Vpp (AVDD):
- Monitoring is always activated, including during device startup or during any sleep modes

- Having Vpp below a fixed threshold voltage will reset the whole device

Note: Refer to the Electrical Characteristics (85°C) for the rising and falling threshold voltages.
* A Brown-out Reset (VDDBOR) on Vpp (VDDREG, AVDD, VDDIO, VDDUSB3V):
- The VDDBOR monitors VDD continuously

- dcBORin (continuous mode) or periodically (sampled mode) with a programmable sample
frequency in Backup mode

- Aprogrammable threshold loaded from the USER CFG page is used to trigger an interrupt
and/or reset the whole device

+ PORCORE a Brown-out Detector on VDDCORE
Note: PORCORE is calibrated in production and its calibration parameters are stored in the USER
CFG page. This data must not be changed to ensure correct device behavior.

7.2.3. \Voltage Regulator

The PIC32CK SG/GC internal Main Voltage Regulators have three different modes, controlled by the
Power Manager (PM).

« Enabled mode: This is the default mode when CPU and peripherals are running.
+ Low-Power mode: This is the mode when CPU and peripherals are in standby.

+ Disabled mode: When the chip is in backup mode, the internal regulator is off, the VDDCORE_SW
core power domain is OFF. The VDDCORE_BU backup domain is powered by the backup
regulator (LPVREGC).
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7.2.4.

7.2.5.

7.2.6.
7.2.6.1.

7.2.6.2.

7.2.6.3.

Internal Power Domains
A variety of internal regulated power domains (nominal 1.2v) are as follows:

+ VDDCORE_BU: This domain powers the backup domain.

+ VDDCORE_SW: The main voltage domain for the CPU, bus, and most peripherals.
+ VDDCORE_USB: This domain powers the USB PHY.

+ VDDCORE_RAM: This domain is used to retain the System SRAM and the PLL.

Typical Powering Schematic
The PIC32CK SG/GC uses a single supply from 1.71V to 3.6V.

The following figure shows the recommended power supply connection.

Figure 7-2. Power Supply Connection for Enabled Mode Only

DEVICE

Main Supply AVDD

(1.71V — 3.6V)

VDDIO

VDDREG

VSS

AVSS

Power Up Sequence

Supply Order

The VDDIO and AVDD must have the same supply sequence. Ideally, they must be connected
together outside of this device.

VDDF supplies power to the Flash panel. This pin can also be tied to VDDIO outside of this device.

VDDREG can be used as a low-voltage input to the main regulators, such as 1.8v < VDDREG < AVDD.

Minimum Rise Rate
The integrated Power-on Reset (POR) circuits monitoring AVDD requires a minimum rise rate.

Maximum Rise Rate

The rise rate of the power supplies must not exceed the values described in the “Electrical
Characteristics” chapter.
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7.3.

7.3.1.

7.3.2.

7.3.3.

7.3.4.

7.4.

7.4.1.

7.4.2.

Power-Up

This section summarizes the power-up sequence of the PIC32CK SG/GC. The behavior after power-
up is controlled by the Power Manager (RPMU/PM).

Starting of Internal Regulator

After power-up of the VDDREG, VDDIO and AVDD supplies (VDDx > POR voltage), the device is set
to its initial state and kept in Reset, until the band-gap and internal regulator power has stabilized
throughout the device.

The internal regulator provides the internal VDDCORE_SW once the external voltage VDDIO/AVDD
and the internal VDDCORE_xx domains reach a stable value, the internal System Reset is released.

Starting of Clocks

Once the power has stabilized and the internal Reset is released, the device will use a 48 MHz
clock by default. The clock source for this clock signal is DFLL48M, which is enabled after a reset
by default. This is also the default time base for Generic Clock Generator 0. In turn, Generator 0
provides the main clock GCLK_MAIN which is used by the Main Clock module (MCLK).

Some synchronous system clocks are active after start-up, allowing software execution. Refer to the
Clock Mask Registers section in the Main Clock (MCLK) chapter for a list of clocks that are running by
default. Synchronous system clocks that are running receive the 48 MHz clock from Generic Clock
Generator 0. Other generic clocks are disabled.

1/0 Pins

After power-up, the I/0 pins are tri-stated except RESETn, which is pull-up enabled and configured
as an input.

Fetching of Initial Instructions

After Reset has been released, the CPU starts fetching PC and SP values from the Reset address,
0x0400_0000. This points to the Boot ROM firmware. The code read from the internal Flash can be
used to configure the clock system and clock sources. See the related peripheral documentation
for details. Refer to the Arm “Architecture Reference Manual” for more information on CPU startup
(www.arm.com).

Power-on Reset and Brown-out Reset

The PIC32CK SG/GC family of devices embed the following features to monitor, warn, and reset the
device:

* POR: Power-on Reset on the main supply VDD (AVDD)
+ dcBOR: Duty cycled Brown-out Reset on VDDREG/AVDD/VDDIO
+ VDDBORxx: Brown-out Reset on VDDREG/AVDD/VDDIO/VDDUSB3V

+ PORCORE: Brown-out Detector internal to the VDDCORE_SW power domain. The PORCORE is
calibrated in production and its calibration parameters are stored in the USER CFG page. This
data should not be changed if the User Row is written to assure correct behavior.

Note: The output of the USB PHY regulators is monitored by the SUPC.

Power-on Reset (POR) on the Main Supply VDD (AVDD)

The main supply VDD (AVDD) is monitored by POR. Monitoring is always activated, including start up
and all sleep modes. If VDD goes below the threshold voltage, all I/0s supplied by VDDIO are reset.

Brown-out Detector on VDDCORE
Once the device has started up, PORCORE monitors the internal VDDCORE_* power domains.
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7.5.

7.6.

7.6.1.

7.6.2.

7.6.3.

Analog Peripherals Considerations

This chapter provides a global view of the analog system, which is composed of the following analog
peripherals: AC and ADC.

The analog peripherals can be connected to each other as illustrated in the block diagrams for the
individual analog modules.

Important:

When an analog peripheral is enabled, each analog output of the peripheral will
be prevented from using the alternative functions of the output pads. This is also
true even when the peripheral is used for internal purposes.

Analog inputs do not interfere with alternate pad functions.

Device Startup

This section summarizes the PIC32CK SG/GC device startup sequence which starts after device

power-up. After power-up, the device is kept in reset until the power has stabilized throughout
the device. Once VDDIO/AVDD and VDDCORE voltages reach a stable value, the internal reset is
released.

Clocks Startup

The device selects the OSC48M oscillator which is enabled by default after reset and configured at
48 MHz.

This 48 MHz clock is also the default time base for the Generic Clock Generator 0 which provides the
main clock (CLK_MAIN) to the system through the GLCK_MAIN clock.
Note: Other generic clocks are disabled to optimize power consumption.

Some synchronous clocks also require to be active after startup.

Note: These active synchronous clocks also receive the 48 MHz clock from Generic Clock Generator
0.

Refer to the Clock Mask Register section in the Main Clock (MCLK) chapter to obtain the list of clocks
that are running by default.

Initial Instructions Fetching
After reset is released, the CPU starts fetching from the Boot Flash (BFM).

Unless a debugger is connected and places the Boot Flash (BFM) in a specific mode called Boot
Interactive mode, the CPU will jump to the Flash memory loading the Program Counter (PC) and
Stack Pointer (SP) values and start fetching Flash user code. Before jumping to the Flash, the Boot
Flash (BFM) resets the two first 2 kB of SRAM. The Clocks remain unchanged.

Note: The PIC32CK SG/GC Boot Interactive mode allows a debugger to perform several actions on
the device, such as NVM areas integrity check, chip erase, and so on. Refer to the “Boot Flash (BFM)”
section for more information.

In addition, the PIC32CK SG/GC Boot Flash (BFM) has extra security features, such as device integrity
checks, memories and peripherals security attributions, and secure boot that can be executed
before jumping to the Flash in Secure state.

1/0 Pins

After reset, the I/0O pins are tri-stated except the PA02 and PAO3 pins (configured as an input with
pull-up enabled). These pins, by default, are assigned to TMS_SWDIO for the PAO2 pin, and to the
SWCLK peripheral function for the PAQ3 pin, which allows for debugger probe detection.
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8.

8.1.

8.2.

8.3.

Product Mapping

Code Address Space

Table 8-1. Code Address Space

End Address
Code Address Space

0x0000_0000
0x0000_1000
0x0000_1400
0x0000_3000
0x0000_3400
0x0400_0000
0x0400_8000
0x0800_0000
0x0802_0000
0x0A00_0000
0x0A01_0000
0x0C00_0000
0x0C08_0000
0x0C10_0000
0x0C20_0000
OxOFFF_F0O00
0x1000_0000

0x0000_OFFF
0x0000_13FF
0x0000_2FFF
0x0000_33FF
O0X07FF_FFFF
0X0400_7FFF
0xO7FF_FFFF
0x0801_FFFF
OXO9FF_FFFF
0XOAQ0_FFFF
OXOBFF_FFFF
0X0CO7_FFFF
0XOCOF_FFFF
0XOC1F_FFFF
OXOFFF_EFFF
OXOFFF_FFFF
Ox1FFF_FFFF

Device Configuration:

IDAU

2 MB Flash, 512 KB RAM | 1 MB Flash, 256 KB RAM | Disabled Enabled | D |

4KB
1KB
RSVD
1KB
RSVD
32KB
RSVD
128KB
RSVD
64KB
RSVD
512KB
512KB
T™MB
RSVD
4KB
256MB

SRAM Address Space

Table 8-2. SRAM Address Space

SRAM Address Space

0x2000_0000
0x2000_8000
0x2001_0000
0x2002_0000
0x2004_0000
0x2008_0000

0x2000_7FFF
0x2000_FFFF
0x2001_FFFF
0x2003_FFFF
0x2007_FFFF
OX3FFF_FFFF

32KB
32KB
64KB
128KB
256KB
RSVD

Peripheral Address Space

Table 8-3. Peripheral Address Space

TCM DATARAM
TCM TAGRAM
RSVD
TCM VALIDRAM
RSVD
PRM (Host Boot ROM)
RSVD
Boot Flash Memory (BFM)
RSVD
Configuration Flash Memory (CFM)
RSVD
PFMO
PFM1
PFM2 RSVD
RSVD
SQI (SFR)
SQI (XIP)

Device Configuration:

FLEXRAM
FLEXRAM
FLEXRAM
FLEXRAM
FLEXRAM
RSVD

Device Configuration:

RSVD

EXEMPT
EXEMPT
INVALID
EXEMPT
INVALID
SEC
INVALID
EXEMPT
INVALID
EXEMPT
INVALID

EXEMPT

INVALID

EXEMPT
EXEMPT

EXEMPT MR_SEC_NONSEC_W

INVALID

MR_SEC
MR_SEC
INVALID
MR_SEC
INVALID
MR_SEC
INVALID
MR_SEC_NSC_W 5/6
INVALID
MR_SEC
INVALID

o b O W O N —

o

MR_SEC_NSC_NONSEC_W 8/9/10

INVALID 0
MR_SECNnNONSEC 11
MR_SECNNONSEC_L 12

IDAU

2 MB Flash, 512 KB RAM | 1 MB Flash, 256 KB RAM | Disabled Enabled | D |

13/14

INVALID 0

IDAU

Peripheral Address Space 2 MB Flash, 512 KB RAM | 1 MB Flash, 256 KB RAM Disabled Enabled m

0x4000_0000  Ox43FF_FFFF RSVD RSVD INVALID INVALID
0x4400_0000 Ox4403_FFFF 256KB APB A MR_EXEMPT MR_EXEMPT 15
0x4404_0000  Ox447F_FFFF RSVD RSVD INVALID INVALID 0
0x4480_0000  0x4483_FFFF 256KB APB B MR_EXEMPT MR_EXEMPT 16
0x4484_0000 Ox44FF_FFFF RSVD RSVD INVALID INVALID 0
0x4500_0000  0x4503_FFFF 256KB APB C MR_EXEMPT MR_EXEMPT 17
92
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Table 8-3. Peripheral Address Space (continued)

Start Address | End Address
Peripheral Address Space

Device Configuration:

IDAU

Size _
2 MB Flash, 512 KB RAM | 1 MB Flash, 256 KB RAM | Disabled Enabled [ 1|

0x4580_0000  Ox45FF_FFFF = RSVD RSVD INVALID INVALID 0
0x4600_0000 0x4600_OFFF  8KB USBHS EXEMPT MR_SECNNONSEC 18
0x4600_1000 Ox47FF_FFFF RSVD RSVD INVALID INVALID 0
0x4800_0000 0x4800_03FF 1KB HSM MAILBOX EXEMPT MR_SECNNONSEC 19
0x4800_0400  Ox5FFF_FFFF = RSVD RSVD INVALID INVALID 0

8.4. External RAM Address Space

Table 8-4. External RAM Address Space

Ext. RAM Space

Device Configuration:

e o wav
2 MB Flash, 512 KB RAM | 1 MB Flash, 256 KB RAM Disabled Enabled m
)

IDAU

0x6000_0000 Ox60FF_FFFF 16MB EBI (CSO MR_EXEMPT MR_SECnNONSEC_L 20
0x6100_0000 Ox61FF_FFFF 16MB EBI (CS1) MR_EXEMPT  MR_SECNNONSEC_L 21
0x6200_0000 Ox62FF_FFFF 16MB EBI (CS2) MR_EXEMPT = MR_SECNNONSEC_L 22
0x6300_0000 Ox63FF_FFFF 16MB EBI (CS3) MR_EXEMPT MR_SECnNNONSEC_L 23
0x6400_0000 Ox9FFF_FFFF RSVD RSVD INVALID INVALID 0

8.5. Peripheral Bus A Address Map

Table 8-5. Peripheral Bus A Address Map
Peripheral Bus A Address Map

Peripheral on APB Start Address End Address

DSU 0x4400_0000 0x4400_1FFF
FCR 0x4400_2000 0x4400_3FFF
FCW 0x4400_4000 0x4400_5FFF
PM 0x4400_6000 0x4400_FFFF
SUPC 0x4400_8000 0x4401_1FFF
RSTC 0x4400_A000 0x4401_FFFF
OSCCTRL 0x4400_C000 0x4402_1FFF
OSC32KCTRL 0x4400_EO00 0x4402_FFFF
GCLK 0x4401_0000 0x4403_1FFF
MCLK 0x4401_2000 0x4403_FFFF
FREQM 0x4401_4000 0x4404_1FFF
WDT 0x4401_6000 0x4404_3FFF
RTC 0x4401_8000 0x4404_FFFF
EIC 0x4401_A000 0x4405_1FFF
PAC 0x4401_C000 0x4405_3FFF
TRAM 0x4401_EO00 0x4405_FFFF

8.6. Peripheral Bus B Address Map

Table 8-6. Peripheral Bus B Address Map

Peripheral Bus B Address Map
Peripheral on APB Start Address End Address

PORT 0x4480_0000 0x4480_1FFF
DMAO 0x4480_2000 0x4480_FFFF
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Table 8-6. Peripheral Bus B Address Map (continued)

Peripheral Bus B Address Map
Peripheral on APB Start Address End Address

DMA1
HMATRIX
cMCC
PRM
IDAU
EVSYS
SERCOMO
SERCOM1
SERCOM2
SERCOM3
TCCO
TCC1
TCC2
TCC3

8.7. Peripheral Bus C Address Map

Table 8-7. Peripheral Bus C Address Map

0x4480_4000
0x4480_6000
0x4480_8000
0x4480_A000
0x4480_C000
0x4480_E000
0x4481_0000
0x4481_2000
0x4481_4000
0x4481_6000
0x4481_8000
0x4481_A000
0x4481_C000
0x4481_E000

0x4481_1FFF
0x4481_FFFF
0x4482_1FFF
0x4482_3FFF
0x4482_7FFF
0x4483_FFFF
0x4484_1FFF
0x4484_FFFF
0x4485_1FFF
0x4485_FFFF
0x4486_1FFF
0x4486_FFFF
0x4487_1FFF
OX448E_FFFF

Peripheral Bus C Address Map
Peripheral on APB Start Address End Address

SERCOMA4
SERCOM5
SERCOM6
SERCOM7
TCC4
TCCS5
TCC6
TCC7
ADC
AC
PTC
125
PCC
CCL
PDEC
CANO
CAN1
ETH
TRNG
SDMMCO
SDMMC1
USBHS
EBI
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0x4500_0000
0x4500_2000
0x4500_4000
0x4500_6000
0x4500_8000
0x4500_A000
0x4500_C000
0x4500_E000
0x4501_0000
0x4501_2000
0x4501_4000
0x4501_6000
0x4501_8000
0x4501_A000
0x4501_C000
0x4501_E000
0x4502_0000
0x4502_2000
0x4502_4000
0x4502_6000
0x4502_8000
0x4502_A000
0x4502_C000

0x4500_1FFF
0x4500_3FFF
0x4500_5FFF
0x4500_FFFF
0x4501_1FFF
0x4501_3FFF
0x4501_5FFF
0x4501_FFFF
0x4502_FFFF
0x4503_1FFF
0x4505_FFFF
0x4506_1FFF
0x4506_3FFF
0x4506_FFFF
0x4507_1FFF
0x450F_FFFF
0x4502_1FFF
0x4502_3FFF
0x4502_5FFF
0x4502_7FFF
0x4502_9FFF
0x4502_BFFF
0x4502_CFFF



8.8.  Peripheral Bus AHB Address Map

Table 8-8. Peripheral Bus AHB Address Map

Peripheral Bus AHB Address Map

Peripheral on AHB Start Address End Address

RSVD 0x4F00_0000
SQI0 0x4F00_8000
SQI 0x4F00_9000
HSUSB 0 0x4F01_0000
HSUSB 1 0x4F01_2000

8.9. Flash CFM Configuration Address Map

Table 8-9. Flash CFM Configuration Address Map

0x4F00_7FFF
Ox4F00_8FFF
Ox4FO00_9FFF
Ox4F01_1FFF
Ox4F01_3FFF

FLASH CFM CONFIGURATION ADDRESS MAP

0x0A00_0000 0x0AQ0_OFFF 4 KB 1
0x0A00_1000 O0x0AOQ0_1FFF 4 KB 1
0x0A00_2000 0x0AOQ0_2FFF 4 KB 1
0x0A00_3000 O0x0AQ0_3FFF 4 KB 1
0x0A00_4000 O0x0AOQ0_4FFF 4 KB 1
0x0A00_5000 O0x0AOQO0_5FFF 4 KB 1
0x0A00_6000 0x0AQ0_6FFF 4 KB 1
0x0A00_7000 O0x0AQ0_7FFF 4 KB 1
0x0A00_8000 O0x0AQO0_8FFF 4 KB 2
0x0A00_9000 O0x0AQ0_9FFF 4 KB 2
0x0A00_A000 OxOAQO_AFFF 4 KB 2
0x0A00_B00O OxOAOO_BFFF 4 KB 2
0x0A00_C000 0x0AQ0_CFFF 4 KB 2
0x0A00_D000 0x0AQO0_DFFF 4 KB 2
0x0A00_EO00 O0x0AOQO_EFFF 4 KB 2
0x0AQ00_F000 0x0AQO_FFFF 4 KB 2
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User CFG-1
User NVMOTP-1
BOOT CFG-1
RSVD
DAL CFG
RSVD
CAL-Backup
CAL-OTP, CAL, Variant, FFF, F2RR, F1RR
User CFG-2
User NVMOTP-2
BOOT CFG-2
RSVD
RSVD
RSVD
RSVD
RSVD



9.
9.1.

9.1.1.

Peripherals

Register Description

Registers Properties

Registers can be 8, 16, or 32 bits wide. Atomic 8-bit, 16-bit and 32-bit accesses are supported. In
addition, the 8-bit quarters and 16-bit halves of a 32-bit register, and the 8-bit halves of a 16-bit
register can be accessed directly.

PAC Write-Protection Register Property:

Some registers are optionally write-protected by the Peripheral Access Controller (PAC). The PAC
write protection is denoted by the "PAC Write-Protection" property in each individual register
description. For more details, refer to the PAC - Peripheral Access Controller.

Read-Synchronized, Write-Synchronized Register Property:

Some registers (or bit fields within a register) require synchronization when read and/or written.
Synchronization is denoted by the "Read-Synchronized” (bits) and "Write-Synchronized” (bits)
property in each individual register description. For more details, refer to Register Synchronization.

Enable-Protected Register Property:

Some registers (or bit fields within a register) can only be written when the peripheral is disabled.
Such protection is denoted by the "Enable-Protected” (bits) property in each individual register
description.

Mix-Secure Peripherals Register Property:
A Mix-Secure Peripheral has different types of registers (Non-Secure, Secure, Write-Secure, Mix-
Secure, and Write-Mix-Secure) with different access permissions for each bit field.

In the following register descriptions, the access permissions are specified.
Bit 7 6 5 4 3 2 1 0

| CMD[7:0]
Access  R/-RW RI-RW RI-RW RI-RW RI-RW RI-RW RI-RW RI-RW

TrustZone Non-Protected Devices Access
TrustZone Protected Devices Non-Secure Access
TrustZone Protected Devices Secure Access

For additional information, refer to Implementation Defined Attribution Unit (IDAU).

Bitfield Access Properties:
The access properties of bit fields within a register are defined as follows:

Table 9-1. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
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9.1.2. Registers Access Permissions
Each Peripheral has different register access permissions depending on the following:
+ Its PAC Security Attribution (Secure or Non-Secure)
« Ifitis a Mix-Secure Peripheral: PORT, EIC
« Ifitis an Always Secure Peripheral: IDAU
« Ifitis an Always Non-Secure Peripheral: DSU
Peripherals excluding Mix-Secure Peripherals case:
+ Ifthe peripheral is configured as Non-Secure in the PAC:
- Secure access and Non-Secure access are granted
« If the peripheral is configured as Secure in the PAC:
- Secure access is granted
- Non-Secure access is discarded (Write is ignored, read 0x0) and a PAC error is triggered

Always Secure Peripheral case (IDAU) :

+ Secure access is granted
* Non-Secure access is discarded (Write is ignored, read 0x0) and a PAC error is triggered

Always Non-Secure Peripheral case (DSU):

+ Secure access and Non-Secure access are granted

Mix-Secure Peripherals case (PORT, EIC):

+ Ifthe peripheral is configured as Non-Secure in the PAC:
- Secure access and Non-Secure access are granted

+ If the peripheral is configured as Secure in the PAC:
- The peripheral behaves like a Mix-Secure peripheral

For additional information, refer to Implementation Defined Attribution Unit (IDAU).

9.1.3. Register Synchronization

9.1.3.1. Overview

Most of the peripherals are composed of one digital bus interface connected to the APB or AHB bus
and running from a corresponding clock in the Main Clock domain, and one peripheral core running
from the peripheral Generic Clock (GCLK).

Communication between these clock domains must be synchronized. This mechanism is
implemented in hardware, so the synchronization process takes place even if the peripheral generic
clock is running from the same clock source and on the same frequency as the bus interface.

As shown in the following figure, each register that requires synchronization has its individual
synchronizer and its individual synchronization status bit in the Synchronization Busy register
(SYNCBUSY).

Note: For registers requiring read-synchronization and write-synchronization, the corresponding bit
in the SYNCBUSY register is shared.

Synchronization is denoted by the "Read-Synchronized” (bits) and "Write-Synchronized” (bits)
property in each individual register description.
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Figure 9-1. Register Synchronization Overview

Asynchronous Domain
(GCLK)

Synchronous Domain
(CLK_APB)

%

\/

Non Sync’d reg

SYNCBUSY

Write-Sync’'d reg| Write-only register

Read-Sync’'d reg| Read-only register

<}:{> R/W-Sync'd reg | R/W register

Write-Sync’'d reg| R/W register

Non Sync’'d reg | Read-only register

|
[S]
INTFLAG (%

TTITT10 13

9.1.3.2. General Write Synchronization

Write-Synchronization is triggered by writing to a register in the peripheral clock domain (GCLK).
The respective bit in the Synchronization Busy register (SYNCBUSY) will be set when the write-
synchronization starts and cleared when the write-synchronization is complete. Refer also to
Synchronization Delay.

When write-synchronization is ongoing for a register, any subsequent write attempts to this register
will be discarded, and an error will be reported though the Peripheral Access Controller (PAC).

For example, the REGA, REGB are 8-bit core registers, and the REGC is a 16-bit core register.

0x00 REGA
0x01 REGB
0x02 REGC
0x03

Synchronization is per register, therefore multiple registers can be synchronized in parallel.
Consequently, after the REGA (8-bit access) was written, the REGB (8-bit access) can be written
immediately without error.

The REGC (16-bit access) can be written without affecting the REGA or REGB registers. If the REGC
register is written to in two consecutive 8-bit accesses without waiting for synchronization, the
second write attempt will be discarded and an error is generated through the PAC.
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9.1.3.3.

9.1.3.4.

9.1.3.5.

A 32-bit access to offset 0x00 will write all three registers. The REGA, REGB, and REGC registers can
be updated at different times because of independent write synchronization.

General Read Synchronization

Read-synchronized registers are synchronized each time the register value is updated but the
corresponding SYNCBUSY bits are not set. Reading a read-synchronized register does not start a
new synchronization, it returns the last synchronized value.

Note: The corresponding bits in SYNCBUSY will automatically be set when the device wakes up
from sleep because read-synchronized registers need to be synchronized. Therefore reading a
read-synchronized register before its corresponding SYNCBUSY bit is cleared will return the last
synchronized value before sleep mode.

Moreover, if a register is also write-synchronized, any write access while the SYNCBUSY bit is set will
be discarded and generate an error.

Completion of Synchronization

In order to check if synchronization is complete, the user can either poll the relevant bits in
SYNCBUSY or use the Synchronization Ready interrupt (if available). The Synchronization Ready
interrupt flag will be set when all ongoing synchronizations are complete, i.e. when all bits in
SYNCBUSY are '0'.

Synchronization Delay

The synchronization will delay read and writer accesses by a certain amount. This delay D is within
the range of:

S5xPgcrk + 2%Papg < D < 6XPgc i + 3%Papg

Where,

PccLk is the period of the generic clock and Papg is the period of the peripheral bus clock. A normal
peripheral bus register access duration is 2xPpg.
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10. Processor and Architecture
Refer to Arm reference documents ARM Cortex-M33 Processor Data Sheet and ARM Cortex-M33
Technical Reference Manual, available for download at the following location: www.arm.com.
10.1. Overview
The following table provides the configuration for the Arm Cortex-M33 processor in the PIC32CK
SG/GC devices.
Table 10-1. Arm Cortex-M33 Configuration
Debug
Comparator set Full comparator set: 4 DWT and 8 FPB comparators
ETM support Instruction ETM interface
Internal Trace support (ITM) ITM and DWT trace functionality implemented
CTland WIC Not embedded
TCM
ITCM maximum size 128 KB
DTCM maximum size 128 KB
Cache
Cache size 16 KB for instruction cache, 16 KB for data cache
Number of sets 256 for instruction cache, 128 for data cache
Number of ways 2 for instruction cache, 4 for data cache
Number of words per cache line 8 words (32 bytes)
ECC on Cache Embedded
NVIC
IRQ number 158
IRQ priority levels 8
MPU
Number of regions 8
FPU
FPU precision Single precision
10.2. Nested Vectored Interrupt Controller

10.2.1. Overview

The Nested Vectored Interrupt Controller (NVIC) provides the user interface to control the external
and on-chip peripheral interrupts. The NVIC provides up to 158 interrupt sources (unused sources
are reserved for future use) that can be programmed with eight different priority levels. The NVIC is
included as part of the CPU. For more details, refer to the “Cortex-M33 Technical Reference Manual”,
which is available for download at (www.arm.com).

10.2.2. NVIC Interrupt Line Mapping
Each of the interrupt lines is connected to a single peripheral instance, as shown in the table below.
Each peripheral can have one or more interrupt flags, located in the peripheral’s Interrupt Flag
Status and Clear (INTFLAG) register.

An interrupt flag is set when the interrupt condition occurs. Each interrupt in the peripheral can be
individually enabled by writing a '1' to the corresponding bit in the peripheral’s Interrupt Enable Set
(INTENSET) register and disabled by writing '1' to the corresponding bit in the peripheral’s Interrupt
Enable Clear (INTEN- CLR) register.
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An interrupt request is generated from the peripheral when the interrupt flag is set when the

corresponding interrupt is enabled.

An interrupt request will set the corresponding interrupt pending bit in the NVIC interrupt pending
registers (SETPEND/CLRPEND bits in ISPR/ICPR).

For the NVIC to activate the interrupt, it must be enabled in the NVIC interrupt enable register
(SETENA/ CLRENA bits in ISER/ICER). The NVIC interrupt priority registers IPRO-IPR7 provide a priority

field for each interrupt.

Table 10-2. NVIC Interrupt Mapping

NVIC Interrupt Mapping

FCR - PFM READ Controller

FCW - PFM WRITE Controller
PM - Power Manager

SUPC - Supply Controller
OSCCTRL - Oscillators Control

OSC32KCTRL- 32kHz Oscillators Control
MCLK - Main Clock

FREQM - Frequency Meter

WDT - Watchdog Timer

RTC - Real-Time Counter

EIC - External Interrupt Controller

PAC - Peripheral Access Controller
TRAM - Trust RAM
PORT - Port A/B/C/D
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0
1
2
3
4
5:
6
7
8
9
1

0
11
12

1 ECERR

: FAULT or CRCERR FLT, CRC

: FCW MAIN

: SLEEPRDY

: LVDET, LVDRDY, BORVDDUSB_0, ADDVREGRDY_0

XOSCFAIL, XOSCRDY, CLKFAIL

: DFLLRDY, DFLLLOCK, DFLLOVF, DFLLUNF, DFLLRCS, DFLLFAIL
: PLLLOCKR

: XOSC32KRDY, XOSC32KFAIL

: CKRDY

: DONE, WINMON
tEW
: PER_O, PER_1, PER_2, PER_3, PER_4, PER_5, PER_6, PER_7, CMP_0, CMP_1,

CMP_2, CMP_3, TAMPER, OVF
NMI : EXTINT_NMI

13:
14:
15:
16:
17:
18:
19:

EXTINT_O
EXTINT_1
EXTINT_2
EXTINT_3
EXTINT 4
EXTINT_5
EXTINT_6
CEXTINT_7
:EXTINT_8

: EXTINT_9
:EXTINT_10
CEXTINT_11
: EXTINT_12
D EXTINT_13
:EXTINT_14
: EXTINT_15
:NSCHK
:ERR

: ERR, DRP

: NSCHK_0, NSCHK_1, NSCHK_2, NSCHK_3



Table 10-2. NVIC Interrupt Mapping (continued)

NVIC Interrupt Mapping

: Priority O

DMAQO - Direct Memory Access Controller 0

DMAT1 - Direct Memory Access Controller 1

HMATRIX

EVSYS - Event System Interface

SERCOMO - Serial Communication Interface 0

SERCOMT1 - Serial Communication Interface 1

SERCOM?2 - Serial Communication Interface 2

SERCOMS3 - Serial Communication Interface 3

TCCO - Timer Counter Control 0
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: Priority 1
: Priority 2
: Priority O
: Priority 1
: CMCC, PRM HMATRIX
:EVD_0, OVR_0
:EVD_1, OVR_1
:EVD_2, OVR_2
:EVD_3, OVR_3

EVD_4, OVR_4, EVD_5, OVR_5, EVD_6, OVR_6, EVD_7, OVR_7, EVD_8, OVR_S,
EVD_9, OVR_9, EVD_10, OVR_10, EVD_11, OVR_11, NSCHK

: ERROR, RXBRK
: DRE/PREC

46 : TXC/AMATCH
47 : RXC/DRDY

: RXS/SSL/TXFE

: CTSIC/RXFF

: ERROR, RXBRK
: DRE/PREC

: TXC/AMATCH

: RXC/DRDY

: RXS/SSL/TXFE

: CTSIC/RXFF

: ERROR, RXBRK
: DRE/PREC

: TXC/AMATCH

: RXC/DRDY

: RXS/SSL/TXFE

: CTSIC/RXFF

: ERROR, RXBRK
: DRE/PREC

: TXC/AMATCH

: RXC/DRDY

: RXS/SSL/TXFE

: CTSIC/RXFF

: CNT, DFS, ERR, FAULTA, FAULTB, FAULTO, FAULT1, OVF, TRG, UFS
:MC_0
:MC1
:MC_2
:MC_3
:MC 4
:MC.5
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Table 10-2. NVIC Interrupt Mapping (continued)

NVIC Interrupt Mapping

75 : CNT, DFS, ERR, FAULTA, FAULTB, FAULTO, FAULT1, OVF, TRG, UFS
76 : MC_0
77 : MC_1
TCC1 - Timer Counter Control 1 78 : MC_2
79:MC_3
80:MC_ 4
81:MC5
82 : CNT, DFS, ERR, FAULTA, FAULTB, FAULTO, FAULT1, OVF, TRG, UFS
83:MC_O
84 : MC_1
TCC2 - Timer Counter Control 2 85:MC_2
86:MC_3
87:MC_4
88: MC_5
89 : CNT, DFS, ERR, FAULTA, FAULTB, FAULTO, FAULT1, OVF, TRG, UFS
90:MC_0
91:MC_1
TCC3 - Timer Counter Control 3 92:MC_2
93:MC_3
94 : MC_4
95:MC_5
96 : ERROR, RXBRK
97 : DRE/PREC
SERCOMA4 - Serial Communication Interface 4 98 : TXC/AMATCH
99 : RXC/DRDY
100 : RXS/SSL/TXFE
101 : CTSIC/RXFF
102 : ERROR, RXBRK
103 : DRE/PREC
SERCOMS - Serial Communication Interface 5 104+ TXC/AMATCH
105 : RXC/DRDY
106 : RXS/SSL/TXFE
107 : CTSIC/RXFF
108 : ERROR, RXBRK
109 : DRE/PREC
SERCOMEG - Serial Communication Interface 6 110 TXC/AMATCH
111 : RXC/DRDY
112 : RXS/SSL/TXFE
113 : CTSIC/RXFF
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Table 10-2. NVIC Interrupt Mapping (continued)

NVIC Interrupt Mapping

114 : ERROR, RXBRK

115 : DRE/PREC

116 : TXC/AMATCH
SERCOM?7 - Serial Communication Interface 7

117 : RXC/DRDY

118 : RXS/SSL/TXFE

119 : CTSIC/RXFF

120 : CNT, DFS, ERR, FAULTA, FAULTB, FAULTO, FAULT1, OVF, TRG, UFS

TCC4 - Timer Counter Control 4 121 :MC_O
122:MC1
123 : CNT, DFS, ERR, FAULTA, FAULTB, FAULTO, FAULT1, OVF, TRG, UFS
TCC5 - Timer Counter Control 5 124 : MC_0
125: MC_1
126 : CNT, DFS, ERR, FAULTA, FAULTB, FAULTO, FAULT1, OVF, TRG, UFS
TCC6 - Timer Counter Control 6 127 :MC_0
128 : MC_1
129 : CNT, DFS, ERR, FAULTA, FAULTB, FAULTO, FAULT1, OVF, TRG, UFS
TCC7 - Timer Counter Control 7 130: MC_O
131 :MC1
ADC - Analog Digital Controller 132 : ADC Global Interrupt, 133 : ADC Core O Interrupt, 134-137 : Reserved
AC - Analog Comparator 138 : COMP_0, COMP_1, WIN_O
PTC - Peripheral Touch 139: EOC, WCOMP, ACRRDY
SPI_IXS - AUDIO SPI IxXS 140 : SPI_IXS
PCC - Parallal Capture Controller 141 :PCC
PDEC 142 : DIR, ERR, MC_0, MC_1, OVF, VLC
CANO - Control Area Network 143 : LINE_O, LINE_1, ERROR
CANT1 - Control Area Network 144 : LINE_O, LINE_1, ERROR
ETH - Ethernet MAC 145:Q_0
SQI - Quad SPI interface 146 :SQl
TRNG - True Random Generator 147 :1S0
SDMMCO- SD/MMC Host Controller 0 148 : LINE, TIMER
SDMMC1 - SD/MMC Host Controller 1 149 : LINE, TIMER

150 : EORSM_DNRSM, EORST_RST, LPM_DCONN, LPMSUSP_DDISC, MSOF,
RAMACER, RXSTP_TXSTP[0:7], STALLO_STALL[0:7], STALL1[0:7], SUSPEND,
TRFAILO_TRFAIL[O:7], TRFAIL1_PERR[0:7], UPRSM, WAKEUP
USBFS - Full-Speed Universal Serial Bus 151 : SOF HSOF
152 : TRCPTO[0:7]
153 : TRCPT1[0:7]
USBHS - High Speed Universal Serial Bus 154 : USBHS
155 : ERROR, TAMPER
HSM 156 : TXINT
157 : RXINT

Note: NVIC interrupt lines for modules which are not present on a specific part will be non-
functional.
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10.3. High-Speed Bus

10.3.1. Overview
The Bus Matrix implements a multi-layer AHB, based on the AHB-Lite protocol, that enables parallel
access paths between multiple AHB Hosts and Clients in a system, therefore increasing the overall
bandwidth. The normal latency to connect a Host to a Client is one cycle except for the default Host
of the accessed Client which is connected directly (zero cycle latency).

10.3.2. Bus Matrix Connectivity
The following figure shows the connectivity between Initiators and Targets.

There are three APB shared buses (APB A-C) which provide access to all peripheral SFR registers.
This is a shared connection as opposed to a dedicated connection provided by crossbars. Therefore,
only one Host may communicate to one particular APB shared bus at a time. During this time, no
other Host may communicate to an APB target on that particular APB shared bus. However, there
are no restrictions for two initiators to communicate to two different APB shared buses at the same
time.

Access to Data RAM Memory (DRM) is supported by five AHB target read/write ports (numbered
0-4) on the Multi-Channel RAM Controller (MCRAMC). The number shown for each MCRAMC initiator
indicates which port is used.
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Table 10-3. Bus Matrix Connectivity

CM33 Sys
cmcc
DMAO RD
DMAO WR
DMA1 RD
DMAT WR
SDMMCO
SDMMC1
High CANO

Speed Bus  CAN1
Initiators
ETH

DSU
SQI DMA
FCW
USBHS
HSM AUX

HSM
DMA

USBFS

Notes:

1. The FCR Controller supports one AHB target port.

2. Data RAM (DRM) access occurs through the Multi-Channel RAM Controller (MCRAMC), which
provides five AHB target ports numbered 0-4. The number shown indicates which port is used.
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11.
11.1.

11.2.

11.2.1.

11.3.

11.4.

Memories

Embedded Memories

* Internal high-speed Flash with Read-While-Write (RWW - Live Update) capability, (i.e., Erase/Write
on one Flash panel while executing code from other Flash panel, Flash divided equally into two
panels.)

+ Internal high-speed RAM, single-cycle access at full speed
« Internal backup RAM, single-cycle access at full speed

Physical Memory Map

The high-speed bus is implemented as a bus matrix. All high-speed bus addresses are fixed and
are never remapped in any way, even during boot. The 32-bit physical address space is mapped as
follows:

Table 11-1. Physical Memory Map

Size in KB (unless otherwise stated)
Memory Start Address
PIC32CK2051xx PIC32CK1025xx PIC32CK1012xx
4 4 4

Tightly Coupled Memory (TCM) 0x0000_0000

Boot Flash Memory 0x0800_0000 128 128 128
Configuration Flash Memory 0x0A00_0000 64 64 64
Program Flash Memory 0x0C00_0000 2048 1024 1024
Embedded SRAM 0x2000_0000 512 256 128
Peripheral Bridge A 0x4400_0000 256 256 256
Peripheral Bridge B 0x4480_0000 256 256 256
Peripheral Bridge C 0x4500_0000 256 256 256

Independent Peripherals 0x4600_0000 9 9 1

Flash Memory Parameters

A single page contains 4K Bytes which is applicable to all the device part numbers listed in the
“Configuration Summary”.

Number of pages available in a device part number will vary based on available maximum Flash
memory size.

Equation 11-1.

FlashSize(Bytes)
4Kbytes

NumberofPages =

SRAM Memory Configuration

Retention

Depending on the application and power budget needs, system memory can be retained in Standby
or Hibernate sleep modes. The amount of the SRAM retained in this mode is software selectable,

by writing the RAMCFG bits in the Power Manager Standby Configuration register and Hibernate
Configuration register respectively (PM.STDBYCFG.RAMCFG and PM.HIBCFG.RAMCFGQ).

PFM Error Correction

For safety applications, the PIC32CK SG/GC family of devices embed error correction codes (ECC) to
detect and correct single bit errors, or to enable dual-error detection for the system memory. The
ECC is software selectable through the ECCDIS bit in the NVM User Configuration. For additional
information, refer to the "NVM User Page Mapping - Dedicated Entries".
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11.5. Configuration Flash Memory (CFM)

There are eight dedicated pages of CFM Flash used for various configuration control. There is a
separate set of 8 pages in each Flash panel. The following table provides the CFM pages and their
system usage.

Table 11-2. Configuration Flash Memory (CFM) Address Map

Start Address End Address Flash Panel

0x0A00_0000 0x0AOQO0_OFFF 4 KB 1 User CFG-1
0x0A00_1000 0x0AQ00_1FFF 4 KB 1 User OTP-1
0x0A00_2000 O0x0AOQ0_2FFF 4 KB 1 BOOT CFG-1
0x0A00_3000 0x0AOQ0_3FFF 4 KB 1 RSVD
0x0A00_4000 0x0AQO0_4FFF 4 KB 1 RSVD
0x0A00_5000 O0x0AOQO0_5FFF 4 KB 1 RSVD
0x0A00_6000 0x0AOQ0_6FFF 4 KB 1 RSVD
0x0A00_7000 0x0AQ00_7FFF 4 KB 1 CAL-OTP
0x0A00_8000 O0x0AOQO0_8FFF 4 KB 2 User CFG-2
0x0A00_9000 0x0AQO0_9FFF 4 KB 2 User OTP-2
0x0A00_A000 0xO0AQO_AFFF 4 KB 2 BOOT CFG-2
0x0A00_B00O 0x0AQ0_BFFF 4 KB 2 RSVD
0x0A00_C000 0x0AQO0_CFFF 4 KB 2 RSVD
0x0A00_D000 0x0AO00_DFFF 4 KB 2 RSVD
0x0AQ00_EO00 OxOAOQO_EFFF 4 KB 2 RSVD
0x0A00_F000 0x0AOQ0_FFFF 4 KB 2 RSVD

Note: CAL-OTP is locked at manufacturing and cannot be changed.

Flash Panel One contains the following configuration pages:

« USER CFG (UCFG1): User configuration. Contains user specific configuration. such as Panel
Sequence Number, WDT configuration, Clock configuration, BOR configuration and so on.

+ USER OTP - (UOTP1): User OTP. One-time-programmable User OTP configuration. Contains user
serial number, User defined keys, custom analog calibration values, and so on.

+ BOOT CFG (BTCFG1): Boot configuration. Contains Chip Erase keys, Boot Options, Secure boot
configuration, and so on.

+ CAL-OTP (CCFG): Calibration mainly used by analog macros and device variant information.
Calibration data written by Factory Test Program. This page is programmed and locked at
manufacture and cannot be changed.

+ RSVD: Reserved page for future use or features available under NDA.

Flash Panel Two contains the following configuration pages:

+ USER CFG2 (UCFG2): Second user configuration. Format same as Panel 1 USER CFG

« USER OTP2 (UOTP2): Second user OTP. Format same as Panel 1 USER OPT

+ BOOT CFG2 (BTCFG2): Second boot configuration. Format same as Panel 1 BOOT CFG
« RSVD: Reserved page for future use or features available under NDA

Note: The USER OTPn Flash rows are write protectable by user software through the FCW.UOWP
register. The user OTP Flash cannot be erased using a page or chip erase. The user OTP Flash is
intended for the storage of the user system calibration data that must survive any Flash erase.
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11.5.1. User Configuration

The User Configuration values exist in the USER CFG page of CFM Flash Memory. Because this Flash
memory uses ECC the Sequence Number the User Configuration must exist in separate Flash words.
This is because they are often not written during the same programming sequence but ECC requires
a 256-bit Flash word to be written once only. The user configuration register names correspond to
Flash addresses as follows:

Table 11-3. User Configuration Map

0x0000 FSEQO BootROM Sequence Number

0x0004 FSEQ1 BootROM RSVD -Seq Num to determine boot Flash panel
0x0008 FSEQ2 BootROM RSVD -Seq Num to determine boot Flash panel
0x000C FSEQ3 BootROM RSVD -Seq Num to determine boot Flash panel
0x0010 FSEQ4 BootROM RSVD -Seq Num to determine boot Flash panel
0x0014 FSEQ5 BootROM RSVD -Seq Num to determine boot Flash panel
0x0018 FSEQ6 BootROM RSVD -Seq Num to determine boot Flash panel
0x001C FSEQ7 BootROM RSVD -Seq Num to determine boot Flash panel
0x0020 AFSEQO BootROM Reserved for alternate sequence number
0x0024 AFSEQ1 BootROM Reserved for a second sequence number
0x0028 AFSEQ2 BootROM Reserved for a second sequence number
0x002C AFSEQ3 BootROM Reserved for a second sequence number
0x0030 AFSEQ4 BootROM Reserved for a second sequence number
0x0034 AFSEQ5 BootROM Reserved for a second sequence number
0x0038 AFSEQ6 BootROM Reserved for a second sequence number
0x003C AFSEQ7 BootROM Reserved for a second sequence number
0x0040 FUCFGO BootROM=WDT WDT_CFG[31:0] (matches WDT SFRO-3)
0x0044 FUCFG1 Reserved Reserved

0x0048 FUCFG2 BootROM=SUPC DS Supply Monitor Overseer and Reference Configuration

Supply Monitor Overseer and Reference BOR

0x004C FUCFG3 BootROM=SUPC Configuration

0x0050 FUCFG4 BOOtROM=SUPC Supply Monitor gjvrffgif;t?g‘: Reference CKT

0x0054 FUCFG5 Reserved Reserved

0x0058 FUCFG6 (FCR)BootROM=FCR.ECCCTL NOTE : Matches FCR SFR ECCCTL bit order.

0x005C FUCFG7 (FCR)BootROM=FCR.CTRLB NOTE : Matches FCR SFR CTRLB bit order.

0x0060 FUCFGS8 (FCW)BootROM=FCW.CWP NOTE : Matches FCW.CWP SFR bit order.

0x0064 FUCFG9 BOOTROM Control BISR_RST_EN

0x0068 FUCFG10 BOOTROM Peripheral Bus A security attribution

0x006C FUCFG11 BOOTROM Peripheral Bus B security attribution

0x0070 FUCFG12 BOOTROM Peripheral Bus C security attribution

0x0074 FUCFG13 BOOTROM AHB Peripheral security attribution

0x0078 FUCFG14 BOOTROM PFM IDAU Configuration

0x007C FUCFG15 BOOTROM RAM IDAU Configuration

0x0080-0x00BC FUCFG16-FUCFG31 RSVD

0x00FC RSVD RSVD For FACTORY Undefined UCFG

0x0100 RSVD User SW Internal Use Reserved for USER Defined CFG
......... RSVD RSVD Reserved for USER Defined CFG

OXOFFC RSVD N/A Reserved for USER Defined CFG
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11.5.1.1. FSEQO
Name: FSEQO

Offset: 0x0000
Value after chip erase: OxFFFF_0001
Bits 31:16 SEQBAR[15:0] - Ones complement of sequence number
Bits 15:0 SEQNUMI15:0] - Sequence number
11.5.1.2. AFSEQO
Name: AFSEQO
Offset: 0x0020
Value after chip erase: OXFFFF_FFFF
Bits 31:16 ASEQBAR[15:0] - Ones complement of alternate sequence number
Bits 15:0 ASEQNUMI[15:0] - Alternate sequence number

11.5.1.3. FUCFGO - User Configuration Register 0 — WDT Configuration
Name: FUCFGO

Offset: 0x0040, Value after chip erase: 0x0
Bits 23-16 EWOFFSET[3:0] : Configuration setting for WDT.EWCTRL.EWOFFSET[3:0]
Bits 15-12 WDT_WINI[3:0] : Configuration setting for WDT.CONFIG.WINDOW([3:0]
Bits 11-8 PER[3:0] : Configuration setting for WDT.CONFIG.PER[3:0]
Bit 7 ALWAYSON : Configuration setting for WDT.CTRLA.ALWAYSON
Bit 6 RUNSTDBY : Configuration setting for WDT.CTRLA.RUNSTDBY
Bit 2 WEN : Configuration setting for WDT.CTRLA.WEN
Bit 1 ENABLE : Configuration setting for WDT.CTRLA.ENABLE
11.5.1.4. FUCFG1 - User Configuration Register 1 — Reserved
Name: FUCFG1
Offset: 0x0044, Value after chip erase: OXFFFF_FFFF

11.5.1.5. FUCFG2 - User Configuration Register 2 — SUPC DS Supply Monitor Overseer and Reference
(SMOR) Configuration

Name: FUCFG2
Offset: 0x0048, Value after chip erase: 0x00000079
Bits 6-3 CKT[3:0] : Reserved

Bits 2:1 BOR_TRIP[1:0] : BOR Trip Value
Note: See DCBOR Electrical Specifications.

Bit 0 BOR_HYS : BOR Hysteresis
Note: See DCBOR Hysteresis Electrical Specifications.

11.5.1.6. FUCFG3 - User Configuration Register 3 — SUPC Supply Monitor Overseer and Reference
(SMOR) BOR Configuration

Name: FUCFG3
Offset: 0x004C, Value after chip erase: 0x00000449
Bit 10 HYST_BOR_VDDREG
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0 20mv
1 40mV

Bits 8-7 BOR_TRIP_VDDA[1:0]
Bit 6 HYST_BOR_VDDA: AVDD_BOR (Brown-out Reset), Hysteresis Select

BOR_TRIP_AVDD HYST_BOR_AVDD

0x00 1.67-1.71V 0 20.0 mV
1 40.0 mV
0x01 2.19-2.22V 0 62.5mV
1 125 mV
0x02 2.63-2.67V 0 100 mVv
1 200 mV
0x03 2.96-2.96V 0 125 mVv
1 300 mV

Bits 2-1 BOR_TRIP_VDDIO[1:0]
Bit 0 HYST_BOR_VDDIO

BOR_TRIP_VDDIO HYST_BOR_VDDIO

0x00 1.67-1.71V 0 20.0 mV
1 40.0 mV
0x01 2.19-2.22V 0 62.5mV
1 125 mV
0x02 2.63-2.67V 0 100 mV
1 200 mV
0x03 2.96-2.96V 0 125 mVv
1 300 mV
Notes:

1. See BOR Electrical Specifications.
2. See BOR Hysteresis Electrical Specifications.
3. VDDA and AVDD are used interchangeably.

11.5.1.7. FUCFG4 - User Configuration Register 4 — Reserved
Name: FUCFG4

Offset: 0x0050, Value after chip erase: OxFFFF_FFFF
Bits 7-0: Reserved

11.5.1.8. FUCFG5 - User Configuration Register 5 — Reserved
Name: FUCFG5

Offset: 0x0054

Value after chip erase: OxFFFF_FFFF
Note: The user must always leave as OXFFFFFFFF.

11.5.1.9. FUCFG®6 - User Configuration Register 6 — FCR.ECCCTRL Configuration
Name: FUCFG6
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Offset: 0x0058, Value after chip erase: 0x0000_0070

Bits 15-8 SECCNT[7:0] : Single Error Control Configuration Bits

Bit 6 ECCUNLCK: NVM ECC Mode Control Unlock configuration bits
Bits 5-4 ECCCTRL[1:0] : NVM ECC Mode Control configuration bits

11.5.1.10. FUCFG7 - User Configuration Register 7 — Reserved
Name: FUCFG7

Offset: 0x005C, Value after chip erase: OxFFFF_FFFF

11.5.1.11. FUCFGS8 - User Configuration Register 8 - FCW.CWP Configuration
Name: FUCFGS8

Offset: 0x0060, Value after chip erase: 0x0000_0000

Bit 24 UC2WPLOCK: User Configuration Page 2 Write Protect Lock Bit
Bit 16 UCT1WPLOCK: User Configuration Page 1 Write Protect Lock Bit
Bit 8 UC2WP: User Configuration Page 2 Write Protect Bit

Bit 0 UCTWP: Boot Configuration Page 1 Write Protect Bit

11.5.1.12. FUCFG?9 - User Configuration Register 9 — RESERVED
Name: FUCFG9

Offset: 0x0064, Value after chip erase: OxFFFF_FFFF

11.5.1.13. FUCFG10 - User Configuration Register 10 — Peripheral Bus A security attribution
(BOOTROM_NONSECA)

Name: FUCFG10

Offset: 0x0068

Value after chip erase: 0x0000_0000
Bit 14: NONSECA_PAC

Bit 13: NONSECA_EIC

Bit 12: NONSECA_RTC

Bit 11: NONSECA_WDT

Bit 10: NONSECA_FREQM

Bit 9: NONSECA_MCLK

Bit 8: NONSECA_GCLK

Bit 7: NONSECA_OSC32KCTRL
Bit 6: NONSECA_OSCCTRL

Bit 5: NONSECA_RSTC

Bit 4: NONSECA_SUPC

Bit 3: NONSECA_PM

11.5.1.14. FUCFG11 - User Configuration Register 11 — Peripheral Bus B security attribution
(BOOTROM_NONSECB)

Name: FUCFG11

Offset: 0x006C

Value after chip erase: 0x0000_0000
Bit 16: NONSECB_TCC3

Bit 15: NONSECB_TCC2

Bit 14: NONSECB_TCC1
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Bit 13: NONSECB_TCCO

Bit 12: NONSECB_SERCOM3
Bit 11: NONSECB_SERCOM2
Bit 10: NONSECB_SERCOM1
Bit 9: NONSECB_SERCOMO
Bit 8: NONSECB_EVSYS

Bit 6: NONSECB_PRM

Bit 5: NONSECB_CMCC

Bit 4: NONSECB_HMATRIX
Bit 3: NONSECB_DMA1

Bit 2: NONSECB_DMAO

Bit 1: NONSECB_PORT

11.5.1.15. FUCFG12 - User Configuration Register 12 — Peripheral Bus C security attribution
(BOOTROM_NONSECC)

Name: FUCFG12

Offset: 0x0070

Value after chip erase: 0x0000_0000
Bit 23: NONSECC_EBI

Bit 22: NONSECC_USB

Bit 21: NONSECC_SDMMC1
Bit 20: NONSECC_SDMMCO
Bit 19: NONSECC_TRNG
Bit 18: NONSECC_ETH

Bit 17: NONSECC_CAN1

Bit 16: NONSECC_CANO
Bit 15: NONSECC_PDEC

Bit 14: NONSECC_CCL

Bit 13: NONSECC_PCC

Bit 12: NONSECC_SPI_IXS
Bit 11: NONSECC_PTC

Bit 10: NONSECC_AC

Bit 9: NONSECC_ADC

Bit 8: NONSECC_TCC7

Bit 7: NONSECC_TCC6

Bit 6: NONSECC_TCC5

Bit 5: NONSECC_TCC4

Bit 4: NONSECC_SERCOM7
Bit 3: NONSECC_SERCOM®6
Bit 2: NONSECC_SERCOMS5
Bit 1: NONSECC_SERCOM4

11.5.1.16. FUCFG13 - User Configuration Register 13 — AHB peripheral security attribution
(BOOTROM_NONSECAHB)

Name: FUCFG13

Offset: 0x0074

Value after chip erase: 0x0000_0000
Bit 3: NONSEC_AHB_SQI

Bit 2: NONSEC_AHB_USBHS
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Bit 1: NONSEC_AHB_HSM

11.5.1.17. FUCFG14 - User Configuration Register 14 — PFM IDAU Configuration

Name: FUCFG14

Offset: 0x0078

Value after chip erase: 0x0000_0000

Bit 16: IDAU_ANSC : Non-secure Flash application size

Bits 8-0: IDAU_ANS: Non-secure callable Flash application size

11.5.1.18. FUCFG15 - User Configuration Register 15 — RAM IDAU Configuration

Name: FUCFG15

Offset: 0x007C

Value after chip erase: 0x0000_0000

Bit 6-0: IDAU_RNS : Non-Secure Ram size

11.5.1.19. FUCFG16-31 - User Configuration Registers 16-31 — Reserved

11.5.2.

11.5.3.

Name: FUCFG16-31
Offset: 0x0080-0x00BC
Reserved

Note: FUCFG16 and FUCFG24 contain HSM_PTRMETAO and HSM_PTRMETAT1 respectively, and are
relevant only on variants with HSM enabled.

User OTPn,n=1,2

Each page in Flash is reserved for the user specific information, providing 4 Kbytes of emulated the
user OTP Memory. The four Flash rows of each page are write protectable by the user software
through the FCW.UOWP.UONWP[3:1] bits. The user OTP Flash cannot be erased using a page or chip
erase. The user OTP Flash is intended for the storage of users system calibration data that must
survive any Flash erase.

Boot Configuration

The Boot configuration page contains security information used by the Boot ROM. Information
such as the Boot ROM CRC-32 value will be stored within this reserved space. Both BootCFG1 and
BootCFG2 have the same mapping, the table below provides BootCFG mapping details.

Table 11-4. Bootcfg Mapping

<See Below:> 0xC0000000  Bootloader configurations
PFM_BCRP 0 1 0x0 Boot Config Page read protect bit
PFM_BCWP 1 1 0x0 Boot Config Page write protect bit
BROM_EN_BFMCHK 28 1 0x0 BFM CRC check enable
0A002000  BLDRCFG BROM_EN_PLL 29 1 0x0 PLL config enable for BFM
processings
BROM_EN_DALUN 30 1 0x1 Allow BootRom to apply DALUN
BROM_EN_ 31 1 01 AIIQW BootRom to apply Read &
RWLOCKS Write locks
<See Below:> OxFFFEO001 Sequence # for BootCfg page
0A002004 BROM_BSEQ SEQNUM 0 16 0x0001 Boot ROM Sequence Number
SEQBAR 16 16 OxFFFE 1's Complement of Seq. #
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Table 11-4. Bootcfg Mapping (continued)

BFM_CHK_ |
0A002008 TABLEPTR OxFFFFFFFF BFM CRC table pointer
0A002020 -
0A00207F Reserved
KEYVAL_ h ‘
0A002080 T70_CEALL 0 128 OXFFFF...FF Chip erase 3 (TZO_ALL) access key
CELOCK_ - -
0A002090 T20_CE_ALL 0 32 OXFFFFFFF Chip erase lock for TZ0O_ALL
0A002094 Reserved 0 96
KEYVAL_ :
0A0020A0 CRCCMD 0 128 OXFFFF...FF CRC access key
KEYCONFIG_ fio § ‘
0A0020B0 CRCCMD 0 128 OXFFFF...FF Config for CRC access key
KEYVAL_ Host-authenticated DAL elevation
0A0020C0 HOSTDALELEV 0 128 OXFFFF...FF key
KEYCONFIG_ Config for Host-authenticated DAL
0A0020D0 HOSTDALELEV 0 128 OXFFFF...FF elevation key
A002 A 5 ROM.CTRLA setting
0AO0020E0  ROM_CTRL. 0 3 OxFFFFFFFF (if BROM_PLL_EN=1)
A0020E4  FCR_CTRLA 2 FFFFFFFF FCR.CTRLA setting
0A0020 RC 0 3 Ox (if BROM_PLL_EN=1)
RPMU_ RPMU.VREGCTRL setting
0AO0020E8 VREGCTRL 0 32 OxFFFFFFFF (if BROM_PLL_EN=1)
PLLO.CTRL setting
0AOQ020EC  PLLO_CTRL 0 32 OxFFFFFFFF (if BROM_PLL_EN=1)
0A0020F0  PLLO_FBDIV 0 32 OxFFFFFFFF PLLO.FBDIV setting
o X (if BROM_PLL_EN=1)
0A0020 0 0 3 0 PLLO.REFDIV setting
Al F4 PLLO_REFDIV XFFFFFFFF (if BROM_PLL_EN=1)
2002 PLLO_ 5 PLLO.POSTDIVA setting
0A0020F8 POSTDIVA 0 3 LA (if BROM_PLL_EN=1)
A0020F MCLK_ ) — MCLK.CLKDIV1 setting
0A0020FC CLKDIV1 0 3 Ox (if BROM_PLL_EN=1)
0A002100 GCLK_ 0 3 — GCLK.GENCTRLO setting
GENCTRLO X (if BROM_PLL_EN=1)
0A002104 Reserved 0 96
A00211 SROLEL 12 FFFFFFFF R ble for b i
0A002110 BOOTCEGCRC 0 8 0x CRC table for bootcfg page
BROM. ker f d of verified d
0A002120 PAGEEND 0 0 OXFFFFFFFF Marker for end of verified data
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Notes:

+ PFM BootCfg read and write protects are disabled (BCWP =0, BCRP = 0)
« BROM_EN_BFMCHK = 0, BFM CRC check disabled

« BROM_EN_PLL =0, PLL config disabled

+ BROM_EN_DALUN is set (DAL setting will be applied at Boot ROM exit)

+ BROM_EN_RWLOCKS is set (Locks will be applied at Boot ROM exit)

11.6. BFM Integrity Check

The Boot ROM can optionally perform an integrity check of the Boot Flash Memory (BFM). If
BROM_EN_BFMCHK = 1, the Boot ROM calculates a CRC over the selected portion of the current BFM
and compares the calculated value to the expected value in a CRC table. If the CRC values do not
match, the Boot ROM enters interactive mode. The BFM_CHK_TABLEPTR word specifies the location
of the CRC table. Typically, the CRC table is stored in BFM. The default setting is BROM_EN_BFMCHK
=0.

When the CRC check fails for any reason (incorrect CRC table, ECC error, or CRC mismatch), the
STATUS_ERR_BFMCRC is placed on the Boot communication channel for use by a debugger and
interactive mode is called.

Table 11-5. CRC Table Format

Field HDR ADDR SIZE REFVAL
Offset 0x0 0x4 0x8 0xC
Value 0x43524349 0x00000000 0x100 OxAABBCCDD
Notes:

1. The start address must be a multiple of 4 (Only ADDR[31:2] are used).
2. The size must be a multiple of 4 (Only SIZE[31:2] are used).
3. The expected value is the computed CRC32 value of the memory target.

11.7. CAL OTP Configuration
The following values are programmed at the Factory and cannot be changed.

Table 11-6. CAL OTP Map

Base + 0x080 FCCFGO SUPC CFG_SMORO[31:0]
Base + 0x080 FCCFG1 SUPC CFG_SMORO[31:0]
Base + 0x0AO FCCFG8 SUPC/OSC32KCTRL [15:0] - CFG_DSSMOR_REF[15:0]
[31:16] - CFG_DSSMOR_CLK[15:0]
Base + 0x0CO FCCFG16 OSCCTRL CFG_DFLL48M[31:0]
Base + 0x0C4 FCCFG17 OSCCTRL [15:0] - CFG_XTAL[15:0]
[31:16] - RSVD
Base + OXOEOQ FCCFG24 SUPC [15:0] - CFG CALVREGSWO[15:0] (99ma)
[31:16] - CFG CALVREGSW1[15:0] (99ma)
Base + OXOE8 FCCFG26 SUPC [15:0] - CFG CALADDVREGO[15:0] ( 50 ma)

[31:16] - RSVD

Base + OxOEC FCCFG27 SUPC [15:0] - RSVD
[31:16] - CFG_CALVREGRAM[15:0] ( 50 ma)
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Table 11-6. CAL OTP Map (continued)

Base + Ox0F0

Base + Ox0F4

Base + 0x100

Base + 0x104

Base + 0x108

Base + 0x144

Base + 0x148

Base + 0x14C

Base + 0x160

Base + 0x164

Base + 0x168

Base + 0x16C

Base + 0x180

Base + 0x184
Base + 0x188

Base + 0x18C
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FCCFG28

FCCFG29

FCCFG32

FCCFG33

FCCFG34

FCCFG49

FCCFG50

FCCFG51

FCCFG56

FCCFG57

FCCFG58

FCCFG59

FCCFG64

FCCFG65
FCCFG66

FCCFG67

SUPC

SUPC

DSU[DID]
DSU[DCFGO]

DSU[DCFG1]

DSU[DCFG2]

MBISTINTF

MBISTINTF

MBISTINTF
BOOTROM -> RPMU

[BRRPMU_CAL]
BOOTROM -> RPMU
[BRCFGPWSAKDLY]
BOOTROM -> RPMU
[BRCFGRINGOSC]

BOOTROM

User SW => PTC

User SW => ADC
User SW => AC
(CTRLCQ)

User SW => USBHS Squelch

[3:0] - CALCP[3:0]
[7:4] - RSVD

[15:8] - CALSUPC[7:0]
[31:16] - RSVD

[7:0] - CALUSERLDO[7:0]
[31:8] - RSVD

7:0] - RSVD [3:0], PFM_SZ[3:0],
15:8] - DRM_SZ [7:0]
23:16] - RSVDI[3:0] ,FPACKAGE[3:0]

[
[
[
[31:24] - DID_DEVSEL[7:0]

[7:0] - ME_HSM, DPA, RSVD, ME_SPI_IXS, RSVD,

ME_SQI, ME_SDMMC1, SDMMCO

[15:8] - ME_TCC7, ME_TCC6, ME_TCCS5,
ME_TCC4, ME_TCC3, ME_TCC2, ME_TCC1,
ME_TCCO

[23:16] - ME_SERCOMS5, ME_SERCOM4,
ME_SER-COM3, ME_SERCOM2, ME_SERCOM1,
ME_SER-COMO, RSVD[1:0]

[31 :24] - ME_EBI, ME_PCC, ME_ETH, ME_PTC,
RSVD[1:0], ME_SERCOM7, ME_SERCOM®6

[7:0] - RSVD[5:0], ME_CAN1, ME_CANO

[15:8] - ME_DMAOCHI5:0], ME_USBFS,
ME_USBHSO

[23:16] - ME_DMA1CH[5:0], RSVD, ME_PDEC
[31:24] - RSVD (for ME_ACPAIR_SEL[7:0])
MEM_MARGINO[31:0]

MEM_MARGIN1[31:0]

MEM_MARGIN2[31:0]

BRRPMU_CAL[31:0]

BRCFGPWSAKDLY [31:0]

BRCFGRINGOSC [31:0]

Change IDAU settings when TrustZone is
disabled

[15:0] - PTCCFGO[15:0]

[31:16] - RSVD[15:0]
ADCCFGO[31:0]

[7:0] - RSVD [7:4], CONFIG[3:0]
[31:8] - RSVD

[3:0] - CFG_USB_PHY[3:0]
[31:4] - RSVD
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11.8.

Table 11-6. CAL OTP Map (continued)

Base + 0x190 FCCFG68 User SW => USBFS.PAD-CAL  [4:0]: TRANSP[4:0]
[5]: RSVD

[10:6]: TRANSN[4:0]

[11]: RSVD

[14:12] TRIM[2:0]

[31:15]: RSVD

Base + 0x1AQ FCCFG72 User SW => ETH FMAC[31:0]

Base + 0x1A4 FCCFG73 User SW =>ETH [15:0] - FMAC[47:32]
[31:16] - RSVD[15:0]

Unique ID (UID)
The PIC32CK SG/GC provides a 128 bit (UNIQIDWn, n = 0,1,2,3) which conforms to the version

4 UUID format. See the following table for the location in Flash memory. The unique ID is
programmed onto the device at manufacture.

For more information on the standard, refer to the RFC4122 at tools.ietf.org/html/rfc4122.

The version 4 UUID is a 128-bit value which includes 122-bit random value + 2-bit variant code

+ 4-bit version code. The random value can be generated using the TRNG on the device or with
external equipment during test. This form of UID is referred to as a statistically guaranteed unique
value because the possibility of a collision is infinitesimally small. It has the advantage that UID
values are unique across vendors without the need for a central authority to manage the number
space.

Table 11-7. Unique ID Map

Base + 0xO1EQ UNIQIDWO User SW  UID[31:0] - Unique ID Word 0
Base + Ox01E4 UNIQIDW1 User SW  UID[63:32] - Unique ID Word 1
Base + 0x01E8 UNIQIDW2 User SW  UID[95:64] - Unique ID Word 2
Base + 0x01EC UNIQIDW3 User SW  UID[127:96] - Unique ID Word 3
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12. Hardware Security Module (HSM)

12.1. Features
The following are key features of the HSM module:
« User programmable Arm M0+CPU
+ Hardware security partition with 128 kB local RAM
+ Standard firmware for turnkey operation
« High performance cryptographic accelerators
« AES, TDES, ChaCha20, SHA-2, SHA-1, Poly1305, RSA, ECC
+ Secure non-volatile key storage
+ Secure boot
+ Secure debug
¢ True Random Number Generator(TRNG)
* Real Time Clock (RTC)
« Tamper response module
+ Backup registers
+ AHB DMA Interface
* AHB Host Interface

12.2. Performance

Table 12-1. HSM Performance ()

Authenticated Encryption with Associated Data Algorithms

AES-GCM 130 Mbps
Digital Signature

ECDSA P-256 Sign 3.5 ms
ECDSA P-256 Verify 3.8 ms
ECDSA P-384 Sign 9.0 ms
ECDSA P-384 Verify 10.5 ms
Hash Algorithms

SHA1 600 Mbps
SHA2-224 710 Mbps
SHA2-256 710 Mbps
SHA2-384 890 Mbps
SHA2-512 890 Mbps
Key Agreement Scheme (KAS) Algorithms

KAS SECP256R1 3.7 ms
KAS SECP384R1 9.1 ms
Random Number Generator (RNG) Algorithms

TRNG (1 50 Mbps
Symmetric Algorithms

AES 128 670 Mbps
AES 192 620 Mbps

@ MICROCHIP



Table 12-1. HSM Performance ) (continued)

AES 256 570 Mbps
Notes:

1. 100 KB output.
2. ECB, CBCand CTR modes.
3. Main clock and HSM clock are configured for 120MHz.

Note: Contact a local Microchip Sales Office for more information on this module available under a
non disclosure agreement.
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13. Multi-Channel RAM Controller (MCRAMC)

13.1. Overview

The MCRAMC provides memory controller functions as well as ECC and fault injection for the System
RAM (DRM).

The memory controller provides up to 8 AHB ports which provide access the system RAM. Each
port is guaranteed 100% bandwidth to the entire system RAM. However, there may be a latency
penalties if more than one port attempts to access the same memory bank. The CPU master has
exclusive access to AHB port 0 which is configured to a higher priority than other AHB ports. This
configuration provides the CPU with the lowest overall latency to the system memory.

The memory controller also provides ECC and fault injection. The user can optional enable/disable
ECC correction of read data. ECC values are always calculated and stored for writes. Both SEC and
DED errors are logged and each event can generate an interrupt. On a SEC, the controller returns
corrected data. On a DED, the controller generates a slave bus error. The MCRAMC implements up
to four memory banks or channels. RAM must be distributed evenly across all channels.

Note: This module can only be configured by PIC32CK1012 devices.
13.2. Features
Embedded Characteristics:

« ECC Single Error Correction on the fly

+ ECC correction automatic write-back to RAM

+ ECC synchronous abort exception for recoverable Double Error capability
+ ECC test with fault injection

+ ECCerror status report and interrupt signaling

13.3. Block Diagram
The following figure illustrates the block diagram of the MCRAMC.

Figure 13-1. MCRAMC Block Diagram

Multi-Channel RAM Controller
APB bus
< > craa APB Interface FLTADDR
INTSTA FLTPTR
Control
& statusy A 4
wdata ECc Fault Injection wdata
Multiport Encoder _/ ecc bits
AHB bus ram address and control f RAM
=P AHB Core » Memory
Banks
errors
< pmm— ECC rdata, ecc bits
corrected Decoder
data
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13.4. Functional Description

13.4.1. ECC SECDED - ECC Functionality

The ECC decoding is enabled or disabled with the CTRLA.ENABLE bit. After reset the Rom code will
copy the BOOTCFG1.BOOT_FLAG.RAM_INIT_ENB fuse in the CTRLA.ENABLE bit.

The ECC feature can then be disabled and re-enabled using the same bit (for testing the ECC feature,
for example, as detailed in the “ECC testing” chapter).

This disabling or enabling only applies to ECC decoding upon reads. The ECC encoding upon writes
is always enabled and cannot be disabled.

Each 32-bit data word in SRAM is completed by 7 additional ECC bits, which are not accessible by the
user.

Upon any 8-bit, 16-bit, or 32-bit write in the memory, the 7 ECC bits are computed and stored along
with the data (The 8-bit or 16-bit writes are actually composed of an atomic read 32 bits, modify,
write 32 bits).

Upon any 8-bit, 16-bit, or 32-bit read in the memory, if the ECC feature is disabled, then single or
double errors are not detected, and not corrected. If the ECC feature is enabled, the ECC syndrome
is computed on the related 32 data bits and 7 ECC bits.

Single-bit error read correction is performed on the fly with no penalty.
The MCRAMC writes back any corrected data into the RAM.

Simply reading the sensitive RAM content on a regular basis, for example from a DMA Host,
prevents bit error accumulation. This is known as ECC memory scrubbing.

Double-bit error read detection triggers a bus error response from the MCRAMC, typically leading
to a synchronous abort exception at the bus Host. This enables stopping of the bus Host access
sequence precisely at the faulty address.

Upon a bus error response, the faulty address is registered in Error Capture Address Register.

If the corrupted RAM word laying at the 32-bit aligned address was originally provided from a non
volatile memory, that is, CPU instruction, it can be safely copied again into the RAM before returning
from the abort exception handler. If the abort exception is immediately re-entered, there are ‘stuck-
at’ bits in the corrupted memory word, which requires applying self-patching code technics prior
returning from the abort exception handler.

Another example is if the corrupted RAM word was part of a DMA buffer from a communication
peripheral, the communication might be retried if the DMA master has support for transfer error
response.

13.4.2. SRAM Initialization

After a reset, the SRAM content (data and ECC) is random and the ECC feature may be enabled
depending on the BOOTCFG1.BOOT_FLAG.RAM_INIT_ENB fuse value.

If the ECC feature is enabled, any 32-bit write will initialize the data and the related ECC bits.
However, 8-bit or 16-bit writes (which imply an internal read32/modify/write32) will probably trigger
a single or double error on the internal 32-bit read (depending on the randomness of the 39 bits in
memory). Consequently, the SRAM content must be initialized before it can be used.

The simplest option is to program a basic FOR loop filling the whole memory or to program a DMA
transfer. The written data can take any value. However, care must be taken to only perform 32-bit
writes in SRAM to access variables or DMA descriptors, and to not overwrite these data during

the memory fill. The ECC bits will then be computed for each write and the memory will then be
available for normal use.
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13.4.3. ECC Testing

For ECC testing purpose, single-bit or double-bit faults can be injected during writes at a specific
address. The address needs to be programmed in the MCRAMC Fault Injection Address Register
(MCRAMC.FLTADDR), the bits to be flipped need to be programmed in the MCRAMC Fault Injection
Pointer Register (MCRAMC.FLTPTR) and the fault injection needs to be enabled in the MCRAMC Fault
Injection Control Register (MCRAMC.FLTCTRL).

Then the MCRAMC FLTCTRL Register has to be read prior to the first write access to the RAM.

After fault injections, if ECC decoding is disabled in the MCRAMC Control Enable A Register, reading
at a faulty address directly shows the faulty data bits, if any. Then ECC decoding can be enabled
again and fault injection disabled, to read and check single error correction or double error
detection. Then ECC decoding can be disabled again to read and check if a single error has been
automatically corrected in the RAM array.

When ECC decoding is enabled in the MCRAMC Control Enable A Register, single-bit and double-bit
ECC errors can be flagged in the MCRAMC INTSTA Interrupt Status register and can trigger an
interrupt if enabled in the MCRAMC.INTENX Interrupt Enable register.

Note: This interrupt is an asynchronous CPU exception. It generally comes too late for system safe
state recovery in case of a double-bit error.

The characteristics of a single-bit error are captured into the MCRAMC Error Capture registers and
held stable until either the MCRAMC INTSTA.SER status bit is cleared by the software or a Double-bit
error occurs.

The characteristics of a double-bit error are captured into the MCRAMC Error Capture registers and
held stable until the MCRAMC INTSTA.DER status bit is cleared by the software.

The following constraints must be observed during the ECC testing process:

+ After one or more writes to the MCRAMC user interface to change its configuration, a single read
needs to be done from the MCRAMC FLTCTRL Register, prior to performing any access to the
RAM.

+  When both ECC decoding and fault injection are enabled, no single-bit fault RAM word must be
read at the RAM fault injection address, because memory correction write-back would inject a
fault again.

+  When both ECC decoding and fault injection are enabled, a double-bit fault RAM word at the RAM
fault injection address must be overwritten only with a 32-bit wide access.

«  When fault injection is enabled, the data bits to be flipped, as programmed in the MCRAMC Fault
Injection Pointer Register, must always be part of the bytes modified by the write access to the
RAM fault injection address. A simple way to ensure this is to restrict the write accesses to the
RAM fault injection address to be 32-bit wide only.

Note: A double error condition will generate a hard fault which will supersede the double error
interrupt. If identification and soft recovery is desired, this condition must be detected in the hard
fault handler, allowing the function to exit and the ISR for the double error to be executed.

13.4.4. Throughput Optimization

The throughput of the MCRAMC can be optimized when the system bus clock frequency is in lower
range by removing any wait-state in the access to the RAM.

At higher frequency a wait-state must be inserted at the start of a burst.
When the MCRAMC_CTRLA.WS = 1, a wait state is inserted.

Refer to the Electrical Characteristics chapter for the configuration of WS.
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13.4.5. Privileged Access

When the MCRAMC_CTRLA.PRIV = 1, the user interface access is granted only if the read or write
access is performed only if the privileged attribute is set.
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13.5.
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Register Summary
For descriptions and definitions of both register and bitfield properties, refer to the Register

Properties.
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13.5.1. Control A

Name: CTRLA

Offset: 0x00

Reset: 0x00000002
Property: PAC Write-Protection

Note: When protected by PAC, any write attempt to this register will fail and return a bus error.

Table 13-1. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
ENABLE SWRST
Access R/W R/W
Reset 0 0

Bit 1 - ENABLE ECC Decoder Enable

Value Description

0 ECC decoding is disabled.
1 ECC decoding is enabled.

Bit 0 - SWRST Software Reset

Value Description

0 No effect.
1 Reset the MCRAMC. A software-triggered hardware reset of the MCRAMC user interface is performed.
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13.5.2. Synchronization Busy Register

Name: SYNCBUSY
Offset: 0x04

Reset: 0x00000000
Property: Read-Only

Table 13-2. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
ENABLE | FLTEN
Access R/HS/HC R/HS/HC
Reset 0 0

Bit 2 - ENABLE ECC Decoder Enable Busy Bit

Bit 1 - FLTEN Fault Injection Enabled Busy Bit
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13.5.3. Interrupt Enable Clear Register

Name: INTENCLR

Offset: 0x08

Reset: 0x00000000
Property: PAC Write-Protected

Note: When protected by PAC, any write attempt to this register will fail and return a bus error.

Table 13-3. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
DERREN SERREN
Access R/W R/W
Reset 0 0

Bit 1 - DERREN Double Bit Error Interrupt Enable Clear
A read returns the Interrupt Enable bit DERREN for the Interrupt Status bit DERR.
Writing a ‘0’ has no effect.
Writing a “1" clears the Interrupt Enable bit DERREN.

Bit 0 - SERREN Single Bit Error Interrupt Enable Clear
A read returns the Interrupt Enable bit SERREN for the Interrupt Status bit SERR.
Writing a ‘0’ has no effect.
Writing a “1" clears the Interrupt Enable bit SERREN.
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13.5.4. Interrupt Enable Set Register

Name: INTENSET

Offset: 0x0C

Reset: 0x00000000
Property: PAC Write-Protection

Note: When protected by PAC, any write attempt to this register will fail and return a bus error.

Table 13-4. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
DERREN SERREN
Access R/W R/W
Reset 0 0

Bit 1 - DERREN Double Bit Error Interrupt Enable Set
A read returns the Interrupt Enable bit DERREN for the Interrupt Status bit DERR.
Writing a ‘0’ has no effect.
Writing a ‘1" sets the Interrupt Enable bit DERREN.

Bit 0 - SERREN Single Bit Error Interrupt Enable Set
A read returns the Interrupt Enable bit SERREN for the Interrupt Status bit SERR.
Writing a ‘0’ has no effect.
Writing a ‘1" sets the Interrupt Enable bit SERREN.
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13.5.5. Interrupt Status Register

Name: INTSTA
Offset: 0x10

Reset: 0x00000000
Property: -

Note: Subsequent to an interrupt flag being cleared, the flag must be read back to verify the clear
before exiting the ISR. Failure to do this can result in duplicate interrupts.

Table 13-5. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
DERR SERR
Access R/W R/W
Reset 0 0

Bit 1 - DERR Double Bit Error
Reading a ‘0’ means no double bit error has occurred since the last clearing of this bit.
Reading a ‘1’ means at least one double bit error has occurred since the last clearing of this bit.
Writing a ‘0’ has no effect.
Writing a "1’ clears this Interrupt Status bit.

Bit 0 - SERR Single Bit Error
Reading a ‘0’ means no single bit error has occurred since the last clearing of this bit.
Reading a ‘1’ means at least one single bit error has occurred since the last clearing of this bit.
Writing a ‘0" has no effect.
Writing a "1’ clears this Interrupt Status bit.
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13.5.6. Fault Injection Control Register

Name:
Offset:
Reset:

FLTCTRL

0x14

0x00000000
Property: PAC Write-Protection

Note: When protected by PAC, any write attempt to this register will fail and return a bus error.

Table 13-6. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
FLTMD[1:0] |
Access R/W R/W
Reset 0 0
Bit 7 6 5 4 3 2 1 0
FLTEN
Access R/W
Reset 0

Bits 13:12 - FLTMDI[1:0] Fault Injection Mode
Note: When FLTEN has previously been written to 1, any write attempt to this field will fail and
return a bus error.

Value [ Name —peserprion

00
01
10
11

DISABLE

SINGLE

DOUBLE
RESERVED

Fault Injection Disabled.

Single Fault Injection at bit selected by MCRAMC_FLTPTR.FLT1PTR.

Double Fault Injection at the MCRAMC_FLTPTR.FLT1PTR and MCRAMC_FLTPTR.FLT2PTR bits.
Reserved.

Bit 1 - FLTEN Fault Injection Enabled

Value Description

Disables fault injection.
Enables fault injection at FLTADR address offset as selected by FLTMD and FLTxPTR.

0
1
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13.5.7. Fault Injection Pointer Register

Name: FLTPTR

Offset: 0x18

Reset: 0x00000000
Property: PAC Write-Protection

Note: When protected by PAC or when MCRAMC_FLTCTRL.FLTEN = 1, any write attempt to this
register will fail and return a bus error.

Table 13-7. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
| FLT2PTR[7:0] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
| FLTT1PTR[7:0] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 23:16 - FLT2PTR[7:0] Double Fault Injection Bit Pointer
Index of the data bit to be flipped during RAM write access at MCRAMC address offset FLTADR for
double bit error. Valid values range from 0 to 38.

Bits 7:0 - FLT1PTR[7:0] Single Fault Injection Bit Pointer
Index of the data bit to be flipped during RAM write access at MCRAMC address offset FLTADR for
single and double bit error.
Valid values range from 0 to 38.
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13.5.8. Fault Injection Address Register

Name: FLTADR
Offset: 0x1C
Reset: 0x00000000

Property: PAC Write-Protection

Note: When protected by PAC or when MCRAMC_FLTCTRL.FLTEN = 1, any write attempt to this
register will fail and return a bus error.

Table 13-8. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
| FLTADR[23:16]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
FLTADR[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| FLTADR([7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 23:0 - FLTADR[23:0] Fault Address Offset

MCRAMC address offset of the RAM data word where the fault injection will occur when written at.

Valid values range from 0 to 0x1FFFF8.

The MCRAMC system bus base address should be added to this offset to know the corresponding
system bus address to be corrupted.
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13.5.9. Error Capture Address Register

Name: ERRCADR
Offset: 0x20

Reset: 0x00000000
Property: -

Table 13-9. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
| ERCADR[23:16] |
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
ERCADR[15:8]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| ERCADR[7:0] |
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 23:0 - ERCADR[23:0] ECC SECDED Error Capture Address
MCRAMC address offset whose reading caused the ECC Error as reported in the Error Capture
Syndrome register. The MCRAMC system bus base address should be added to this offset to know
the corresponding system bus address.
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13.5.10. Error Capture Parity Register

Name: ERRCPAR

Offset: 0x24

Reset: 0x00000000

Property: -

Table 13-10. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
ERCPAR[7:0]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 7:0 - ERCPAR[7:0] ECC SECDED Error Capture Parity

The ECC decoder output Parity bits read at the ERCADR address offset from the MCRAMC system

bus base address.
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13.5.11. Error Capture Syndrome Register

Name: ERRCSYN
Offset: 0x28

Reset: 0x00000000
Property: -

Table 13-11. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
ERR2 ERR1
Access R R
Reset 0 0
Bit 7 6 5 4 3 2 1 0
| ERCSYN[7:0] |
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bit 15 - ERR2 ECC Double Bit Error

Value Description

0 Not a Double bit error.
1 Double bit error.

Bit 14 - ERR1 ECC Single Bit Error

Value Description

0 Not a Single bit error.
1 Single bit error.

Bits 7:0 - ERCSYN[7:0] ECC SECDED Error Capture Syndrome

ECC SECDED Syndrome bits read at the ERCADR address offset from the MCRAMC system bus base

address.

@ MICROCHIP

136



14. Cortex-M Cache Controller (CMCC)

14.1. Overview

The Cortex-M Cache Controller provides an L1 cache to the Cortex-M CPU. The CMCC sits
transparently between the CPU and the cache leading to improved performance.

The CMCC interfaces with the CPU through the AHB and is connected to the APB bus interface for its
configuration.
14.2. Features
The following are key features of the Cortex-M Cache Controller:
+ Physically addressed and physically tagged
+ L1 data and instruction cache set to 4 KB
* L1 cache line size set to 16 Bytes
« L1 cache integrates 32-bit bus host interface
+ Unified 4-Way set associative cache architecture
+ Lock-Down feature, which allows cached to be locked per way
+ Write through cache operations, read allocate
+ Configurable as data and instruction Tightly Coupled Memory (TCM)
* Round Robin victim selection policy
+ Event Monitoring with one programmable 32-bit counter
+ Cache Interface includes cache maintenance operations registers
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14.3. Block Diagram

Figure 14-1. CMCC Block Diagram
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14.4. Peripheral Dependencies
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(PAC.WRCTRL.PERIDX)
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14.4.1. Power Management
The CMCC will continue to function as long as the CPU is not sleeping and the CMCC is enabled.

14.4.2. Debug Operation

When the CPU is halted in Debug mode, the CMCC is halted. Any read access by the debugger in
cached zones are not cached.

14.5. Functional Description
14.5.1. Principle of Operation

14.5.2. |Initialization and Normal Operation

On reset, the cache controller data entries are all invalidated, and the cache is disabled. The cache
is transparent to processor operations. The cache controller is activated through the use of its
configuration registers. The configuration interface is memory mapped in the APB bus.

Follow these steps to enable the cache controller:

1. Verify that the CMCC is disabled by reading the SR.CSTS value.
2. Enable the CMCC by writing '1" in CTRL.CEN. The module is disabled by writing a '0' in CTRL.CEN.

14.5.3. Change Cache Size

Users can change the cache size by writing to the Cache Size Configured By Software bits in the
Cache Configuration register (CFG.CSIZESW).

Use the following sequence to change the cache size:

1. Disable the CMCC controller by writing a zero to the Cache Controller Enable bit in the Cache
Control register (CTRL.CEN = 0).

2. Check the Cache Controller Status bit in the Cache Status register to verify that the CMCC is
successfully disabled (SR.CSTS = 0).

3. Change CFG.CSIZESW to its new value.
Enable the CMCC by writing CTRL.CEN = 1.

14.5.4. Data Cache Disable

The Instructions alone can be cached by disabling the Data cache, as described in the following
steps:

1. Disable the cache controller by writing a ‘0’ to CTRL.CEN.
2. Check SR.CSTS to verify whether the CMCC is successfully disabled.
3. Write CFG.DCDIS = 1.
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4. Enable the CMCC by writing CTRL.CEN = 1.

14.5.5. Instruction Cache Disable
The Data alone can be cached by disabling the Instruction cache, as described in the following steps:
Disable the cache controller by writing CTRL.CEN = 0.
Check SR.CSTS to verify that the CMCC is successfully disabled.
Write CFG.ICDIS = 1.
Enable the CMCC by writing CTRL.CEN = 1.

W~

14.5.6. Cache Load and Lock
It is possible to lock a specific way for code optimization by writing the Lock Way register
(LCKWAY.LCKWAY). The locked way will not be updated by the CMCC as part of cache operations.
The load and lock mechanism can be implemented to use cache memory in a deterministic way.
Follow these steps to load and lock a way:
1. Disable cache controller by clearing the CTRL.CEN bit.

2. Invalidate the desired WAY line by line. This will reset the round robin algorithm of the
invalidated line, that will become eligible for the next load operation.

3. Disable the Instruction cache, but keep the Data cache enabled.
Enable the cache by setting the CTRL.CEN bit.

5. Place the respective piece of code and/or data to the corresponding WAY due to simple LOAD
operations. Loading the piece of code and/or data will force the cache to refill the previous
invalidated line in the right way. No need to load all the bytes of the line, only the first byte. The
cache will automatically refill the complete line.

Lock the specific WAY by setting LCKWAY.LCKWAY[3:0].

Re-enable the instruction cache. The locked WAY is now loaded and ready to operate. The
remaining WAYS can be used as I-cache or D-cache as required.

14.5.7. Tightly Coupled Memory
Users can use a part of the cache as Tightly Coupled Memory (TCM). The cache size is determined
by the Cache Size Configuration by Software bits in the Cache Configuration register (CFG.CSIZESW).
The relation between cache and TCM is as given below:

TCM size = maximum Cache size - configured Cache size.

The TCM start address can be obtained from the product memory mapping. The cache memory
starts first from the address followed by the TCM memory. Size of the Way is fixed and the number
of ways varies according to the available size for the cache memory. For additional information,
refer to the section Product Mapping.

Table 14-1. TCM Sizes

4 KB 4 KB 0 KB
4 KB 1 KB 3 KB
4 KB 2 KB 2 KB
4 KB 0 KB 4 KB

The TCM is also accessible in its maximum size when the CMCC is disabled. The TCM does not need
to be locked in order to operate.
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Note: Writing into the cache DATA RAM region through the CPU can overwrite the valid cache
lines. This can result in data corruption when the cache controller is accessing the data for cache
transactions. Access the DATA RAM region only after configuring it as TCM.

14.5.8. Cache Maintenance

14.5.8.1. Cache Invalidate by Line Operation

When an invalidate by line command is issued, the CMCC resets the valid bit information of the
decoded cache line. As the line is no longer valid, the replacement counter points to that line.

1. Disable the cache controller by writing a zero to the Cache Controller Enable bit in the Cache
Control register (CTRL.CEN).

Check SR.CSTS to verify that the CMCC is successfully disabled.

Perform an invalidate by line by writing the INDEX and WAY bit fields in the Cache Maintenance 1
register (MAINT1.INDEX, MAINT1.WAY).

4. Enable the CMCC by writing a '1' to CTRL.CEN.

14.5.8.2. Cache Invalidate All Operation
Use the following sequence to invalidate all cache entries.

1. Disable the cache controller by writing a zero to the Cache Enable bit in the Cache Control
register (CTRL.CEN).

Check SR.CSTS to verify that the CMCC is successfully disabled.

Perform a full invalidate operation by writing a '1' to the Cache Controller Invalidate All bit in the
Cache Maintenance 0 register (MAINTO.INVALL).

4. Enable the CMCC by writing a '1' to CTRL.CEN.

14.5.9. Cache Performance Monitoring

The Cortex-M cache controller includes a programmable monitor or 32-bit counter. The monitor
can be configured to count the number of clock cycles, the number of data hit, or the number of
instruction hit.

It is important to know that the processor prefetches instructions ahead of execution. It performs
only 32-bit read access on the Instruction Bus, which means:

« One arm instruction is fetched per bus access.
+ Two thumb instructions are fetched per bus access.

As a consequence, two thumb instructions (for example, NOP) need one bus access, which results in
the HIT counter incrementing by 1.

Use the following sequence to activate the counter:

1. Configure the monitor counter by writing the MCFG.MODE.

a. CYCLE_COUNT is used to increment the counter along with the program counter to count the
number of cycles.

b. IHIT_COUNT is the instruction Hit counter, which increments the counter when there is a hit
for the instruction in the cache.

c. DHIT_COUNT is the data Hit counter which increments the counter when there is a hit for the
data in the cache.

2. Enable the counter by writing a '1' to the Cache Controller Monitor Enable bit in the Cache
Monitor Enable register (MEN.MENABLE).

3. Ifrequired, reset the counter by writing a '1' to the Cache Controller Software Reset bit in the
Cache Monitor Control register (MCTRL.SWRST).
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4. Check the value of the monitor counter by reading the MSR.EVENT_CNT bit field.

14.6. DEBUG Mode

In Debug mode, TAG and METADATA RAM blocks content is read/written through the AHB bus
interface if the CMCC is disabled. When the CMCC is enabled, the TAG and METADATA RAM blocks
are non readable.

Debug access has the same R/W properties as the CPU access for the DATA RAM block.
The TAG, METADATA and DATA RAM blocks' R/W properties are summarized in RAM Properties.
Use the following sequence to perform read access with the Debugger to the three RAM blocks:

+ Disable the cache controller by writing a zero to the Cache Controller Enable bit in the Cache
Control register (CTRL.CEN).

+ Check the Cache Controller Status bit in the Cache Status register (SR.CSTS) to verify that the
CMCC is successfully disabled.

+ Perform a read or write access through Debugger:
- CMCC_AHB_ADDR for DATA RAM,
- CMCC_AHB_ADDR_TAG for TAG RAM,
- CMCC_AHB_ADDR_MTDATA for METADATA RAM.
« If a write access has been performed in the TAG, METADATA, or DATA RAM in the cache section,
an invalid operation must be performed before re-enabling the CMCC.
14.7. RAM Properties
The following table shows the different access properties of the three RAM blocks, according the
different modes described in the previous chapters.

Table 14-2. Access to RAM

CPU access when CMCC DISABLED no R/W - hardfault  no R/W - hardfault

CPU access when CMCC ENABLED CACHE section configured: R/W(1)  no R/W - hardfault no R/W - hardfault
TCM section configured: R/W

Debugger access when CMCC DISABLED R/W R/W R/W

Debugger access when CMCC ENABLED CACHE section configured: R/W(1)  no R/W no R/W

TCM section configured: R/W

Note:

1. Awrite operation in this zone can corrupt the coherency of the cache. An invalidate operation
may be needed.

142

@ MICROCHIP



14.8.

I S T B T S S S N

0x00

0x04

0x08

0x0C

0x10

0x14

Ox1F

0x20

0x24

0x28

0x2C

0x30

0x34

@ MICROCHIP

Register Summary

TYPE

CFG

CTRL

SR

LCKWAY

Reserved

MAINTO

MAINT1

MCFG

MCTRL

MSR

23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

CLSIZE[2:0]
LCKDOWN WAYNUM[1:0] RRP

CSIZESW[2:0]

WAY[3:0]

INDEX[3:0]

EVENT_CNT[31:24]
EVENT_CNT[23:16]
EVENT_CNT[15:8]
EVENT_CNT[7:0]

CSIZE[2:0]
GCLK

DCDIS ICDIS

CEN

CSTS

LCKWAY[3:0]

INVALL

INDEX[7:4]

MODE[1:0]

MENABLE

SWRST
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14.8.1. Cache Type

Name: TYPE
Offset: 0x00

Reset: 0x000012D2
Property: Read Only

Table 14-3. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
CLSIZE[2:0] CSIZE[2:0]
Access R R R R R R
Reset 0 1 0 0 1 0
Bit 7 6 5 4 3 2 1 0
LCKDOWN WAYNUM[1:0] | RRP GCLK
Access R R R R R
Reset 1 1 0 1 1

Bits 13:11 - CLSIZE[2:0] Cache Line Size
This field configures the Cache Line Size.

Value Name Description
0x0-0x1 - Reserved
0x2 CLSIZE_16B Cache Line Size is 16 bytes

0x3-0x7 - Reserved

Bits 10:8 - CSIZE[2:0] Cache Size
This bit field configures the cache size.

Value Name Description

0x0 CSIZE_1KB Cache Size is 1 KB
0x1 CSIZE_2KB Cache Size is 2 KB
0x2 CSIZE_4KB Cache Size is 4 KB
0x3-0x7 - Reserved

Bit 7 - LCKDOWN Lock Down Supported
Writing a '0' to this bit disables the Lock Down feature.
Writing a '1' to this bit enables the Lock Down feature.

@ MICROCHIP

144



Value Description

0 Lock Down feature is not supported.
1 Lock Down feature is supported.

Bits 6:5 - WAYNUM[1:0] Number of Way
This bit field configures the mapping of the cache.

Value Name Description

0x0 DMAPPED Direct Mapped Cache
0x1 ARCH2WAY 2-WAY set associative
0x2 ARCH4WAY 4-WAY set associative
0x3 Reserved Reserved

Bit 4 - RRP Round Robin Policy Supported
Writing a '0' to this bit disables Round Robin Policy.
Writing a '1' to this bit enables Round Robin Policy.

Value Description

0 Round Robin Policy is disabled.
1 Round Robin Policy is enabled.

Bit 1 - GCLK Dynamic Clock Gating
Writing a '0' to this bit disables the Dynamic Clock Gating feature.
Writing a '1' to this bit enables the Dynamic Clock Gating feature.

Value Description

0 Dynamic Clock Gating is disabled.
1 Dynamic Clock Gating is enabled.
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14.8.2. Cache Configuration

Name: CFG

Offset: 0x04

Reset: 0x00000020
Property: R/W

Note: Do not reconfigure or service cache while it is enabled as this could cause corruption.

Table 14-4. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
CSIZESW[2:0] DCDIS ICDIS
Access R/W R/W R/W R/W R/W
Reset 0 1 0 0 0

Bits 6:4 - CSIZESW[2:0] Cache Size Configured by Software
This field configures the cache size.

Value Name Description

0x0 CONF_CSIZE_1KB The Cache Size is configured to 1 KB
0x1 CONF_CSIZE_2KB The Cache Size is configured to 2 KB
0x2 CONF_CSIZE_4KB The Cache Size is configured to 4 KB
0x3-0x7 - Reserved

Bit 2 - DCDIS Data Cache Disable
Writing a '0' to this bit enables data caching.
Writing a '1' to this bit disables data caching.

Value Description

0 Data caching is enabled.
1 Data caching is disabled.

Bit 1 - ICDIS Instruction Cache Disable
Writing a '0' to this bit enables instruction caching.
Writing a '1' to this bit disables instruction caching.
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Value Description

0 Instruction caching is enabled.
1 Instruction caching is disabled.
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14.8.3. Cache Control

Name: CTRL
Offset: 0x08
Reset:

Table 14-5. Register Bit Attribute Legend

0x00000000
Property: Write-only

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
CEN
Access w
Reset 0

Bit 0 - CEN Cache Controller Enable

Writing a '0' to this bit disables the CMCC.
Writing a '1' to this bit enables the CMCC.
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14.8.4. Cache Status

Name: SR

Offset: 0x0C

Reset: 0x00000000
Property: Read-only

Table 14-6. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
CSTS
Access R
Reset 0

Bit 0 - CSTS Cache Controller Status
Writing to this bit has no effect.
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14.8.5. Cache Lock per Way

Name:
Offset:
Reset:

Table 14-7. Register Bit Attribute Legend

LCKWAY
0x10

0x00000000
Property: Read/Write

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
LCKWAY[3:0]
Access R/W R/W R/W R/W
Reset 0 0 0 0
Bits 3:0 - LCKWAY[3:0] Lockdown Way Register
This field selects which way is locked.
Value Name Description
0x0 WAYO Way 0 is Locked
0x1 WAY1 Way 1 is Locked
0x2 WAY2 Way 2 is Locked
0x3 WAY3 Way 3 is Locked
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14.8.6. Cache Maintenance 0

Name:
Offset: 0x20

Reset: 0x00000000
Property: Write-only

Table 14-8. Register Bit Attribute Legend

MAINTO

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
INVALL
Access w
Reset 0

Bit 0 - INVALL Cache Controller Invalidate All
Writing a '0' to this bit has no effect.

Writing a '1' to this bit invalidates all cache entries.
Note: The Invalidate command must only be issued when the cache is OFF.
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14.8.7. Cache Maintenance 1

Name: MAINT1
Offset: 0x24

Reset: 0x00000000
Property: Write-only

Table 14-9. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
| WAYE0] | | | | |
Access w W W W
Reset 0 0 0 0
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
INDEX[7:4]
Access W w W W
Reset 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| INDEX[3:0] |
Access W W W W
Reset 0 0 0 0

Bits 31:28 - WAY[3:0] Invalidate Way

Value Name Description

0x0 Reserved

0x1 WAYO Way 0 is selection for index invalidation
0x2 WAY1 Way 1 is selection for index invalidation
0x3 Reserved

0x4 WAY2 Way 2 is selection for index invalidation
0x5-0x7 Reserved

0x8 WAY3 Way 3 is selection for index invalidation
0x9-0xF Reserved

Bits 11:4 - INDEX[7:0] Invalidate Index
This field selects the index value for invalidation
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14.8.8. Cache Monitor Configuration

Name: MCFG
Offset: 0x28

Reset: 0x00000000
Property: Read/Write

Table 14-10. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
MODE[1:0]
Access R/W R/W
Reset 0 0

Bits 1:0 - MODE[1:0] Cache Controller Monitor Counter Mode
This field selects the type of data monitored.

Value Name Description

0x0 CYCLE_COUNT Cycle counter

0x1 IHIT_COUNT Instruction hit counter
0x2 DHIT_COUNT Data hit counter

0x3 Reserved
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14.8.9. Cache Monitor Enable

Name: MEN
Offset: 0x2C

Reset: 0x00000000
Property: Read/Write

Table 14-11. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
MENABLE
Access R/W
Reset 0

Bit 0 - MENABLE Cache Controller Monitor Enable
Writing a '0' to this bit disables the monitor counter.
Writing a '1' to this bit enables the monitor counter.

Value Description

0 The Monitor counter is disabled.
1 The Monitor counter is enabled.
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14.8.10. Cache Monitor Control

Name: MCTRL
Offset: 0x30
Reset: 0x00000000

Property: Write-only

Table 14-12. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
SWRST
Access w
Reset 0

Bit 0 - SWRST Cache Controller Software Reset

Writing a '0' to this bit has no effect.

Writing a '1' to this bit resets the event counter register.
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14.8.11. Cache Monitor Status

Name: MSR
Offset: 0x34
Reset:

Table 14-13. Register Bit Attribute Legend

0x00000000
Property: Read-only

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
| EVENT_CNT[31:24]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
| EVENT_CNT[23:16]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
EVENT_CNT[15:8]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| EVENT_CNT[7:0]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 31:0 - EVENT_CNT[31:0] Monitor Event Counter
This field indicates the Monitor Event Counter value.

@ MICROCHIP

156



15. Implementation Defined Attribution Unit (IDAU)

15.1. Overview
The ARMv8-M Architecture defines a mechanism whereby an implementation defined mechanism
(i.e., a component in the surrounding system) can define whether any particular address is exempt
from checking, and is non-secure callable, or Secure. The Implementation Defined Attribution Unit
partitions the memory map into IDAU regions which are subdivisions of the System Bus MAIN
regions. IDAU region size and decoding granularity are either fixed or configurable from the APB
configuration registers. The MAIN region subdivisions are watermark based.

15.2. IDAU Region Types
The IDAU region types are defined below:

Table 15-1. IDAU Region Types

IDAU REGION TYPE| DESCRIPTION

INVALID Regions that are not decoded by the BMX.
Secure region.
Region which cannot be accessed by a Non-secure master.

SEC
Non-secure transactions are discarded inside the CPU and a security fault is generated internally to the
core.
Non-secure region.

NONSEC, Region which is accessible by a non-secure transaction.

NONSEC_W When a Secure transaction targets a Non-secure region, transaction type is changed to Non-secure.

(LW means that the region implements a watermark register, refer to Section 2.9).

Regions of this type can be either secure or non-secure. When a region is configured as secure, SEC

SECNNONSECB region type properties apply. When configured as non-secure, NONSEC region type properties apply.

This is a linked IDAU region (denoted by the suffix _L). This region type is very similar to the
SECNNONSEC_B type. The only difference is that it does not implement any command to change its
state (by trying to issue a command generate a CFGERR). Its secure or non-secure state depends on
another IDAU region of either SECNNONSEC_B or EXEMPT type. To change its state, issue a command
SECNNONSEC_L in the linked IDAU region. The new configuration is applied simultaneously to the linked regions. The
status of the linked region is readable through RSTATUSB as for the SECnNONSEC_B and EXEMPT types.
When the linked region is configured as secure, SEC region type properties apply. When the linked
region is configured as non-secure, NONSEC region type properties apply. The “linked” type variant
aims at ensuring coherency between the configuration of multiple interfaces of a same macro instance.

Non-secure callable region. Region which allows Non-secure software to call a Secure function, the first
NSC W instruction in the called Secure function must be a SG (Secure Gateway).

(LW means that the region implements a watermark register, refer to Section 2.9).
Region exempt from attribution.

EXEMPT_B The IDAU does not alter the transaction.
(_B means that the region implements a block register, refer to Section 2.9).

_W and _B suffixes do not have the same meaning for IDAU regions and MAIN

/\ CAUTION .
regions.

15.3. Main Region Types

The Implementation Defined Attribution Unit bus system address map is strictly based on the
system bus matrix address map. Each individual region decoded by the bus matrix is referred to as
MAIN region further in this document. Each MAIN region is given a type.

The MAIN region type defines:
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* The number of IDAU regions inside a MAIN region
+ The type of each IDAU region inside a MAIN region

There is one valid region partition type:

«  WATERMARK:MAIN region is divided by configuring the size of one or more watermarks (refer to
Splittable Main Regions). Main region types using the watermark partition type are suffixed _W.

Splittable MAIN regions are split into several IDAU regions that each have a unique ID. In each water-
mark partition-able MAIN region, at least one IDAU region has a watermark configuration. Such
configurable IDAU regions are suffixed _W. MAIN region types that are not splittable do not have a
underscore in their name.

_W and _B suffixes do not have the same meaning for IDAU regions and MAIN

/\ CAUTION .
regions.

Table 15-2. Main Region Types

MAINREGION TYPE DESCRIPTION PARTITION TYPE

MR_INVALID Single IDAU region of INVALID type NONE

MR_SEC Single IDAU region of SEC type NONE

MR_NONSEC Single IDAU region of NONSEC type NONE
Contains two IDAU regions of type (lowest to highest addresses): SEC

MR_SEC_NSC_W WATERMARK

NSC_W(size is configurable with a watermark register)

Contains three IDAU regions of type (lowest to highest addresses): SEC
MR_SEC_NSC_NONSEC_W NSC_W(size is configurable) WATERMARK
NONSEC_W(size is configurable with a watermark register)

Contains two IDAU regions of type (lowest to highest addresses): SEC
MR_SEC_NONSEC_W WATERMARK

NONSEC_W(size is configurable with a watermark register)

Single IDAU region of SECNNONSEC_B type (either non-secure or secure).A
MR_SECNnNONSEC SECNNONSEC_B IDAU region has a dedicated configuration register associated NONE

to it.

Single IDAU region of SECnNONSEC_L (either non-secure or secure).A
SECNNONSEC_L IDAU region does not have a dedicated configuration register

L HEEATINEINEEE Lo associated to it. It is using the configuration bit of another main region of AOE
MR_SECnNONSEC or MR_EXEMPT type.
MR_EXEMPT Single IDAU region of EXEMPT_B type (exempt from security) NONE

Note: IDAU region types are detailed in the RSTATUS[A,B] table.
15.4. Splittable Main Regions

Each IDAU region is associated with one MAIN region. When more than one IDAU regions are
derived from a single MAIN region, this MAIN region is said to be splittable.

The following MAIN region types are not splittable;

*  MR_INVALID

+ MR_SEC

*+ MR_NONSEC

+ MR_SECNNONSEC
*  MR_EXEMPT

The following IDAU region types are splittable:
+ MR_SEC_NSC_ W
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+ MR_SEC_NSC_NONSEC_W
* MR_SEC_NONSEC_W

The following figure shows how the split is done for each MAIN region type. The vertical arrow
shows which IDAU region size is configurable. The size of each MAIN region is fixed.

Figure 15-1. Splittable Main Regions

MAIN IDAU REGION
REGION (NAME,ID)

(NSC_W,z+1)
RSTATUSB([z+1].SIZE

MR_SEC_NSC_W

(NONSEC_W,y+2)
RSTATUSB[y+2].SIZE

MR_SEC_NSC_NONSEC_W
(NSC_W,y+1)

RSTATUSB[y+1].SIZE

(SEC,y)

MR_SEC_NONSEC_W
MR_SEC_NONSEC_W

MR_SEC_NONSEC_W

Table 15-3. Splittable Main Regions Configuration

SPLITTABLE MAIN REGION
TYPE DESCRIPTION

NSC_W size is configurable using the RCTRL.CMD = WRSZ.

MR_SEC_NSC_W Minimum size is 0 so that the SEC IDAU region size equals to the MAIN region size.

NONSEC_W size is configurable using the RCTRL.CMD = WRSZ.
The NSC_W and SEC IDAU regions occupy the rest of the main region.
Minimum size is 0 allowing the SEC and NSC_W IDAU regions to occupy the whole MAIN
region space.

MR_SEC_NSC_NONSEC_W NSC_W size is configurable using the RCTRL.CMD = WRSZ and occupies the space left by the
NONSEC_W region inside the main region. The SEC IDAU region occupies the space left by the
NONSEC_W and NSC_W IDAU regions.
Minimum size for the NSC_W is 0 allowing the SEC IDAU region size to occupy the MAIN
region size when both NSC_W and NONSEC_W sizes are 0.
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Table 15-3. Splittable Main Regions Configuration (continued)

SPLITTABLE MAIN REGION
TYPE DESCRIPTION

NONSEC_W size is configurable using the RCTRL.CMD = WRSZ.
Minimum size is 0 so that the SEC IDAU region size equals to the MAIN region size.

MR_SEC_NONSEC_W

Figure 15-2. Splittable Main Regions Configurations

NSC_W
MR_SEC_NSC_W SEC -
SEC
NONSEC_W

MR_SEC_NONSEC_W Ne N 7
SEC

NSC_W NONSEC_W NONSEC_W

e nsc w (1) [l NONSECW - -
(2)
SEC SEC NSC_W (3)
Notes:

1. Impossible configuration due to subregion1 maximum size constraint (legal values are integers

in the range of [1,decoding_size-subregion1_granularity]), refer to the “IDAU Main Regions Map”.

NSC_W (1)

NONSEC_W (1)

MR_SEC_NSC_NON

SEC_W

2. Impossible configuration due to subregion2 maximum size constraint (legal values are integers
in the range of [1,decoding_size-subregion2_granularity]), refer to the “IDAU Main Regions Map".

3. NSC_W can overlap the SEC region when the NONSEC_W region size is not null and NSC_W size
is greater than 0. Even if the NSC_W size exceeds the remaining space not occupied by the
NONSEC_W region in the MAIN region, the NSC_W will only overlap the SEC region, it cannot
overlap contiguous MAIN regions.

15.5. Exempt_B Layout

The MAIN region (x) induces a single IDAU region (w). It is split into 32 equally sized

blocks of 2ARSTA- TUSA[w].GRAN Bytes. Each block has its own NON-SEC bit mapped in
RSTATUSB[w]. Only the first RSTATUSA[w].MAXSZ is configurable. RSTA-TUSB[x] is a constant 1 when
32<x<RSTATUSA[W].MAXSZ-1.

The size of the MAIN region is 22 IDAU_MAIN_REGIONS_MAP[x].decoding_size Bytes which must be
greater than or equal to 32*2ARSTATUSA[wW].GRAN Bytes.
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Figure 15-3. MR_EXEMPT

RSVD

A
RSTATUSB[w].NONSEC[RSTATUSA[W].MAXSZ-1] | 2ARSTATUSA[w].GRAN Bytes

MR_EXEMPT - v
(Main region x)

[x].decoding_size Bytes

(EXEMPT_B, IDAU region w)

RSTATUSB[w].NONSEC[1] 2ARSTATUSA[W].GRAN Bytes

2AIDAU_MAIN_REGIONS_MAP|

RSTATUSB[w].NONSEC[0] 2ARSTATUSA[w].GRAN Bytes

15.6. SECNNONSEC_B Layout

The maximum number of blocks is 1 and the size of the IDAU region is the same as the MAIN region.

Figure 15-4. SECNNONSEC_B Layout

[x].decoding_size Bytes

MR_SECNNONSEC

(Main region x) - RSTATUSB[w].NONSEC[O0]

27 IDAU_MAIN_REGIONS_MAP

15.7. IDAU Regions IDS

IDAU region identifiers are fixed. ID 0 is reserved for INVALID regions. The maximum legal ID is OxFF.
Aregion ID is defined by the IDAU_MAIN_REGIONS_MAP parameter and depends on the previously
declared main regions and their types.

15.8. IDAU Regions Configuration

The module is disabled at reset (APB). This is reflected by STATUSA.ENABLE. All IDAU regions except
those that are marked secure in the "disabled" column for the IDAU in the Product Mapping Section
are considered exempt from security when the module is disabled. Only IDAU regions belonging to
a main region of MR_SEC or MR_NON- SEC type can be valid when the module is disabled, which is
typically the case for the main region corresponding to the Boot ROM. All IDAU region watermark
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settings are zeroed internally and exported as such to the system when STATUSA.ENABLE =0
(associated regions cannot be reached). All IDAU region block settings are forced to 1's internally
and exported as such to the system when STATUSA.ENABLE = 0 (forced to non-secure state). This
allows to write the secure configuration and to apply it to the system at once by enabling the
module and therefore to prevent intermediate states to appear at system level while writing the
configuration registers. The device Boot ROM and/or secure boot are in charge of configuring the
module. All IDAU regions settings MUST be initialized prior to enabling the module, refer to the
Command and Arguments table to identify configurable regions. The state of the configuration
registers is unknown at reset.

Each IDAU region has its own register group composed of RCTRL, RSTATUSA, RSTATUSB and
RSTATUSC registers. The number of implemented register groups is readable from STATUSA.NBRG
and cannot exceed 256.

Region register groups are mapped at offset 0x1000:

* RCTRL[w] is mapped at offset 0x1000+w*0x10

* RSTATUSA[w] is mapped at offset 0x1000+w*0x10+0x4

+ RSTATUSB[w] is mapped at offset 0x1000+w*0x10+0x8

« RSTATUSC[w] is mapped at offset 0x1000+w*0x10+0xC

To configure an IDAU region, first read its RSTATUSA register to determine its type. The type will
determine which commands are legal and legal argument values.

Table 15-4. RSTATUSIA,B]

IDAU Region Type:
RSTATUSA.TYPE RSTATUSA.GRAN RSTATUSA.MAXSZ RSTATUSB.[SIZE,NONSEC]

INVALID N/A(reads 0) N/A(reads 0) N/A(reads 0)
SEC N/A(reads 0) N/A(reads 0) N/A(reads 0)
NONSEC N/A(reads 0) N/A(reads 0) N/A(reads 0)
CFG CFG
NONSEC_W Size in Bytes of one MAXSZ-1is the maximum IDAU region size in Bytes

RCTRL[w].ARGLSb value of RCTRL[w].ARG
Defines the state of the region/block:
non-secure when NONSEC[0] = 1,
SECNNONSEC_L N/A(reads 0) N/A(reads 0) secure otherwise. This is a mirror
of the linked IDAU region RSTATUSB
block NONSEC bit.
CFG CFG
NSC_W Size in Bytes of one MAXSZ-1is the maximum IDAU region size in Bytes
RCTRL[w].ARGLSh value of RCTRL[wW].ARG
CFG Defines the state of the region blocks:
CFG For each valid NONSEC[y], y<MAXSZ
EXEMPT_B Maximum number of blocks ).y
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Size in Bytes of a block

inside the region

block y is non-secure when NONSEC[y]
=1, secure otherwise
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Notes:

1. Bolded cells denote static configuration (combo logic) whereas white cells denote a
configuration that can be modified using RCTRL commands.

_W suffix indicates that the IDAU region has a watermark configuration.

_B suffix indicates that the IDAU region is divided into blocks that can be configured as secure or
Non-secure.

_L suffix indicates that the configuration of the IDAU region is linked to another one.
5. CFG: Chip specific information extracted from the IDAU_MAIN_REGIONS_MAP parameter.

Table 15-5. Command and Arguments

RCTR.ARG
RSTATUSA.TYPE Valid RCTRL.CMD commands valid when

INVALID None N/A

SEC None N/A

NONSEC None N/A

NONSEC_W WRSZ < RSTATUSA.MAXSZ
SECNNONSEC_B [CLR,SETINONSEC 0

SECnNONSEC_L None N/A

NSC_W WRSZ < RSTATUSA.MAXSZ (M
EXEMPT_B [CLR,SETINONSEC < RSTATUSA.MAXSZ

For each IDAU region, the command and argument validity are checked by the macro. When a
command or argument is not valid:

+ The command is discarded

* Anerroris reported to STATUSB.CFGERR

Before writing CTRL.ENABLE = 1:

+ All configurable settings must be written (see the non-bolded cells in the RSTATUS[A,B] table)
+ STATUSB.CFGERR must be read 0

The CTRL.CMD ENABLE command is discarded when STATUSB.CFGERR is high.

Once STATUSA.ENABLE is set, configuration is applied at the system level.

Note:

1. The NSC_W size can exceed the remaining space size left by the NONSEC IDAU region in the
MAIN region. In this case, no CFGERR error is reported and the NSC_W region overlaps exactly
the whole SEC IDAU region, the NSC_W region cannot overlap MAIN regions it does not belong
to.

15.9. Configuration Write Lock

The CTRL and all RCTR registers are write-protected after writing CTRL.CMD = WLCK. The
write protection status is reflected by STATUSA.WLCK. Only a module reset can revert the write-
protection.

These registers are also write-protected by the PAC.

STATUSB has no write-protection: it can be cleared on write when the configuration is locked and/or
the module is PAC write-protected.

15.10. Linked IDAU Regions

Many peripherals implement several memory spaces (often command and data) mapped at
different locations in the global memory map. These correspond to different IDAU regions that
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cannot be merged. Only one IDAU region is configurable, and others use a linked IDAU region type
that instructs the user that the region state is driven by another IDAU region. This is identified in
the RSTATUSC register. The secure state (secure or non-secure) is also readable from the RSTATUSB

register.
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15.11. IDAU Register Summary

“Offset | Name | Bitbos.| 7|6 | 5 _
31:24

0x00 CTRL
0x04 STATUSA
0x08 STATUSB
0x0C
Reserved
OXOFFF
0x1000 RCTRL
0x1004 RSTATUSA
0x1008 RSTATUSB
0x100C RSTATUSC

@ MICROCHIP

23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

4 | 3| 2 | 1| 0

CMDI[15:8]
CMD[7:0]

NBRG[7:0]

CMDI[7:0]
ARG[23:16]
ARG[15:8]
ARG[7:0]

SIZE[31:24]

SIZE[23:16]

SIZE[15:8]
SIZE[7:0]

RGN[7:0]

WLCK
MAXSZ[5:0]
GRAN[5:0]
TYPE[3:0]
BLK[4:0]

ENABLE

CFGERR
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15.11.1. Control Register

Name:
Offset:
Reset:

CTRL
0x0000
0x00000000

Property: PAC Write-Protection

This Register is write-protected by the PAC and by STATUSA.WLCK.
Invalid commands are reported in STATUSB.CFGERR and not reported to the PAC.

Table 15-6. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
| CMD[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
| CMD[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
Access
Reset

Bits 31:16 - CMD[15:0] Command Register

The ENABLE command is discarded when STATUSB.CFGERR is high.

Value Description

0x0 -
0xA500

0xA501
0xA502
0xA503

0xA504
OxXFFFF

Reserved

Module Enable (ENABLE)
Module Disable (DISABLE)

Write Lock (WLCK)

- Reserved
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15.11.2. STATUSA Register

Name: STATUSA
Offset: 0x0004
Reset: 0x00000000

Property: PAC Write-Protection

Table 15-7. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
| NBRG[7:0] |
Access cfg/R cfg/R cfg/R cfg/R cfg/R cfg/R cfg/R cfg/R
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
WLCK | ENABLE |
Access R R
Reset 0 0

Bits 15:8 - NBRG[7:0] Number of IDAU Regions
Indicates the number of IDAU Regions.

The Region register group composed of RCTRL, RSTATUS[A,B,C] is repeated NBRG+1 times.

RegionO is always present and always of MR_INVALID type.
Regions1 to NBRG configuration and status registers are accessible through the IDAU Region

register groups.

Bit 1 - WLCK Write Lock

Value Description

0 The module is not Write-protected.

1 The module is Write-protected until next reset, writes are discarded and reported as PAC errors.

Bit 0 - ENABLE Enable

Value Description

0 The module is disabled, all regions are considered exempt from security except those configured as valid when
disabled (refer to the IDAU_MAIN_REGIONS_MAP parameter).

1 The module is enabled, dynamic configuration is applied to the system.
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15.11.3. STATUSB Register

Name: STATUSB

Offset: 0x0008

Reset: 0x00000000
Property: PAC Write-Protection

Note: This Register is not write-protected.

Table 15-8. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
CFGERR
Access R/K
Reset 0

Bit 0 - CFGERR Configuration Error
Writing a '0' to this bit has no effect.
Writing a '1' to this bit clears the CFGERR bit.
This bit is set when an invalid command is issued (from CTRL or RCTRL[X] registers). This bit is set
when a valid command is issued with an invalid argument.
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15.11.4. (Mode=Watermark) - Region Control Register

Name:
Offset:
Reset:

Property: PAC Write-Protection

This register is part of a register group (composed of RCTRL, RSTATUS[A,B,C]) that is repeated
IDAU_REGION_NUM times. Register group x controls and returns status of the IDAU region x.

Table 15-9. Register Bit Attribute Legend

RCTRL
0x1000
0x00000000

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
| CMD[7:0]
Access w W W W w W w W
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
| ARG[23:16]
Access W w W w W W w W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
ARG[15:8]
Access W W W w W W W W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| ARG[7:0]
Access W W W W W W W W
Reset 0 0 0 0 0 0 0 0

Bits 31:24 - CMD[7:0] Command

The commands below apply to IDAU region types suffixed _W. lllegal commands are reported to

STATUSB.CFGERR.

Value Description

0x0 -
0x5B

0x5C

0x5D -
OxFF

Reserved

Write IDAU region x Size (RSTATUSBI[x].SIZE=ARG) (WRSZ)

Reserved

Bits 23:0 - ARG[23:0] Command Argument (Watermark)

Argument defines the watermark in the associated main region that splits it in 2 distinct IDAU

regions. This watermark is an offset in Bytes from the top address of the MAIN region equal to

ARG.2ARSTATUSA[X].GRAN Bytes. ARG must be strictly lower than 2ARSTATUSA[X].MAXSZ). The size
of the IDAU region is ARG times the size of a single block of 2ARSTATUSA[x].GRAN Bytes .

Note: The block term used here as a generic term and does not refer to block type.
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A\ cAUTION ARG meaning in the WATERMARK mode differs from the BLOCK mode.
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15.11.5. Region STATUSA Register

Name:
Offset:
Reset:
Property: PAC Write-Protection

RSTATUSA
0x1004
0x00000000

This register is part of a register group (composed of RCTRL, RSTATUS[A,B,C]) that is repeated
IDAU_REGION_NUM times. Register group x controls and returns status of the IDAU region x.

This register is meaningful only for IDAU region types suffixed _B and _W (static configuration), for
other types it always reads 0.

Table 15-10. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | MAXSZ[5:0]
Access cfg/R cfg/R cfg/R cfg/R cfg/R cfg/R
Reset X X X X X X
Bit 15 14 13 12 11 10 9 8
GRANI5:0]
Access cfg/R cfg/R cfg/R cfg/R cfg/R cfg/R
Reset X X X X X X
Bit 7 6 5 4 3 2 1 0
TYPE[3:0]
Access cfg/R cfg/R cfg/R cfg/R
Reset X X X X

Bits 21:16 - MAXSZ[5:0] Command Argument Maximum Size

Bits 13:8 - GRANI[5:0] Region Granularity

_W suffixed types (Watermark based regions): Size in Bytes of one RCTRL[x].ARG LSb.

_B suffixed types (Block based regions): Size in Bytes of a block.

Value Description

0x0

Not Applicable

0x1 - 0xB Reserved

0xC
0xD
0xE
OxF
0x10
0x11
0x12

(GRAN_4KB)
GRAN_8KB)
GRAN_16KB)
GRAN_32KB)
GRAN_64KB)
GRAN_128KB)
GRAN_256KB)

— =~ -~
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Value Description

0x13 (GRAN_512KB)
0x14 (GRAN_1TMB)
0x15 (GRAN_2MB)
0x16 (GRAN_4MB)
0x17 (GRAN_8MB)
0x18 (GRAN_16MB)
0x19 (GRAN_32MB)
0x1A (GRAN_64MB)
0x1B (GRAN_128MB)
0x1C (GRAN_256MB)
0x1D (GRAN_512MB)
0x1E (GRAN_1GB)
0x1F (GRAN_2GB)
0x20 (GRAN_4GB)
0x21 - Reserved

0x3F

Bits 3:0 - TYPE[3:0] IDAU Reion Type

0x0 Region is invalid (INVALID)

0x1 Region is secure (SEC)

0x2 Region is non secure (NONSEC)

0x3 Region is non secure, the associated register group implements a watermark configuration (NONSEC_W)

0x4 Region is either secure or non-secure, the associated register group implements a block configuration
(SECnNONSEC_B)

0x5 Region is either secure or non-secure, configuration is linked to another IDAU region configuration bit (the

linked configuration bit identification info is readable from the RSTATUSC register inside the same register
group) (SECnNONSEC_L)

0x6 Region is non-secure callable, the associated register group implements a watermark configuration (NSC_W)
0x7 Region is exempt from security, the associated register group implements a block configuration (EXEMPT_B)
0x8 - OxF Reserved
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15.11.6. (Mode = Watermark) - Region STATUSB Register

Name: RSTATUSB

Offset: 0x1008

Reset: 0x00000000
Property: PAC Write-Protection

This register is part of a register group (composed of RCTRL, RSTATUS[A,B,C]) that is repeated
IDAU_REGION_NUM times. Register group x controls and returns status of the IDAU region x.
This register contains the dynamic configuration of region x.

This register is meaningful only for IDAU region types suffixed _B and _W, for other types it always
reads 0.

Table 15-11. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
| SIZE[31:24] |
Access R R R R R
Reset X X X X X X X X
Bit 23 22 21 20 19 18 17 16
| SIZE[23:16] |
Access R R R R R R R
Reset X X X X X X X X
Bit 15 14 13 12 11 10 9 8
SIZE[15:8]
Access R R R R R R R R
Reset X X X X X X X X
Bit 7 6 5 4 3 2 1 0
SIZE[7:0]
Access R R R R R R R
Reset X X X X X X X X

Bits 31:0 - SIZE[31:0] Watermark Based Region Size in Bytes

173

@ MICROCHIP



15.11.7. (MODE=LINK) - Region STATUSC Register

Name: RSTATUSC

Offset: 0x100C

Reset: 0x00000000
Property: PAC Write-Protection

This register is part of a register group (composed of RCTRL, RSTATUS[A,B,C]) that is repeated
IDAU_REGION_NUM times. Register group x controls and returns status of the IDAU region x.

This register is meaningful only for block-based IDAU regions (_B suffixed types), otherwise it reads
0.

This register exists only in register groups where RSTATUSA.TYPE = EXEMPT_B or RSTA-TUSA.TYPE =
SECNNONSEC_L. Otherwise, accesses at this register group offset are illegal.

Table 15-12. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
BLK[4:0]
Access R R R R R
Reset X X X X X
Bit 7 6 5 4 3 2 1 0
RGN[7:0]
Access R R R R R R R
Reset X X X X X X X X

Bits 12:8 - BLK[4:0] Linked IDAU Region Block ID

Bits 7:0 - RGN[7:0] Linked IDAU Region ID
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16. Peripheral Access Controller (PAC)

16.1. Overview

The Peripheral Access Controller (PAC) provides an interface for the locking and unlocking of
peripheral registers within the device. It reports all violations which occur due to an improper access
of a peripheral: write protected access, illegal access, enable protected access, or access when clock
synchronization or software reset is on-going. These errors are reported with a unique interrupt flag
for each peripheral. The PAC module also reports errors occurring at the client bus level, when an
access to a non-existing address is detected.

16.2. Features
The following are key features of the PAC module:
+ Programmable write protect bit for each peripheral that supports it
* Interrupt generation on access errors to peripherals
- Write protect error
- Unused Address
- Access when clock synchronization is active
- Access when software reset is on-going
- Access to reserved memory regions

16.3. Block Diagram

Figure 16-1. PAC Block Diagram

PAC

Client ERROR

IRQ

CLIENTs

Peripheral ERROR
PERIPHERAL m
PERIPHERAL 0

Peripheral ERROR
PERIPHERAL m

APB

WRITE CONTROL
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16.4. Peripheral Dependencies

Base Address
EVSYS Generator
(EVSYS.CHANNELN.EVGENX)
Power Domain

)
£
]

2
©
P,
]

<
[

=
o
o

NVIC IRQ Index: Source
MCLK AHBx/APBXx
Clock Enable Mask Bit
PAC Peripheral Identifier
(PAC.WRCTRL.PERIDXx)

AHB: MCLK.CLKMSKO[6]

APB: MCLK.CLKMSK1[14] 14 37 ACCERR VDDREG

PAC 0x4401_C000 30:ERR

16.4.1. Debug Operation

When the CPU is halted in Debug mode, write protection of all peripherals is disabled and the PAC
continues normal operation.

16.4.2. Register Access Protection
All registers with write access can be write-protected optionally by the Peripheral Access Controller
(PAC), except for the following registers:
+ The Write Control (WRCTRL) register
+ The Peripheral Interrupt Flag Status and Clear n (INTFLAG A/B/C...) registers

Optional write protection by the Peripheral Access Controller (PAC) is denoted by the "PAC Write
Protection" property in each individual register description.

PAC write protection does not apply to accesses through an external debugger.

16.5. Functional Description

16.5.1. Basic Operation

16.5.1.1. Operations
The PAC module allows the user to set, clear, or lock the write protected status of any peripherals.
If a peripheral access violation occurs, the Peripheral Interrupt Flag registers (INTFLAGx, x=A, B, C, or
D) are updated to inform the user which peripherals have had access violations. The corresponding
Peripheral Write Control Status n register (STATUSX) gives the state of the write protection for all
peripherals.

16.5.1.2. Peripheral Access Errors
The following events will generate a Peripheral Access Error:

* Protected write: To avoid unexpected writes to a peripheral's registers, each peripheral can
be write protected. Only the registers denoted as “PAC Write-Protection” in the module’s data
sheet can be protected. If a peripheral is not write protected, write data accesses are performed
normally. If a peripheral is write protected and if a write access is attempted, data will not be
written and peripheral returns an access error. The corresponding interrupt flag bit in one of the
INTFLAGX register will be set.

+ lllegal access: Access to an unimplemented register within the module.

+ Synchronized write error: For write-synchronized registers, an error will be reported if the
register is written while a synchronization is ongoing.

When any of the INTFLAGX registers bits are set, an interrupt will be requested if the PAC interrupt
enable bit is set.
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16.5.1.3. Write Access Protection Management
Peripheral access control can be enabled or disabled by writing to the WRCTRL register.

The data written to the WRCTRL register is composed of two fields: WRCTRL.PERID and WRCTRL.KEY.
The WRCTRL.PERID is a unique identifier corresponding to a peripheral. The WRCTRL.KEY is a key
value that defines the operation to be done on the control access bit. These operations can be “clear

" ou

protection”, “set protection” and “set and lock protection bit".

+ The “clear protection” operation will remove the write access protection for the peripheral
selected by WRCTRL.PERID. Write accesses are allowed for the registers in this peripheral.

+ The “set protection” operation will set the write access protection for the peripheral selected by
WRCTRL.PERID. Write accesses are not allowed for the registers with write protection property in
this peripheral.

+ The “set and lock protection” operation will set the write access protection for the peripheral
selected by WRCTRL.PERID and locks the access rights of the selected peripheral registers. The
write access protection will only be cleared by a hardware reset.

Any peripheral access control status can be read from a corresponding STATUSnh register.

16.5.1.4. Write Access Protection Management Errors

Only word-wise (or register-wise) writes to the WRCTRL register will change the access protection.
Other types of accesses will have no effect and will cause a PAC write access error. This error is
reported in the INTFLAGA.PAC bit.

The PAC also generates an interrupt on double write clear or double write set operations.

« If a peripheral is write protected and a subsequent set protection or set and lock operation is
detected then the PAC returns an error.

+ If a peripheral is not protected and a subsequent clear protection operation is detected then the
PAC returns an error.

+ If a peripheral is write protected and locked and either a clear protection or set protection
operation is detected, then the PAC returns an error.

This can be used to ensure that the application follows any write protect with an unprotect and any
unprotect with a protect. In applications where the write protect state of a peripheral is manipulated
in several contexts, care must be taken so that the contexts do not interfere with each other.

The errors generated while accessing the PAC module registers (for example, key error, double
protect error) will set the INTFLAGA.PAC flag.

16.5.1.5. Generating Events

The PAC module can also generate an event when any of the Interrupt Flag registers bit are set. To
enable the PAC event generation, the control bit EVCTRL.ERREO must be seta '1".

16.5.2. Interrupts
The PAC has the following interrupt source:

« Error (ERR): Indicates that a peripheral access violation occurred in one of the peripherals
controlled by the PAC module, or a bridge error occurred in one of the bridges reported by
the PAC:

- This interrupt is a synchronous wake-up source.

The interrupt flag in the Interrupt Flag Status and Clear (INTFLAGAHB and INTFLAGX) registers is set
when the interrupt condition occurs. Each interrupt can be individually enabled by writing a '1' to
the corresponding bit in the Interrupt Enable Set (INTENSET) register, and disabled by writing a '1'
to the corresponding bit in the Interrupt Enable Clear (INTENCLR) register. An interrupt request is
generated when the interrupt flag is set and the corresponding interrupt is enabled. The interrupt
request remains active until the interrupt flag is cleared, the interrupt is disabled, or the PAC is
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reset. All interrupt requests from the peripheral are ORed together on system level to generate
one combined interrupt request to the NVIC. The user must read the INTFLAGAHB and INTFLAGx
registers to determine which interrupt condition is present.

16.5.3. Events
The PAC can generate the following output event:

+ Error (ERR): Generated when one of the interrupt flag registers bits is set

Writing a '1' to an Event Output bit in the Event Control Register (EVCTRL.ERREO) enables the
corresponding output event. Writing a '0' to this bit disables the corresponding output event.

16.5.4. Sleep Mode Operation

In Sleep mode, the PAC is kept enabled if an available bus host (CPU, DMA) is running. The PAC will
continue to catch access errors from the module and generate interrupts or events.
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16.6.

0x00

0x04
0x05

0x07
0x08

0x09
0x0A

0x13
0x14
0x18

0x1C

0x20

0x24
0x33
0x34
0x38

0x3C

0x40
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Register Summary
For descriptions and definitions of both Register and bitfield properties, refer to Register Properties.

I S T 2 S S S R

WRCTRL

EVCTRL

Reserved

INTENCLR
INTENSET

Reserved

INTFLAGA

INTFLAGB

INTFLAGC

INTFLAGD

Reserved

STATUSA

STATUSB

STATUSC

STATUSD

23:16
15:8
7:0
7:0

7:0
7:0

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

TRAM
OSC32KCTRL

SERCOM1

ETH
TCC7

TRAM
OSC32KCTRL

SERCOM1

ETH
TCC7

KEY[7:0]
PERID[15:8]
PERID[7:0]
PAC EIC RTC WDT
OSCCTRL RSTC SUPC PM
TCC3 TCC2 TCC
SERCOMO EVSYS IDAU PRM
PDEC ccL SPLIXS
TCC6 TCCS TCC4 SERCOM7
PAC EIC RTC WDT
OSCCTRL RSTC SUPC PM
TCC3 TCC2 TCC
SERCOMO EVSYS IDAU PRM
PDEC ccL SPLIXS
TCC6 TCCS TCC4 SERCOM7

FREQM
FCW

TCCO
DMA1

PTC
SERCOM6

FREQM
FCW

TCCO
DMA1

PTC
SERCOM6

MCLK
FCR

SERCOM3
DMAO

usB
AC
SERCOM5

MCLK
FCR

SERCOM3
DMAO

usB
AC
SERCOM5

ERREO

GCLK
DSU

SERCOM2
PORT
TRNG

ADC
SERCOM4

sQl

GCLK
DSU

SERCOM2
PORT
TRNG

ADC
SERCOM4

sQl
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16.6.1. Write Control

Name: WRCTRL
Offset: 0x00

Reset: 0x00000000
Property: -

Table 16-1. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
| KEY[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
PERID[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| PERID[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 23:16 - KEY[7:0] Peripheral Access Control Key
These bits define the peripheral access control key:

Value Name Description
0x0 OFF No action
0x1 CLEAR

0x2 SET

0x3 LOCK

Bits 15:0 - PERID[15:0] Peripheral Identifier

Clear the peripheral write control
Set the peripheral write control
Set and lock the peripheral write control until the next hardware reset

The PERID represents the peripheral whose control is changed using the WRCTRL.KEY.

Table 16-2. PERID Values

FCR
FCW
PM
SUPC
RSTC
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u b wWN =

STATUSA[O

STATUSA[1 ]
STATUSA[2]
STATUSA[3]
STATUSA[4]
STATUSA[S5]

SFR's

STATUS INTFLAG

INTFLAGA[O]
INTFLAGA[1]
INTFLAGA[2]
INTFLAGA[3]
INTFLAGA[4]
INTFLAGA[5]
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Table 16-2. PERID Values (continued)

Peripheral SFR Suffix

OSCCTRL 6 A STATUSA[6 INTFLAGA[6]
OSC32KCTRL 7 A 7 STATUSA[7] INTFLAGA[7]
GCLK 8 A 8 STATUSA[8] INTFLAGA[8]
MCLK 9 A 9 STATUSA[9] INTFLAGA[9]
FREQM 10 A 10 STATUSA[10] INTFLAGA[10]
WDT 11 A 11 STATUSA[11] INTFLAGA[11]
RTC 12 A 12 STATUSA[12] INTFLAGA[12]
EIC 13 A 13 STATUSA[13] INTFLAGA[13]
PAC 14 A 14 STATUSA[14] INTFLAGA[14]
TRAM 15 A 15 STATUSA[15] INTFLAGA[15]
MBISTINTF 18
TDM 19
FlexRAM 20
PORT 32 B 0 STATUSBI[0] INTFLAGBIO]
DMAO 33 B 1 STATUSBI[1] INTFLAGB[1]
DMA1 34 B 2 STATUSBI[2] INTFLAGB[2]
HMATRIX 35
CMCC 36
PRM 37 B 3 STATUSBI3] INTFLAGB[3]
IDAU 38 B 4 STATUSB[4] INTFLAGB[4]
EVSYS 39 B 5 STATUSBI5] INTFLAGB[5]
SERCOMO 40 B 6 STATUSBI[6] INTFLAGB[6]
SERCOM1 41 B 7 STATUSBI[7] INTFLAGB[7]
SERCOM2 42 B 8 STATUSBI8] INTFLAGB[8]
SERCOM3 43 B 9 STATUSBI[9] INTFLAGB[9]
TCCO 44 B 10 STATUSBI[10] INTFLAGB[10]
TCC1 45 B 11 STATUSB[11] INTFLAGBI[11]
TCC2 46 B 12 STATUSBI[12] INTFLAGB[12]
TCC3 47 B 13 STATUSBI[13] INTFLAGBI[13]
SERCOM4 64 C 0 STATUSCI[O] INTFLAGC[OQ]
SERCOM5 65 C 1 STATUSC[1] INTFLAGC[1]
SERCOM6 66 C 2 STATUSC[2] INTFLAGC[2]
SERCOM7 67 C 3 STATUSC[3] INTFLAGC[3]
TCC4 68 C 4 STATUSC[4] INTFLAGC[4]
TCCS 69 C 5 STATUSC[5] INTFLAGC[5]
TCC6 70 C 6 STATUSCI[6] INTFLAGC[6]
TCC7 71 C 7 STATUSC[7] INTFLAGC[7]
ADC 72 C 8 STATUSCI[8] INTFLAGC[8]
AC 73 C 9 STATUSC[9] INTFLAGC[9]
PTC 74 C 10 STATUSC[10] INTFLAGC[10]
SPI_IXS 75 C 11 STATUSC[11] INTFLAGC[11]
PCC 76
CCL 77 C 13 STATUSC[13] INTFLAGC[13]
PDEC 78 C 14 STATUSC[14] INTFLAGC[14]
CANO 79
CAN1 80
ETH 81 C 15 STATUSC[15] INTFLAGC[15]
TRNG 82 C 16 STATUSC[16] INTFLAGC[16]
SDMCCO 83
SDMCC1 84
usB 85 C 17 STATUSC[17] INTFLAGC[17]
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Table 16-2. PERID Values (continued)

Peripheral SFR Suffix Bit
EBI 86

SQl 96 D 0 STATUSDIO] INTFLAGD[O]
USBHS 97
HSM 98
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16.6.2. Event Control

Name: EVCTRL
Offset: 0x04
Reset: 0x00
Property: -

Table 16-3. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 7 6 5 4 3 2 1 0
| | | | | | ERREO |
Access R/W
Reset 0

Bit 0 - ERREO Peripheral Access Error Event Output
This bit indicates if the Peripheral Access Error Event Output is enabled or disabled. When enabled,
an event will be generated when one of the interrupt flag registers bits (INTFLAGAHB, INTFLAGN) is

set:

Value Description

0 Peripheral Access Error Event Output is disabled.
1 Peripheral Access Error Event Output is enabled.
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16.6.3. Interrupt Enable Clear

Name: INTENCLR
Offset: 0x08
Reset: 0x00

Property: PAC Write-Protection

This register allows the user to disable an interrupt without doing a read-modify-write operation.
Changes in this register will also be reflected in the Interrupt Enable Set register (INTENSET).

Table 16-4. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 7 6 5 4 3 2 1 0
| | | | | [ ERR |
Access R/W
Reset 0

Bit 0 - ERR Peripheral Access Error Interrupt Disable
This bit indicates that the Peripheral Access Error Interrupt is enabled and an interrupt request will
be generated when one of the interrupt flag registers bits (INTFLAGAHB, INTFLAGN) is set:
Writing a '0' to this bit has no effect.
Writing a '1' to this bit will clear the Peripheral Access Error Interrupt Enable bit and disables the
corresponding interrupt request.

Value Description

0 Peripheral Access Error interrupt is disabled.
1 Peripheral Access Error interrupt is enabled.
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16.6.4. Interrupt Enable Set

Name: INTENSET
Offset: 0x09
Reset: 0x00

Property: PAC Write-Protection

This register allows the user to enable an interrupt without doing a read-modify-write operation.
Changes in this register will also be reflected in the Interrupt Enable Set register (INTENCLR).

Table 16-5. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 7 6 5 4 3 2 1 0
| | | | | [ ERR |
Access R/W
Reset 0

Bit 0 - ERR Peripheral Access Error Interrupt Enable
This bit indicates that the Peripheral Access Error Interrupt is enabled and an interrupt request will
be generated when one of the interrupt flag registers bits (INTFLAGAHB, INTFLAGN) is set:
Writing a '0' to this bit has no effect.
Writing a '1' to this bit will set the Peripheral Access Error Interrupt Enable bit and enables the
corresponding interrupt request.

Value Description

0 Peripheral Access Error interrupt is disabled.
1 Peripheral Access Error interrupt is enabled.
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16.6.5. Peripheral Interrupt Flag Status and Clear A

Name: INTFLAGA
Offset: 0x14

Reset: 0x00000000
Property: -

This flag is set when a Peripheral Access Error occurs while accessing the peripheral associated with

the respective INTFLAGA bit. An interrupt request is generated if INTENCLR/SET.ERR is one.

Writing a '0' to this bit has no effect.

Writing a '1' to this bit will clear the corresponding INTFLAGA interrupt flag.

Table 16-6. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
TRAM PAC EIC RTC WDT FREQM | MCLK GCLK
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
|OSC32KCTRL| OSCCTRL | RSTC | SUPC | PM FC(Ww | FCR | DSU
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bit 15 - TRAM Trust RAM

Bit 14 - PAC Peripheral Access Controller

Bit 13 - EIC External Interrupt Controller

Bit 12 - RTC Real Time Clock
Bit 11 - WDT Watchdog Timer
Bit 10 - FREQM Frequency Meter

Bit 9 - MCLK Main Clock

Bit 8 - GCLK Generic Clock Controller
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Bit 7 - OSC32KCTRL 32 K Oscillator Controller
Bit 6 - OSCCTRL Oscillator Controller

Bit 5 - RSTC Reset Controller

Bit 4 - SUPC Startup Power Controller

Bit 3 - PM Interrupt Flag for the Power Manager
Bit 2 - FCW Flash Controller Write

Bit 1 - FCR Flash Controller Read

Bit 0 - DSU Device Service Unit
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16.6.6. Peripheral Interrupt Flag Status and Clear B

Name: INTFLAGB
Offset: 0x18

Reset: 0x00000000
Property: -

This flag is set when a Peripheral Access Error occurs while accessing the peripheral associated with
the respective INTFLAGB bit. An interrupt request is generated if INTENCLR/SET.ERR is '1".

Writing a '0' to this bit has no effect.

Writing a '1' to this bit will clear the corresponding INTFLAGB interrupt flag.

Table 16-7. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
TCC3 TCC2 TCCT TCCO SERCOM3 SERCOM2
Access R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| SERCOM1 | SERCOMO | EVSYS | IDAU | PRM | DMA1 | DMAO | PORT |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 10, 11, 12, 13 - TCCn Interrupt Flag for Timer Counter Controller, n =0..3
Bits 6, 7, 8, 9 - SERCOMn Serial Communication Interface n, n =0..3

Bit 5 - EVSYS Event System

Bit 4 - IDAU Implementation Defined Attribution Unit

Bit 3 - PRM Host Boot ROM

Bits 1, 2 - DMANn Direct Memory Access n =0..1

Bit 0 - PORT PORT General Purpose Pin I/0 Controller
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16.6.7. Peripheral Interrupt Flag Status and Clear C

This flag is set when a Peripheral Access Error occurs while accessing the peripheral associated with
the respective INTFLAGC bit. An interrupt request is generated if INTENCLR/SET.ERR is "1".

Name:
Offset:
Reset:
Property:

INTFLAGC
0Ox1C
0x00000000

Writing a '0' to these bits has no effect.

Writing a '1' to these bits clears the corresponding INTFLAGC interrupt flag.

Table 16-8. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | | USE__ | TRNG |
Access R/W R/W
Reset 0 0
Bit 15 14 13 12 11 10 9 8
ETH PDEC CCL SPI_IXS PTC AC ADC
Access R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| TCC7 | TCC6 | TCC5 | TCC4 | SERCOM7 | SERCOM6 | SERCOMS5 | SERCOM4 |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bit 17 - USB Universal Serial Bus

Bit 16 - TRNG True Random Number Generator

Bit 15 - ETH Ethernet

Bit 14 - PDEC Position Decoder

Bit 13 - CCL Configurable Custom Logic

Bit 11 - SPI_IXS Inter-IC Sound Interface

Bit 10 - PTC Peripheral Touch Controller

Bit 9 - AC Analog Comparator
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Bit 8 - ADC Analog-to-Digital Converter
Bits 4, 5, 6, 7 - TCCn Timer Counter Controller n, n =4..7

Bits 0, 1, 2, 3 - SERCOMN Serial Communication Interface n, n =4..7
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16.6.8. Peripheral Interrupt Flag Status and Clear D

Name: INTFLAGD
Offset: 0x20

Reset: 0x00000000
Property: -

This flag is set when a Peripheral Access Error occurs while accessing the peripheral associated with

the respective INTFLAGD bit. An interrupt request is generated if INTENCLR/SET.ERR is '1".

Writing a '0' to these bits has no effect.

Writing a '1' to these bits clears the corresponding INTFLAGC interrupt flag.

Table 16-9. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
| sqQl
Access R/W
Reset 0

Bit 0 - SQI Serial Quad Interface

@ MICROCHIP

191



16.6.9. Peripheral Write Protection Status A

Name: STATUSA
Offset: 0x34

Reset: 0x00000000
Property: -

Reading the STATUSA register returns the peripheral write protection status of the indicated

peripherals:

0: Peripheral is not write protected.

1: Peripheral is write protected.

Table 16-10. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
TRAM PAC EIC RTC WDT FREQM | MCLK GCLK
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
|OSC32KCTRL| OSCCTRL | RSTC | SUPC | PM FC(Ww | FCR | DSU
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bit 15 - TRAM Trust RAM

Bit 14 - PAC Peripheral Access Controller

Bit 13 - EIC External Interrupt Controller

Bit 12 - RTC Real Time Clock
Bit 11 - WDT Watchdog Timer
Bit 10 - FREQM Frequency Meter

Bit 9 - MCLK Main Clock

Bit 8 - GCLK Generic Clock Controller
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Bit 7 - OSC32KCTRL 32 K Oscillator Controller
Bit 6 - OSCCTRL Oscillator Controller

Bit 5 - RSTC Reset Controller

Bit 4 - SUPC Startup Power Controller

Bit 3 - PM Interrupt Flag for the Power Manager
Bit 2 - FCW Flash Controller Write

Bit 1 - FCR Flash Controller Read

Bit 0 - DSU Device Service Unit
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16.6.10. Peripheral Write Protection Status B

Name:
Offset:
Reset:
Property:

Reading the STATUSB register returns the peripheral write protection status of the indicated

peripherals:

STATUSB
0x38
0x00000000

0 Peripheral is not write protected.

1 Peripheral is write protected.

Table 16-11. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
TCC3 TCC2 TCCT TCCO SERCOM3 SERCOM2
Access R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| SERCOM1 | SERCOMO | EVSYS | IDAU PRM | DMA1 | DMAO | PORT |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 10, 11, 12, 13 - TCCn Interrupt Flag for Timer Counter Controller, n =0..3

Bits 6, 7, 8, 9 - SERCOMN Serial Communication Interface n, n =0..3

Bit 5 - EVSYS Event System

Bit 4 - IDAU Implementation Defined Attribution Unit

Bit 3 - PRM Host Boot ROM

Bits 1,2- DMAn n=0..1

Bit 0 - PORT PORT General Purpose Pin I/0 Controller
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16.6.11. Peripheral Write Protection Status C

Name: STATUSC
Offset: 0x3C
Reset: 0x000000
Property: -

Reading the STATUSC register returns the peripheral write protection status of the indicated

peripherals:
0 Peripheral is not write protected.

1 Peripheral is write protected.

Table 16-12. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | | USE__ | TRNG |
Access R/W R/W
Reset 0 0
Bit 15 14 13 12 11 10 9 8
ETH PDEC CCL SPI_IXS PTC AC ADC
Access R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| TCC7 | TCC6 | TCC5 | TCC4 | SERCOM7 | SERCOM6 | SERCOMS5 | SERCOM4 |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bit 17 - USB Universal Serial Bus

Bit 16 - TRNG True Random Number Generator
Bit 15 - ETH Ethernet

Bit 14 - PDEC Position Decoder

Bit 13 - CCL Configurable Custom Logic

Bit 11 - SPI_IXS Inter-IC Sound Interface

Bit 10 - PTC Peripheral Touch Controller

Bit 9 - AC Analog Comparator
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Bit 8 - ADC Analog-to-Digital Converter
Bits 4, 5, 6, 7 - TCCn Timer Counter Controller n, n =4..7

Bits 0, 1, 2, 3 - SERCOMN Serial Communication Interface n, n =4..7
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16.6.12. Peripheral Write Protection Status and Clear D

Name: STATUSD
Offset: 0x40

Reset: 0x00000000
Property: -

Reading the STATUSD register returns the peripheral write protection status of the indicated

peripherals:
0: Peripheral is not write protected.

1: Peripheral is write protected.

Table 16-13. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
| sqQl
Access R/W
Reset 0

Bit 0 - SQI Serial Quad Interface
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17. Device Service Unit (DSU)

17.1. Overview

The Device Service Unit (DSU) provides a means to detect debugger probes. This enables the Arm
Debug Access Port (DAP) to have control over multiplexed debug pads and CPU reset. The DSU
also provides system-level services to debug adapters in an Arm debug system. It implements

a CoreSight Debug ROM that provides device identification as well as identification of other

debug components within the system. Therefore, it complies with the Arm Peripheral Identification
specification.

The DSU also provides system services to applications that need memory testing, as required for
IEC60730 Class B compliance, for example. The DSU can be accessed simultaneously by a debugger
and the CPU, as it is connected on the High-Speed Bus Matrix.

The DSU implements communication channels between the device and external tools which can be
used at boot time to make use of Boot ROM services.
17.2. Features
The following are key features of the DSU module:
« Arm® CoreSight™ compliant device identification
* Microchip device identification
* CPU reset extension
+ Debugger probe detection (Cold-Plugging and Hot-Plugging)
+  Two Debug Communication Channels (DCC[0,1] with DMA signaling)
«  Two Boot Communication Channels (BCC[0,1])
+ Supports Debug Authentication and non-secure debug
« Support for M33 CPU
+ Onboard (global) memory built-in self-test (MBIST)
+ 32-bit cyclic redundancy check (CRC32)
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17.3. PIC32CK SG/GC DSU Block Diagram

Figure 17-1. DSU Block Diagram
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dsu_cpu_wait[1]

dsu_cpu_wait[0]

ﬁ

HIGH-SPEED
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17.4. Signal Description
The DSU uses these signals to function.

RESET
SWCLK
SWDIO
TCK
T™MS
TDI
TDO

Notes:

1. By default the Debug Port (DP) starts in JTAG mode after Power-on Reset, but it can switch to
Single Wire Debug (SWD) mode using the Arm JTAG to SWD switching sequence.

2. Any I/0 pins being used for SWD/JTAG functions should not be configured for Open Drain

operation.
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Digital Input
Digital Input
Digital 1/0

Digital Input
Digital Input
Digital Input

Digital Output

External Reset

Serial Wire Debug (SWD) clock
Serial Wire Debug (SWD) bidirectional data pin

JTAG Test Clock

JTAG Test Mode Select

JTAG Test Data In

JTAG Test Data Out
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17.5. Peripheral Dependencies

Peripheral
Base
Address

=]
©
P
[
<
[N
=
)
o
@)
<
o

MCLK AHBx/APBx Clock Enable Bit
(PAC.WRCTRL.PERIDx)
DMA Trigger
Index:Source
(DMAC.CHCTRLBK.TRIGX)

AHB: MCLK.CLKMSKO[3] 2:DCCO

DSU 0X4400 0000 APB: MCLK.CLKMSKA [0] 0 3:DCCY VDDREG

17.6. Indexing

The DSU can service up to two CPUs: CPUO is the device's M33 core. CPU1 is for an optional
COprocessor.

17.7. Debug Operation

17.7.1. Principle of Operation
The DSU monitors the presence of a debugger to control appropriately on-chip resources when
a debugger is attached to the device. The following are two attachment methods with different
properties discussed later:

+ Cold-plugging: Attachment when external reset is asserted.
+ Hot-plugging: Attachment when external reset is not asserted.

A debugger presence has several effects on the device:

+ Assigns JTAG or SWD pads to the Debug Port (DP) by controlling the port mux
+ Enables Access Ports
« Extends the device CPUs reset phases

The DSU also implements Boot Communication Channels to enable communication with the
device's Boot ROM. For additional information on the Arm debug components, refer to the Arm
“Debug Interface v5 Architecture Specification” document.

17.7.2. Debugger Probe Detection

17.7.2.1. Cold Plugging
Cold-Plugging is the detection of a debugger when the external reset is asserted (RESET pulled low).
As shown in the following figure, a cold-plugging is detected when at least 3 TCK/SWCLK pin rising
edges are detected while RESET is asserted. The detector state is updated upon a RESET pin rising
edge. The Cold-Plugging detection is reset by a power-on reset or external reset. At startup, the TCK/
SWCLK pin must be externally pulled up by 33 kQ resistors to avoid false detection of a debugger
when this pin is left unconnected on the application board. Cold-plugging detection is available once
pads are correctly powered after a power-reset. If DAL.CPUO equals 0 or 3, then Cold-Plugging is
the only way to detect a debugger probe, and so the external reset timing must be longer than the
power-reset timing. If external reset is de-asserted before power-reset release, the user must retry
the cold-plugging procedure until it gets connected to the device.
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Figure 17-2. Cold-Plugging Timing Diagram

debugger_present g
17.7.2.2. Hot Plugging

Hot-Plugging is the detection of a debugger probe when the external reset pin is not asserted. As
shown in the following figure, Hot-Plugging is detected when at least 3 TCK/SWCLK pin rising edges
are detected while RESET is not asserted. The hot-plugging detector is reset by a power-reset or a

an external reset. The module assumes that the TCK/SWCLK function is controlled by the PORT and
defaults to the Debug Port (DP) when any reset asserts. Any change to the PORT TCK/SWCLK pad
configuration disables the hot-plugging detection immediately until a power-reset or external reset
occurs. Therefore no debugger can connect after such configuration. Moreover, for security reasons,
Hot-Plugging is not available when DAL.CPUO equals to 0 or 3. Availability of the Hot-Plugging
feature can be read from the Hot-Plugging Enable bit of the Status B register (STATUSB.HPE).

Figure 17-3. Hot-Plugging Detection Timing Diagram

DBGDET
(TCK/SWCLK)

pad_reset_n é

clock counter

debugger_present

17.7.2.3. Debugger Probe Detection Conditions and Effects

The presence of a debugger probe is detected when either Hot-Plugging or Cold-Plugging is
detected .

Effects of a debugger detection are:

+ PORT MUX JTAG or SWD functions are selected depending on the Debug Port (DP) selected
protocol. These functions have a higher priority than the GPIO function controlled by the PORT
module. User code cannot reclaim the pads that are claimed by the DP from that point on
by configuring the PORT. The number of pads claimed by the DP depends on the DP selected
protocol (JTAG or SWD). The DP starts in JTAG mode after a power-reset (TCK, TMS, TDI, TDO are
claimed in this case) but can switch to SWD mode using the Arm JTAG to SWD switching sequence
(the SWCLK and SWDIO pads only are claimed by the DP in this case).

+ Access ports are enabled. Trying to access an access port register from the DP when it is disabled
returns a DP fault (sets the DP sticky error bit).

+ The Debugger Present bit of the Status B register (STATUSB.DBGPRES) reads one
+ Extends the CPU reset (only with cold-plugging)
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Note: Once in SWD mode it is possible to switch back to JTAG mode using the ARM SWD to JTAG
switching sequence.

17.7.3. CPU Reset Extension

“CPU reset extension” refers to the extension of the reset phase of the device’s CPU core(s) when a
debugger connects with the cold-plugging procedure. This ensures that when a debugger connects:

+ The CPU is not executing code at startup
« The device is in a safe and in a known state (reset)

For security reasons, the hot-plugging method is not allowed when CPUQ.DAL=0. Cold-plugging must
be used in this case.

For each CPU held in the reset extension phase, the CPU Reset Extension bits of the Status A register
(STATUSA.CRSTEXTX) reads one. To release CPUx from reset, write a '1' in STATUSA.CRSTEXTx.
STATUSA.CRSTEXTx will then be cleared. More than one CPU can be released at a time. (Writing

a '0' to STATUSA.CRSTEXTx has no effect.) Releasing the "CPU reset extension" is possible for

all DAL.CPUXx levels. Each CPU then executes its Boot ROM. The host CPU (CPU 0) Boot ROM
implements security checks at startup. It is not possible to access the bus system until the Boot

ROM has performed these security checks.

Figure 17-4. Typical CPU Reset Extension Set and Clear Timing Diagram

DBGDET [ ML LTI

(TCK/SWCLK)

RESET

DSU CRSTEXTx E\)

CPU Reset Extension \|

CPU State reset X running

17.7.4. Boot Communication Channels

Boot Communication Channels allow communication between a debug adapter and the Host CPU
executing the Host Boot ROM at startup. The Host Boot ROM implements system level commands.

17.8. Multi-Processor Support

The DSU can support 2 CPU cores, referred to as CPUO, CPU1. Each CPU connects a different bus
system. The DAP implements one MEMory Access Port (MEM-AP) per CPU and allows debug tools to
access each CPU's bus system. Debug tools must select the correct MEM-AP at the debug port level
depending on the targeted bus system.

+ MEM-APQ is disabled (by decreasing order of priority) when:
- CPUO.DAL = 0 and no cold-plugging detected.
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Once enabled, MEM-APQ always has access to the DSU external space to enable communications
between the device and external tools.
+ MEM-AP1 is disabled when:

- When STATUSB.DBGPRES =0

- when their respective DAL.CPU1 level is not equal to 2.

17.9. Programming

For each bus system, programming the Flash or RAM memories is only possible when the debugger
access level is sufficient to access the desired resource. If MEM-APx is selected by the DP and if
DAL.CPUx is equal to:

+ 0x2: debugger can access all areas in the CPU bus system.

+ 0x0: If the debugger targets the MEM-APO then it can only access the DSU external address
space making it possible to communicate with the Boot ROM after reset. If debugger targets the
MEM-AP1 then all transactions results in a DAP fault.

A typical programming procedure, when DAL.CPUx=0x2, is presented below:

1. At power-up, RESET is driven low by a debugger. The on-chip regulator holds the system in a
POR state until the input supply is above the POR threshold. The system continues to be held in
this static state until all the internally regulated supplies have reached a safe operating state.

2. The Power Manager (PM) starts, clocks are switched to the slow clock (Core Clock, System
Clock, Flash Clock and any Bus Clocks that do not have clock gate control). Internal resets are
maintained due to the external reset.

3. The debugger generates at least 3 SWCLK clock cycles while RESET is asserted. RESET is then
released, resulting in a debugger Cold-Plugging procedure.

4. The debugger generates a clock signal on the SWCLK pin, the Debug Access Port (DAP) receives a
clock.

5. If x=0go to 6 otherwise go to 10.
CPU 0 executes its Boot ROM.

7. ltis recommended to issue a chip-erase (supported by the Boot ROM) to ensure that the Flash is
fully erased prior to programming.

8. Ifthe operation issued above was accepted and has completed successfully then DAL.CPUO
equals 0x2 therefore programming is available through the MEM-AP 0.

9. After the operation is completed, the chip can be restarted either by asserting RESET, toggling
power, or sending a command to the Boot ROM to jump to the NVM code. Make sure that
the SWCLK clock is stopped while asserting RESET to prevent entering again the cold-plugging
procedure.

End of procedure for CPU 0.

10. CPU1 executes its Boot ROM, DAL.CPU1 is updated during this process.
11. If DAL.CPU1 is locked, unlock it using Boot ROM1 challenge/response features.
12. If DAL.CPU1 equals 0x2 then programming is available through the MEM-AP 1.

13. After the operation is completed, the chip can be restarted either by asserting RESET, toggling
power, or sending a command to the Host Boot ROM to jump to the NVM code. Make sure
that the SWCLK pin is high when releasing RESET to prevent entering again the cold-plugging
procedure.

End of procedure for CPU 1.

17.10. Security Enforcement
Security enforcement aims at protecting intellectual property, it consists of the following:
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+ Restricting access to access ports depending on the debugger access level

+ Restricting access to internal memories from external tools depending on the debugger access
level

The security at the Debug Access Port x level is enforced by setting the Debugger Access Level x

bits in the DAL register (DAL.CPUXx) to a value lower than 0x2. The DAL.CPUx setting can be elevated
using Boot ROM commands depending on the Boot ROM user configuration, refer to chip-erase
and Challenge/Response features in the “Boot ROM"” chapter. When DAL.CPUO is equal to 0 or 3,
read/write accesses using the MEM-APQ are limited to the DSU external address range and DSU
commands are restricted. When issuing a (Host) Boot ROM Chip-Erase, sensitive Host information is
erased from volatile memory and Flash. For more information about the (Host) Boot ROM features,
such as the chip-erase, refer to the Boot ROM chapter. When x>0 and DAL.CPUx is equal to 0 all
accesses to the MEM-APx are disabled.

The DSU implements an internal bus matrix which routes all AHB-APO accesses directed to the DSU
address space directly to the DSU APB interface. Other access are routed to the CPUO debug port,
refer to the DSU Block Diagram).

The DSU also implements a Debug Authentication module that controls each AP and CPU debug
feature depending on the CPU's DAL level. When DAL.CPUx = 0, the CPUx AHB debug port doesn’t
accept debug transactions, any MEM-APx transaction returns a bus error which translates to an ARM
DP sticky error bit (refer to the Arm Debug Interface v5 Architecture Specification on www.arm.com).

The DSU APB interface address space is divided as follows:

+ The first 0x100 bytes form the internal address range
+ The next Ox1F0O0 bytes form the external address range

Transactions initiated by a debug adapter are denoted as external transactions. All transactions
directed to the CPUO bus system go through the DSU Bus Matrix (BMX) which:

+ Allows access to the full address space when DAL>0
* Restricts accesses to the DSU external space when DAL= 0

Figure 17-5. APB Memory Mapping

0x0000 Cannot be accessed
by a debug adapter
DSU Internal | when DAL.CPUOQ!=2
Address
Range
O0x00FF
0x0100 DSU Can be accessed by a
External debug adapter
Address
0x01FF Range
Reserved
0x1000
DSU
CoreSight
ROM
Ox1FFF
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Table 17-1. MEM-APO Access Rights Depending on DAL.CPUO

.
S

2 3

PPB or IOBUS N Yo Y N

DSU internal address space N N@ Y N

DSU external address space Y Y Y Y

Other N Y Y N
Notes:

1. Refer to Arm v8m debug documentation for detailed information on PPB and IOBUS access
restrictions.

2. When DAL.CPUO = 1 DAP transfers are always non-secure. The internal address space is
accessible only by secure hosts. DAP transactions will propagate to the DSU APB interface but
will be ignored and STATUSA.PERR will be set.

3. MEM-APQ is disabled until cold-plugging occurs.

Some features not activated by APB transactions are not available when the device is protected:

Table 17-2. Feature Availability Under Protection

CPU Reset Extension

w

Clear CPU Reset Extension

Debugger Cold-Plugging

zZ < < <
< < < <
< < < <
zZ < < <

Debugger Hot-Plugging

17.11. Device Identification

Device identification relies on the Arm CoreSight component identification scheme, which allows the
chip to be identified as a Microchip device implementing a DSU. The DSU contains identification
registers to differentiate the device.

17.11.1. CoreSight Identification

A system-level Arm CoreSight ROM table is present in the device to identify the vendor and the chip
identification method. Its address is provided in the MEM-AP BASE register inside the Arm Debug
Access Port. The CoreSight ROM implements a 64-bit conceptual ID composed as follows from the
PIDO to PID7 CoreSight ROM Table registers:

Figure 17-6. Conceptual 64-bit Peripheral ID

Conceptual 64-bit Peripheral ID
A

[ PID7 register PID6 register PID5 register PID4 register PID3 register PID2 register PID1 register PIDO register
7

07 07 07 07 07 07 07 0
lelofofefoleloefolofefefolelofefofelefefefolefef { { {  { T [ { {11 {11 {11 | [TL{ITI{ITI{ITI{IT]
\61 56 55 48 47 4039 3635 323 2827 2423 201 9{8 ZA‘H 0}

Y WJ Y Y

Reserved, read as zero 4KB RevAnd Revision JEP 106 Part number

count ;ep 106 Customer ID code
Continuation Code modified JEP 106 code is used

Table 17-3. Conceptual 64-Bit Peripheral ID Bit Descriptions

JEP-106 CC code 4  Microchip Continuation code: 0x0 PID4
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Table 17-3. Conceptual 64-Bit Peripheral ID Bit Descriptions (continued)

JEP-106 ID code 7 Device ID: 0x29 PID1+PID2
4KB count 4 Indicates that the CoreSight component is a ROM: 0x0 PID4
Rev And 4 Notused; read as 0 PID3
CUSMOD 4 Notused; read as 0 PID3
PARTNUM 12 Contains 0xCDO to indicate that DSU is present. this indicates that device identification PIDO+PID1

can be completed by reading the Device Identification register (DID).

REVISION 4 DSU revision (starts at 0x0 and increments by 1 at both major and minor revisions). PID2
Identifies DSU identification method variants.

For additional information, refer to the “Arm Debug Interface Version 5 Architecture Specification”.

17.11.2. Chip Identification Method
The DSU DID register identifies the device by implementing the following information:
« Processor identification
+ Device select

17.12. Functional Description

17.12.1. Principle of Operation

The DSU provides memory services, such as CRC32 or MBIST that require almost the same interface.
Therefore, the Address, Length and Data registers (ADDR, LENGTH, DATA) are shared. These shared
registers must be configured first; then a command can be issued by writing the CTRL control
register. When a command is ongoing, other commands are discarded until the current operation

is completed. STATUSA.FAIL is set when commands are discarded. The recommended procedure to
issue a command is given below:

1. Clear STATUSA.DONE (by writing a 1 into STATUSA.DONE).
2. Issue a command (by writing a valid command into CTRL.CMD).
3. Wait until STATUSA.DONE is set.

17.12.2. Basic Operation

17.12.2.1. Initialization

The module is enabled by enabling its clocks. For more details, refer to the Peripheral Dependencies
section and MCLK chapter. The DSU registers can be PAC write-protected.

For additional information, refer to the PAC - Peripheral Access Controller.

17.12.2.2. Operation From a Debug Adapter
Debug adapters should access the DSU registers in the external address range [0x0100 - 0x1FFF].

If DAL.CPUO is equal to 0 or 3, accessing the first 0x100 bytes causes the DSU bus matrix to return
an error to the DAP. See the following table for information.

Table 17-4. DAP MEM APO Transaction Authorizations and Error Response Types

DBG Connection DAL.CPUO DAP transaction allowed?
DSU internal address space DSU external address space
03 N (BE) Y N (BE)

Cold-p
Hot-p 0,3 N (APD)
any 2 Y

BE: A Bus Error is sent back to the DAP setting its sticky bit error.
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APD: Access port disabled. The transaction is discarded, the Debug Port (DP) sticky bit error is set.
Note: Refer to the ARM Debug Interface Architecture Specification for details.

17.12.3. 32-bit Cyclic Redundancy Check CRC32

The DSU unit provides support for calculating a cyclic redundancy check (CRC32) value for a memory
area (including Flash and AHB RAM). The algorithm employed is the industry standard CRC32
algorithm using the generator polynomial OXEDB88320 (reversed representation).

17.12.3.1. Starting CRC32 Calculation

CRC32 calculation for a memory range is started after writing the start address into the Address
register (ADDR) and the size of the memory range into the Length register (LENGTH). Both must be
word-aligned. The minimum LENGTH register value is 0x4, if LENGTH is 0 the command completes
immediately.

The initial value used for the CRC32 calculation must be written to the Data register (DATA). This
value will usually be OxFFFFFFFF, but can be, for example, the result of a previous CRC32 calculation
if generating a common CRC32 of separate memory blocks.

The actual test is started by writing the 32-bit Cyclic Redundancy Code (CRC32) command into the
Control register command bit field (CTRL.CMD). A running CRC32 operation can be canceled by
resetting the module (writing '1' to CTRL.SWRST).

Once completed, the calculated CRC32 value can be read out of the DATA register. The read value
must be complemented to match standard CRC32 implementations or kept non-inverted if used as
starting point for subsequent CRC32 calculations.

17.12.3.2. Interpreting the Results
The user should monitor the STATUSA register. When the operation is completed, STATUSA.DONE is
set. Then the Bus Error bit of the Status A register (STATUSA.BERR) must be read to ensure that no
bus error occurred.

17.12.4. Debug Communication Channels

The Debug Communication Channels (DCCO and DCC1) consist of a pair of registers with associated
handshake logic, accessible by both CPU and debugger with no security restriction. These registers
are used to exchange data between the device and a debugger. This enables the user to build a
custom debug protocol using only these registers.

The DCCO and DCC1 registers are always accessible from the external address space. They are used
to communicate with the Boot ROM after a cold-plugging procedure. For more information, refer to
the Host “Boot ROM".

Two Debug Communication Channel status bits in the STATUSB register (STATUSB.DCCDx) indicate
that a new value has been written into DCCO or DCC1. These bits, DCCOD and DCC1D, are located in
the STATUSB register. They are automatically set by hardware and cleared on read.

Note: The DCCO and DCC1 registers are shared with the Boot Communication Channels (BCCO and
BCC1) registers, therefore mixing DCC and BCC communication is not recommended.

17.12.5. Boot Communication Channels

The Boot Communication Channels (BCCO and BCC1) consist of a pair of registers with associated
handshake logic, accessible by both CPU and debugger with no security restriction. These registers
are intended to communicate with the CPU while executing the Boot ROM, which implements
security and failure analysis commands, and therefore these registers must not be used for another
purpose.

Two Boot Communication Channel status bits in the Status B registers (STATUSB.BCCDx) indicate
whether a new value has been written in BCCO or BCC1. These bits, BCCOD and BCC1D, are located
in the STATUSB registers. They are automatically set on write and cleared on read.

207

@ MICROCHIP



Note: The DCCO and DCC1 registers are shared with the BCCO and BCC1 registers therefore using
DCC is not recommended while the Boot ROM is being executed.

17.12.6. Testing of On-Board Memories MBIST (Global Memory BIST)
The DSU implements a feature for automatic testing of memory also known as Global Memory
Built-In Self Test (Global MBIST). Only memory mapped memories (accessible from the DSU AHB
Host) can be tested.

The algorithm used for testing is a type of March algorithm called "March LR". This algorithm is able
to detect a wide range of memory defects, while still keeping a linear run time.

17.12.6.1

. Algorithm

The MBIST algorithm is provided in the following table:

Table 17-5. MBIST Algorithm

Write all bits to zero (32-bit AHB writes). No
MBIST fault is detected in this phase.

32-bit read at address ADDR. Check that bit
MBIST_SET1 INDEX is ‘0. 32-bit write at address ADDR writes
previously read data with bit INDEX ‘1".

32-bit read at address ADDR. Check that bit
MBIST_SET2 INDEX is ‘1'. 32-bit write at address ADDR writes

previously read data with bit INDEX ‘0'. SET2, SET2B sequence: For all
. : words (ascending) For all bits  2*LENGTH*32
32-bit read at address ADDR. Check that bit (ascending)

MBIST_SET2B INDEX is ‘0. 32-bit write at address ADDR writes
previously read data with bit INDEX “1".

32-bit read at address ADDR. Check that bit
MBIST_CLEAR1 INDEX is ‘1’. 32-bit write at address ADDR writes
previously read data with bit INDEX ‘0".

32-bit read at address ADDR. Check that bit
MBIST_CLEAR2 INDEX is ‘0. 32-bit write at address ADDR writes

previously read data with bit INDEX “1". CLEAR2, CLEARZB sequence:
i i For all words (ascending) For 2*LENGTH*32
32-bit read at address ADDR. Check that bit all bits (ascending)

MBIST_CLEAR2B INDEX is ‘1'. 32-bit write at address ADDR writes
previously read data with bit INDEX ‘0",

MBIST_FILL For all words (ascending) LENGTH

For all words (descending)For

*
all bits (descending) LENET P22

For all words (ascending) For

*
all bits (ascending) LENGTH?*32

32-bit read Check that all bits read as zero. For all words (ascending)

(INDEX is not relevant in this phase.) (pipelined reads) Sl

MBIST_READ

The specific implementation used has a run time that depends on the CPU clock frequency and the
number of bytes tested in the RAM. The detected faults are: as follows:

17.12.6.2

Address decoder faults
Stuck-at faults
Transition faults
Coupling faults

Linked Coupling faults

. Starting MBIST

To test a memory, write the start address of the memory to the ADDR.ADDR bit field, and the
size of the memory into the LENGTH register. When LENGTH = 0 the algorithm ends immediately

(

STATUS.DONE = 1 without any actual check).

For best test coverage, an entire physical memory block must be tested at once. It is possible to test
only a subset of a memory, but the test coverage will then be somewhat lower.
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The actual test is started by writing the MBIST command into CTRL.CMD. A running MBIST operation
can be canceled by writing a '1' to CTRL.SWRST.

17.12.6.3. Interpreting the Results

When the operation is completed, STATUSA.DONE is set. STATUSA.BERR indicates whether a

bus error occurred, in this case the state machine returns to IDLE state immediately (and sets
STATUSA.DONE). STATUSA.FAIL indicates that a fault has been detected. There are three different
modes:

Table 17-6. ADDR.AMOD Bit Description

0x0 Exit on Error
0x1 Pause on Error
0x2 Reserved

0x3 Reserved

ADDR.AMOD = 0: exit-on-error (default)

In this mode, the algorithm terminates either when a fault is detected (reported as STATUSA.FAIL)
or when a bus error is detected (reported as STATUSA.BERR) or upon successful completion.
STATUSA.DONE rises upon completion (with or without errors). STATUSC is copied to the DATA
register upon error detection. Users must read the DATA register to locate the fault.

ADDR.AMOD = 1: pause-on-error

In this mode, the MBIST algorithm is paused when an error is detected and STATUSA.FAIL is
asserted. Users must ensure STATUSA.FAIL is O prior to start the algorithm. Once started and once a
fault has been detected the state machine waits for users to clear STATUSA.FAIL by writing a '1" into
STATUSA.FAIL to resume the algorithm. Prior to resuming, users can read the STATUSC and ADDR
registers to locate the fault. Bus errors stop the MBIST algorithm at any time (STATUSA.DONE and
STATUSA.BERR both asserted).

17.12.6.4. Locating Faults

If the test stops with STATUSA.FAIL high, one or more bits have failed the test. The fault location
depends on the selected mode and the state of the state machine when the fault was detected.

All accesses on the bus system are pipelined. In states where a read is followed by a write, the
state machine stops after the write is posted on the bus at the same address, therefore the context
does not change, error reporting is exact. On the other hand, the MBIST_READ state performs
pipelined 32-bit reads. This means that the returned data from the bus is checked while a new
read is requested on the bus. Therefore if a fault is detected, it is located on the previous word (at
address ADDR-4).

Exit on error mode:

Table 17-7. Exit on Error Fault Location

MBIST FILL Not Applicable
MBIST SET1

MBIST SET2

MBIST SET2B address: ADDR
MBIST CLEART Lol DA R

MBIST CLEAR2
MBIST CLEAR2B

MBIST READ address: ADDR-4
bit: any of the 32 bits
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Table 17-8. Pause on Error Fault Location

STATUSC.STATE Fault location

MBIST_FILL Not Applicable
MBIST_SET1

MBIST_SET2

MBIST_SET2B address: ADDR
MBIST_CLEAR1 bit: STATUSC.INDEX

MBIST_CLEAR2
MBIST_CLEAR2B

MBIST_READ address: ADDR-4
bit: any of the 32 bits

17.12.6.5. Fault Injection

This feature supports verifying that any ‘stuck-at’ fault can be caught by the MARCH-LR state
machine and therefore is not supposed to be used very often. To minimize the gate-count of this
feature, MBFIO is an alias to the shared register used by DCCO and BCCO, MBFI1 is an alias to

the shared register used by DCC1 and BCC1. Therefore the fault injection mechanism should be
used with extreme care if intended to operate along with data and boot communication channels.
The MBFIO and MBFI1 registers are write-protected when CFG.MBFI is 0. As these registers are not
asynchronously reset it is recommended to clear them before attempting any MBIST operation with
fault injection enabled.

Faults are injected in the data received by the MBIST state machine coming out from the DSU
AHB Host when CFG.MBFI is high and when there is an address match between the address
configuration held in MBFIO and MBFI1 and the address presented by the DSU AHB Host.

There is an address match when:

+  MBFIO.AMMOD = 1(ALWAYS) (all addresses match in this case)

*  When ((DSU AHB Host byte address[31:2]) and ~{6'h00,MBFI0O.AMMSK} = MBFI1.ADDR and
~{6'h00,MBFI0.AMMSK})

Each ONE written at position x of AMMSK indicates that the byte address bit x+2 generated by
the DSU AHB host during MBIST operation matches (MBFIO.AMMSK and MBFI1.ADDR are word
addresses, not Byte addresses).

Only a single fault can be injected at a time. The type of fault is configured by the MBFIO.FTYPE which
is either STUCKATO (0) or STUCKAT1 (1). MBFIO.BIDX indicates the bit position of the fault.

17.12.7. Memory Set

The Memory Set feature initializes a memory range by writing LENGTH 32-bit words starting at
address ADDR. The 32-bit pattern used must be stored in the DATA register prior to issuing the
MSET command. The MSET command is started by writing the MSET command into CTRL.CMD. The
values of ADDR and LENGTH must be word-aligned. The minimum LENGTH register value is 0x4, if
LENGTH is 0 the command completes immediately. Writes are pipelined, therefore the transaction
lasts LENGTH+1 cycles if the client responds with 0 wait state.
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17.13. Register Summary
For descriptions and definitions of both Register and bitfield properties, refer to Register Properties.

Coser | wame Ll mteos| 7|6 | 5
31:24

0x00

0x04

0x08

0x0C

0x10

0x14

0x18
0x1C
OxFF

0x0100

0x0104

0x0108

0x010C
0x010F

0x0110

0x0114

CTRL

ADDR

LENGTH

DATA

CFG

MBFIO

MBFI1

Reserved

STATUSA

STATUSB

STATUSC

Reserved

BCCO

BCC1
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23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8

7:0

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

FTYPE

AMMOD

ADDR[5:0]

LENGTHI5:0]

ADDRIS5:0]

CMD[15:8]
CMDI[7:0]

ADDR[29:22]
ADDR[21:14]
ADDR[13:6]

LENGTH[29:22]
LENGTH[21:14]
LENGTH[13:6]

DATA[31:24]
DATA[23:16]
DATA[15:8]
DATA[7:0]

AMMSK[23:16]
AMMSK[15:8]
AMMSK[7:0]

ADDR[29:22]
ADDR[21:14]
ADDR[13:6]

PERR

DCCD1

DATA[31:24]
DATA[23:16]
DATA[15:8]
DATA[7:0]
DATA[31:24]
DATA[23:16]
DATA[15:8]
DATA[7:0]

SWRST
AMODI1:0]
vigr)  DCCDMALEVEDCCDMALEVE
L1 LO
BIDX[4:0]
BREXT1 BREXTO
CRSTEXT1  CRSTEXTO
BERR FAIL DONE
HPE DBGPRES
DCCDO BCCD1 BCCDO
INDEX[4:0]
STATE[4:0]

4 | 3 | 2 | 1 | 0
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Register Summary (continued)

Cofet | Name lowposl 7| 6 | 5
31:24

0x0118

0x011C

0x0120

0x0124

0x0128

OXOFFF

0x1000

0x1004

0x1008

0x100C

0x1010

0x1014

0x1018

0x101C

0x1020
0x1FCB

Ox1FCC

@ MICROCHIP

DCCO

DCC1

DID

DAL

Reserved

ENTRYO

ENTRY1

ENTRY2

ENTRY3

ENTRY4

ENTRY5

ENTRY6

ENTRY7

Reserved

MEMTYPE

23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

31:24

23:16
15:8
7:0

REVISION[3:0]
PRODUCT[3:0]
DEVSEL[3:0]

ADDOFF[3:0]

ADDOFF[3:0]

ADDOFF[3:0]

ADDOFF[3:0]

ADDOFF[3:0]

ADDOFF[3:0]

ADDOFF[3:0]

ADDOFF[3:0]

DATA[31:24
DATA[23:16]
DATA[15:8]
DATA[7:0]
DATA[31:24]
DATA[23:16]
DATA[15:8]
DATA[7:0]

MANIDI[6:0]

ADDOFF[19:12]
ADDOFF[11:4]

ADDOFF[19:12]
ADDOFF[11:4]

ADDOFF[19:12]
ADDOFF[11:4]

ADDOFF[19:12]
ADDOFF[11:4]

ADDOFF[19:12]
ADDOFF[11:4]

ADDOFF[19:12]
ADDOFF[11:4]

ADDOFF[19:12]
ADDOFF[11:4]

ADDOFF[19:12]
ADDOFF[11:4]

T IR T .

CPU1[1:0]

PRODUCT[7:4]
DEVSEL[7:4]
MANID[10:7]

FMT

FMT

FMT

FMT

FMT

FMT

FMT

FMT

MARKER

CPUO[1:0]

EPRES

EPRES

EPRES

EPRES

EPRES

EPRES

EPRES

EPRES

SMEMP
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Register Summary (continued)

oot L Name i sithos L7 L s L s L L s L2 L0

0x1FDO

O0x1FD4

O0x1FD8

0x1FDC

Ox1FEO

Ox1FE4

Ox1FE8

Ox1FEC

Ox1FFO

Ox1FF4

Ox1FF8

Ox1FFC
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PID4

PID5

PID6

PID7

PIDO

PID1

PID2

PID3

CIDO

CID1

CID2

CID3

23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

FKBC[3:0]

PARTNBL[7:0]

JEPIDCL[3:0]

REVISION[3:0] JEPU

REVAND[3:0]

PREAMBLEBO[7:0]

CCLASS[3:0]

PREAMBLEB2[7:0]

PREAMBLEB3[7:0]

JEPCC[3:0]

PARTNBH[3:0]

JEPIDCH[2:0]

CUSMOD[3:0]

PREAMBLE[3:0]
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17.13.1. Control

Name: CTRL

Offset: 0x0000

Reset: 0x00000000
Property: PAC Write-Protection

Table 17-9. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
| CMD[15:8] |
Access w W W W w w w W
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
| CMD[7:0] |
Access W W W w W w w W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
| SWRST |
Access w
Reset 0

Bits 31:16 - CMD[15:0] Command Register
0x0 = No operation (NOOP)
0x1-0xA4FF = Reserved
0xA500 = 32-bit Cyclic Redundancy Code (CRC32)
0xA501 = Global Memory built-in self-test (MBIST)
0xA502 = Memory Set (MSET)
0xA503-0xFFFF = Reserved
Note: Invalid commands are reported into STATUSA.PERR. Partial writes of the CMD bit field are
ignored and reported in STATUSA.PERR.

Bit 0 - SWRST Software Reset
Software reset has the highest priority. If this bit is set in a write all other bits are ignored.
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17.13.2. Address

Name:
Offset:
Reset:

ADDR
0x0004

0x00000000

Property: PAC Write-Protection

Table 17-10. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
| ADDR[29:22]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
| ADDR[21:14]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
ADDR[13:6]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| ADDRI[5:0] | AMOD[1:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 31:2 - ADDR[29:0] Address
Initial word start address needed for memory operations or next word address to test during MBIST
operation.

Bits 1:0 - AMODI[1:0] Access Mode

These bits are only available in MBIST mode operation mode, they are reserved otherwise.
0x0 = STATUSA.FAIL rises upon first error and algorithm stops (STATUSA.DONE rises).
(EXIT_ON_ERROR)
0x1 = STATUSA.FAIL rises when an error is detected and algorithm stops until STATUSA.FAIL is
cleared. Once cleared, the algorithm is resumed going to next test step. (PAUSE_ON_ERROR).
0x2-0x3 = Reserved

@ MICROCHIP
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17.13.3. Length

Name:
Offset:
Reset:

LENGTH
0x0008
0x00000000

Property: PAC Write Protection

Table 17-11. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
| LENGTH[29:22]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
| LENGTH[21:14]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
LENGTHI[13:6]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| LENGTHI5:0] |
Access R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0

Bits 31:2 - LENGTH[29:0] Length

Length in words needed for memory operations.

@ MICROCHIP

216



17.13.4. Data

Name: DATA

Offset: 0x000C

Reset: 0x00000000
Property: PAC Write Protection

For the MBIST mode register format see the DATA Register Summary in MBIST Mode.

Table 17-12. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
| DATA[31:24] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
| DATA[23:16] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
DATA[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| DATA[7:0] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 31:0 - DATA[31:0] Data
Memory operation initial value or result value.
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17.13.5. Configuration

Name: CFG
Offset: 0x0010
Reset: 0x0000000

Property: PAC Write-Protection

Table 17-13. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
MBFI DCCDMALEV | DCCDMALEV
EL1 ELO
Access R/W R/W R/W
Reset 0 0 0

Bit 2 - MBFI Enable Memory BIST Fault Injection
0x0 = MBFIO and MBFI1 registers are write-protected.
0x1 = MBFIO and MBFI1 registers can be written. Fault injection is enabled during MBIST operation.

Bits 0, 1 - DCCDMALEVELx DMA Trigger x Level [x=1..0]

Value Name Description
0 EMPTY Trigger x rises when DCC is read and falls when it is written.
1 FULL Trigger x rises when DCC is written and falls when it is read.
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17.13.6. Memory BIST Fault Injection 0

Name: MBFIO

Offset: 0x0014

Reset: 0x00000000
Property: PAC Write Protection

Notes:

1. MBFIQ, BCC[0] and DCC[O0] are aliases that use the same internal 32-bit register.

2. This register is write-protected when CFG.MBFI = 0.

3. This register is not asynchronously reset, therefore it must be properly initialized before starting
any MBIST operation.

Table 17-14. Register Bit Attribute Legend

Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
AMMSK[23:16]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset X X X X X X X X
Bit 23 22 21 20 19 18 17 16
AMMSK[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset X X X X X X X X
Bit 15 14 13 12 11 10 9 8
| AMMSK[7:0] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset X X X X X X X X
Bit 7 6 5 4 3 2 1 0
FTYPE | AMMOD | | BIDX[4:0] |
Access R/W R/W R/W R/W R/W R/W R/W
Reset X X X X X X X

Bits 31:8 - AMMSK[23:0] Address Matching Mask
Address matching address mask. Each ‘1" at position x indicates that the byte address bit x+2
generated by the DSU AHB host during MBIST operation is "Don't Care".

Bit 7 - FTYPE Fault Type
0x0 = Stuck At 0 (STUCKATO)
Ox1 = Stuck At 1 (STUCKATT)

Bit 6 - AMMOD Address Matching Mode
0x0 = Address match, fault injected when the masked host address matches with the masked
address (ADDR).
0x1 = Always matches, fault injected every AHB access (ALWAYS).
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Bits 4:0 - BIDX[4:0] Bit Index of Injected Fault
Indicates the bit position of the fault to be injected in the data read by DSU AHB Host (0 to 31).
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17.13.7. Memory BIST Fault Injection 1

Name: MBFI1

Offset: 0x0018

Reset: 0x00000000
Property: PAC Write Protection

Notes:
1. MBFI1, BCC[1] and DCC[1] are aliases that use the same internal 32-bit register.
2. This register is write-protected when CFG.MBFI=0.

3. This register is not asynchronously reset, therefore it must be properly initialized before any
MBIST operation.

Table 17-15. Register Bit Attribute Legend

Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
ADDR[29:22]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset X X X X X X X X
Bit 23 22 21 20 19 18 17 16
ADDR[21:14]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset X X X X X X X X
Bit 15 14 13 12 11 10 9 8
| ADDRI13:6] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset X X X X X X X X
Bit 7 6 5 4 3 2 1 0
ADDR[5:0] | |
Access R/W R/W R/W R/W R/W R/W
Reset X X X X X X

Bits 31:2 - ADDR[29:0] Word Address
A fault is injected during the AHB data phase when CFG.MBFI = 1, MBIST is operating, and one of
these conditions is true:
1. MBFIO.AMMOD = 1 (ALWAYYS),
or

2. ((DSU AHB Host byte address[31:2]) & ~{6'h00,MBFI0.AMMSK} == MBFI1.ADDR &
~{6'h00,MBFI0.AMMSK}).
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17.13.8. Status A

Name: STATUSA

Offset: 0x0100

Reset: 0x00000000
Property: PAC Write-Protection

Table 17-16. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | | | | BREXT1 | BREXTO |
Access R/K R/K
Reset X X
Bit 15 14 13 12 11 10 9 8
CRSTEXT1 CRSTEXTO
Access R/K R/K
Reset X X
Bit 7 6 5 4 3 2 1 0
| PERR | BERR | FAL | DONE |
Access R/K R/K R/K R/K
Reset 0 0 0 0

Bits 16, 17 - BREXTx Boot ROMx Phase Extension for CPUx, x =0,1
Writing a '0' to this bit has no effect.
Writing a '1' to this bit clears the Boot ROM Phase Extension bit.
Writing a '1' to this bit clears the Boot ROM Phase Extension bit. This bit is set when a debug adapter
Cold-Plugging is detected, which extends the Boot ROM phase. Refer to the Chapter “Boot ROM" for
more details. When CPUx is not present it always reads as 1".

Bits 8, 9 - CRSTEXTx CPUx Reset Phase Extension, x =0,1
Writing a '0' to this bit has no effect.
Writing a '1' to this bit clears the CPUx Reset Phase Extension bit.
This bit is set when a debug adapter Cold-Plugging is detected, which extends the CPUx reset phase.
When CPUx is not present it always reads as “1".

Bit 3 - PERR Protection Error
Writing a '0' to this bit has no effect.
Writing a '1' to this bit clears the Protection Error bit.
This bit is set when any illegal access is detected (from a debug adapter or any host) such as an
access to an unimplemented register.
This bit is set when writing an invalid command into CTRL.CMD.
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Bit 2 - BERR Bus Error
Writing a '0' to this bit has no effect.
Writing a '1' to this bit clears the Bus Error bit.
This bit is set when a bus error is detected.

Bit 1 - FAIL Failure
Writing a '0' to this bit has no effect.
Writing a '1' to this bit clears the Failure bit.
This bit is set when a DSU operation failure is detected.

Bit 0 - DONE Done
Writing a '0' to this bit has no effect.
Writing a '1' to this bit clears the Done bit.
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17.13.9. Status B

Name: STATUSB

Offset: 0x0104

Reset: 0x00000000
Property: PAC Write-Protection

Table 17-17. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
HPE DBGPRES
Access R R
Reset 0 X
Bit 7 6 5 4 3 2 1 0
| DCCD1 | DCCDO | BCCD1 BCCDO
Access R R R R
Reset 0 0 X X

Bit 10 - HPE Hot-Plugging Enable
This bit is set when Hot-Plugging is enabled.
This bit is cleared when Hot-Plugging is disabled. This is the case when the TCK/SWCLK function is
changed. Only a power-reset or an external reset can set it again.

Bit 8 - DBGPRES Debugger Present
This bit is set when a debugger probe is detected.
Only a POR or external reset can reset this bit.

Bits 2, 3 - DCCDx Debug Communication Channel x Dirty [x=1..0]
This bit is set when DCCx register is written.
This bit is cleared when DCCx register is read.
Reset by APB reset.

Bits 0, 1 - BCCDx BOOT Communication Channel x Dirty [x=1..0]
This bit is set when BCCx register is written.
This bit is cleared when BCCx register is read.
Reset by APB reset and modified by the Boot ROM at boot time.
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17.13.10. Status C

Name: STATUSC
Offset: 0x0108
Reset: 0x00000000
Property: -

Table 17-18. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
INDEX[4:0]
Access R R R R R
Reset 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| STATE[4:0]
Access R R R R R
Reset 0 0 0 0 0

Bits 12:8 - INDEX[4:0] Shows MBIST bit Index

Bits 4:0 - STATE[4:0] Core State
0x0 = State Machine Ready (IDLE)
0x1 = CRC32 operation ongoing (CRC32)
0x2-0x3 = Reserved
0x4 = Memory Set (MSET)
0x5-0x7 = Reserved
0x8 = MBIST fill memory with zeroes (MBIST FILL)
0x9 = SET1 Phase: read O'write'1'(MBIST SET1)'
OxA = SET2 Phase: read 1'write'0'(MBIST SET2)'
0xB = SET2B Phase: read 0'write'1'(MBIST SET2B)'
0xC = CLEAR1 Phase: read 1'write'0'(MBIST CLEAR1)'
0xD = CLEAR2 Phase: read O'write'1'(MBIST CLEAR2)'
OxE = CLEAR2B Phase: read 1'write'0'(MBIST CLEAR2B)'
OxF = READ Phase: check memory is cleared (MBIST_READ)
0x10-0x1F = Reserved
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17.13.11. Boot ROM Communication Channel x

Name: BCCx

Offset: 0x0110 + x*0x04 [x=0..1]
Reset: N/A

Property: -

Table 17-19. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
| DATA[31:24] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset X X X X 0 0 0 0
Bit 23 22 21 20 19 18 17 16
| DATA[23:16] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
DATA[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| DATA[7:0] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 31:0 - DATA[31:0] Data Register
Writing BCCx sets STATUSB.BCCx.
Reading BCCx clears STATUSB.BCCx.
Notes:

1. BCC[0] and DCC[O0] are aliases that use the same internal 32-bit register.
2. BCC[1] and DCC[1] are aliases that use the same internal 32-bit register.
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17.13.12. Debug Communication Channel x

Name: DCCx

Offset: 0x0118 + x*0x04 [x=0..1]
Reset: 0x00000000

Property: -

Table 17-20. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
| DATA[31:24] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset X X X X 0 0 0 0
Bit 23 22 21 20 19 18 17 16
| DATA[23:16] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
DATA[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| DATA[7:0] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 31:0 - DATA[31:0] Data Register
Writing DCCx sets STATUSB.DCCx.
Reading DCCx clears STATUSB.DCCx.
Notes:

1. BCC[0] and DCC[O0] are aliases that use the same internal 32-bit register.
2. BCC[1] and DCC[1] are aliases that use the same internal 32-bit register.
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17.13.13. Device ldentification

Name:
Offset:
Reset:

Property: PAC Write-Protection

Table 17-21. Register Bit Attribute Legend

DID
0x0120
Device dependent

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware Bit is unknown at Reset
K Write to clear S Software settable bit —
Bit 31 30 29 28 27 26 25 24
| REVISION[3:0] | PRODUCT[7:4]
Access R R R R R R R R
Reset X X X X X X X X
Bit 23 22 21 20 19 18 17 16
| PRODUCTI[3:0] | DEVSEL[7:4]
Access R R R R R R R R
Reset X X X X X X X X
Bit 15 14 13 12 11 10 9 8
DEVSEL[3:0] MANID[10:7]
Access R R R R R R R R
Reset X X X X 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| MANID[6:0] MARKER
Access R R R R R R R R
Reset 0 1 0 1 0 0 1 1

Bits 31:28 - REVISION[3:0] Revision Number

Identifies the revision of the product.

0000 = A0

Bits 27:20 - PRODUCT[7:0] Product
The value of this field corresponds to the Product part of the ordering code.

Bits 19:12 - DEVSEL[7:0] Device Select
This bit field identifies a device within a product. Refer to the Ordering Information for device
configurations and corresponding values for Flash memory density, pin count, and device variant.

Bits 11:1 - MANID[10:0] Manufacturer ID

This is duplicate of the JEP-106 CC and ID code present in the Device Service Unit Coresight ROM
table that always read 0x29.

Bit 0 - MARKER Marker bit
Marker Bit Always read as ‘1",
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17.13.14. Debugger Access Level

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

Name: DAL

Offset: 0x0124
Reset: 0x00000000
Property: -

Table 17-22. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
31 30 29 28 27 26 25 24
23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8
7 6 5 4 3 2 1 0
CPU1I[1:0] CPUOI1:0]
R R R
X X X X

Bits 0:1, 2:3 - CPUx CPUx Debugger Access Level [x=0..1]

Writing in this bitfield has no effect.
0x0 = Restricts debugger access to a part of the DSU registers.
0x1 = Reserved.

0x2 = Allows the debugger to access to the whole memory map.
0x3 = Reserved.
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17.13.15. Coresight ROM Table Entry x

Name: ENTRYx

Offset: 0x1000 + x*0x04 [x=0..7]
Reset: OXXXXXX00X

Property: -

Table 17-23. Register Bit Attribute Legend

Unimplemented

(Grey cell)

R Readable bit Cleared by Hardware
w Writable bit Set by Hardware Bit is unknown at Reset
K Write to clear Software settable bit —
Bit 31 30 28 27 26 25 24
| ADDOFF[19:12]
Access R R R R R R
Reset X X X X X X X
Bit 23 22 20 19 18 17 16
| ADDOFF[11:4]
Access R R R R R R R
Reset X X X X X X X
Bit 15 14 12 11 10 9 8
ADDOFF[3:0]
Access R R R
Reset X X X
Bit 7 6 4 3 2 1 0
FMT EPRES |
Access R P/R
Reset X X

Bits 31:12 - ADDOFF[19:0] Address Offset

The base address of the component, relative to the base address of this ROM table.

Bit 1 - FMT Format

Always reads as '1" if ADDOFF is not 0, indicating a 32-bit ROM table.

Bit 0 - EPRES Entry Present

This bit indicates whether an entry is present at this location in the ROM table.

This bit is set at power-up when DAL.CPUO equals 0 indicating that the entry is not present.

This bit is cleared at power-up if DAL.CPUQ is greater than 0 indicating that the entry is present.
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17.13.16. Coresight ROM Table Memory Type

Name: MEMTYPE
Offset: Ox1FCC
Reset: 0x00000000
Property: -

Table 17-24. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
SMEMP
Access R
Reset X

Bit 0 - SMEMP System Memory Present
This bit indicates whether system memory is present on the bus that connects to the ROM table.
This bit is set at power-up when DAL.CPUQ is greater than 0 indicating that the system memory is

accessible from a debug adapter.

This bit is cleared at power-up when DAL.CPUO is equal to 0 indicating that the system memory is
not accessible from a debug adapter.
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17.13.17. Coresight ROM Table Peripheral Identification 4

Name: PID4
Offset: 0x1FDO
Reset: 0x00000000
Property: -

Table 17-25. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
FKBC[3:0] JEPCC[3:0]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 7:4 - FKBC[3:0] 4KB Count

These bits will always return zero when read, indicating that this debug component occupies one

4KB block.

Bits 3:0 - JEPCC[3:0] JEP-106 Continuation Code
These bits will always return zero when read, indicating a Microchip device.
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Name: PID5
Offset: Ox1FD4
Reset:

The bits in this register are unimplemented and always read as '0'.

Table 17-26. Register Bit Attribute Legend

0x00000000
Property: Read-Only

17.13.18. Coresight ROM Table Peripheral Identification 5

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
Access
Reset
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Name: PID6
Offset: Ox1FD8
Reset:

The bits in this register are unimplemented and always read as '0'.

Table 17-27. Register Bit Attribute Legend

0x00000000
Property: Read-Only

17.13.19. Coresight ROM Table Peripheral Identification 6

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
Access
Reset
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Name: PID7
Offset: Ox1FDC
Reset:

The bits in this register are unimplemented and always read as '0'.

Table 17-28. Register Bit Attribute Legend

0x00000000
Property: Read-Only

17.13.20. Coresight ROM Table Peripheral Identification 7

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
Access
Reset
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17.13.21. Coresight ROM Table Peripheral Identification 0

Name: PIDO

Offset: Ox1FEO

Reset: 0x00000000

Property: -

Table 17-29. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
PARTNBL[7:0]
Access R R R R R R R R
Reset 1 1 0 1 0 0 0 0

Bits 7:0 - PARTNBL[7:0] Part Number Low
These bits will always return 0xDO when read, indicating that this device implements a DSU module

instance.
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17.13.22. Coresight ROM Table Peripheral Identification 1

Name: PID1

Offset: Ox1FE4
Reset: 0x0000009C
Property: -

Table 17-30. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
JEPIDCL[3:0] PARTNBHI[3:0]
Access R R R R R R R R
Reset 1 0 0 1 1 1 0 0

Bits 7:4 - JEPIDCL[3:0] Low Part of the JEP-106 Identity Code

These bits will always return 0x9 when read, indicating a Microchip device (Microchip JEP-106
identity code is 0x29).

Bits 3:0 - PARTNBH[3:0] Part Number High

These bits will always return 0xC when read, indicating that this device implements a DSU module
instance.
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17.13.23. Coresight ROM Table Peripheral Identification 2

Name: PID2
Offset: Ox1FE8
Reset: 0x0000002A
Property: -

Table 17-31. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
REVISION[3:0] | JEPU JEPIDCH[2:0]
Access R R R R R R R R
Reset 0 0 1 0 1 0 1 0

Bits 7:4 - REVISION[3:0] Revision Number
Revision of the peripheral. Starts at 0x0 and increments by one at both major and minor revisions.

Bit 3 - JEPU JEP-106 Identity Code is used
Bits 2:0 - JEPIDCH[2:0] JEP-106 Identity Code High

These bits will always return 0x2 when read, indicating a Microchip device (Microchip JEP-106
identity code is 0x29).
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17.13.24. Coresight ROM Table Peripheral Identification 3

Name: PID3
Offset: Ox1FEC
Reset: 0x00000000
Property: -

Table 17-32. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
REVANDI3:0] CUSMODI3:0]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 7:4 - REVAND[3:0] Revision Number
These bits will always return 0x0 when read.

Bits 3:0 - CUSMOD[3:0] ARM CUSMOD
These bits will always return 0x0 when read.
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17.13.25. Coresight ROM Table Component Identification 0

Name: CIDO

Offset: Ox1FFO

Reset: 0x0000000D

Property: -

Table 17-33. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
PREAMBLEBO[7:0]
Access R R R R R R R R
Reset 0 0 0 0 1 1 0 1

Bits 7:0 - PREAMBLEBO[7:0] Preamble Byte 0

These bits will always return 0xD when read.
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17.13.26. Coresight ROM Table Component Identification 1

Name: CID1

Offset: Ox1FF4
Reset: 0x00000010
Property: -

Table 17-34. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
CCLASS[3:0] PREAMBLE[3:0]
Access R R R R R R R R
Reset 0 0 0 1 0 0 0 0

Bits 7:4 - CCLASS[3:0] Component Class

These bits will always return 0x1 when read indicating that this Arm CoreSight component is ROM
table (refer to the Arm Debug Interface v5 Architecture Specification at www.arm.com).

Bits 3:0 - PREAMBLE[3:0] Preamble

These bits will always return 0x00 when read.
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17.13.27. Coresight ROM Table Component Identification 2

Name: CID2

Offset: Ox1FF8

Reset: 0x00000000

Property: -

Table 17-35. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
PREAMBLEB2[7:0]
Access R R R R R R R R
Reset 0 0 0 0 0 1 0 1

Bits 7:0 - PREAMBLEB2[7:0] Preamble Byte 2

These bits will always return 0x5 when read.
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17.13.28. Coresight ROM Table Component Identification 3

Name: CID3

Offset: Ox1FFC

Reset: 0x000000B1

Property: -

Table 17-36. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
PREAMBLEB3[7:0]
Access R R R R R R R R
Reset 1 0 1 1 0 0 0 1

Bits 7:0 - PREAMBLEB3[7:0] Preamble Byte 3

These bits will always return 0xB1 when read.

@ MICROCHIP

243



17.14. DATA Register Summary in MBIST Mode
For descriptions and definitions of both Register and bitfield properties, refer to Register Properties.

Coser | Wame lmero| 7 | 6 | s | 4 | 3 | 2 | 1 | o

0x00
Reserved
0x0B
31:24
23:16
0x0C DATA
15:8 INDEX[4:0]
7:0 STATE[4:0]
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17.14.1. Data

Name: DATA

Offset: 0x000C

Reset: 0x00000000
Property: PAC Write Protection

Table 17-37. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
INDEX[4:0]
Access R/W R/W R/W R/W R/W
Reset 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| STATE[4:0]
Access R/W R/W R/W R/W R/W
Reset 0 0 0 0 0

Bits 12:8 - INDEX[4:0] MBIST bit Index

Bits 4:0 - STATE[4:0] MBIST State

0x0 = IDLE:State Machine Ready
0x1-0x7 = Reserved

0x8 = MBIST_FILL: MBIST fill memory with zeroes

0x9 = SET1 Phase: read 0'write'1'(SET1)'

OxA = SET2 Phase: read 1'write'0'(SET2)'

0xB = SET2B Phase: read 0'write'1'(SET2B)'
0xC = CLEAR1 Phase: read 1'write'0'(CLEAR1)'
0xD = CLEAR2 Phase: read 0'write'1'(CLEAR2)'

OxE = CLEAR2B Phase: read 1'write'0'(CLEAR2B)'
OxF = READ Phase: check memory is cleared (READ)
0x10-0x1F = Reserved
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18. Clock Distribution System

This chapter summarizes the clock distribution and terminology in the PIC32CK SG/GC family of
devices. For additional informatin refer to the peripheral chapters and the GCLK Generic Clock
Controller documentation.

18.1. Clock Distribution

Figure 18-1. Clock Distribution Block Diagram

GCLK_DFLL48M_REF MCLK
OSCCTRL GCLK J GCLKMAIN > Syncggz:;l:lseflock
GCLK Generator 0 (Sétirh;: I:S:::;;,
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x0sc[5<H GCLK Generator x GCLK Multiplexer 2 ——» Peripheral 0

PLL1G6
GCLK_PLI———

GCLK Multiplexer 3 ———» Peripheral 1
Generic
Clocks

OSC32KCTRL GCLK Multiplexery —— » Peripheral z

AHB/APB System Clocks

32kHz
XOSC32K
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32
0SCULP32K
1k

TF" CLK_RTC RTC
LK_RTC_t HSM
CLK_WDT_0SC wor
CLK_EIC
EIC
CLK_USB_PHY (XOSC)
USB HS
K
X RXCLK ETH
USB_SOF GCLK_USB_Fs

USB FS

The PIC32CK SG/GC clock system features are as follows:

+ Clock sources, that is oscillators controlled by OSCCTRL and OSC32KCTRL:

- Aclock source provides a time base that is used by other components, such as Generic Clock
Generators. For example, clock sources are the internal 48 MHz DFLL48M, Ultra Low-power
32 kHz RC oscillator, OSCULP32K, PLL and external oscillators XOSC and XOSC32K.

* Generic Clock Controller (GCLK), which generates, controls, and distributes asynchronous clocks
consisting of the following:

- Generic Clock Generators: These have programmable prescalers that can use any of the
system clock sources. The Generic Clock Generator 0 generates the clock signal GCLK_MAIN,
which is used by the CPU and Data Ram Tightly Coupled Memory, which in turn generates
synchronous clocks.

- Generic Clocks: These are clock signals generated by Generic Clock Generators. They are the
Peripheral Channels and serve as clocks for the peripherals of the system. Multiple instances
of a peripheral will typically have a separate Generic Clock.
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18.2.

Main Clock Controller (MCLK)

- The MCLK generates and controls the synchronous clocks for the system. This includes
the CPU, bus clocks (AHB (Advanced High-performance Bus), and APB (Advanced Peripheral
Bus) ), as well as the Special Function Register interfaces of the peripherals. It contains clock
masks that can turn on/off the user interface of a peripheral as well as prescalers for the
CPU and bus clocks.

The following figure illustrates an example, where SERCOMO is clocked by the DFLL48M (RC 48
MHz) in Open-Loop mode. The DFLL48M is enabled, the Generic Clock Generator n uses the
DFLL48M as its clock source and feeds into Peripheral Channel 19. The Generic Clock, also called
GCLK_SERCOMO_CORE, is connected to SERCOMO that supplies the functional logic clocks. The

SERCOMO interface, clocked by CLK_SERCOMO_APB, has been unmasked in the MCLK APB SERCOMO

mask register, MCLK.CLKMSK2.MSK?7.

Figure 18-2. Example of SERCOM_O Clock
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To customize the clock distribution, refer to these registers and bit fields:

The source oscillator for a generic clock generator 'n' is selected by writing to the Source bit field
in the Generator Control n, (n = 0-15), register (GCLK.GENCTRLnN.SRC).

A Peripheral Channel m can be configured to use a specific Generic Clock Generator by
writing to the Generic Clock Generator bit field in the respective Peripheral Channel m register
(GCLK.PCHCTRLM.GEN).

The Peripheral Channel number, m, is fixed for a given peripheral. See the Mapping table in the
description of GCLK.PCHCTRLm, (i.e., GCLK Chapter).

The AHB/APB/AIX Peripheral BUS clocks are enabled and disabled by writing to the respective bit
in the AHB/APB/AIX Mask register. The AHB/APB/AIX clocks are enabled and disabled by writing
to the respective bit in the AHB/APB/AIX Mask register (MCLK.CLKMSK]O,1,2,3].MSKn). They are
enabled by default on reset.

Synchronous and Asynchronous Clocks

As the CPU and the peripherals can be in different clock domains, peripheral accesses by the CPU
need to be synchronized. In this case the peripheral includes a Synchronization Busy (SYNCBUSY)
register that can be used to check if a sync operation is complete.

In the data sheet, references to Synchronous Clocks are referring to the CPU and bus clocks (MCLK),
while asynchronous clocks are generated by the Generic Clock Controller (GCLK).
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18.3. Register Synchronization

18.3.1. Overview

All peripherals are composed of one digital bus interface connected to the APB, AHB, or AXI bus
and running from a corresponding clock in the Main Clock domain, and one peripheral core running
from the peripheral Generic Clock (GCLK).

Communication between these clock domains must be synchronized. This mechanism is
implemented in hardware, so the synchronization process takes place even if the peripheral generic
clock is running from the same clock source and on the same frequency as the bus interface.

All registers in the bus interface are accessible without synchronization.

All registers in the peripheral core are synchronized when written. Some registers in the peripheral
core are synchronized when read.

Each individual register description will have the properties Read-Synchronized and/or Write-
Synchronized if a register is synchronized.

As shown in the figure below, each register that requires synchronization has its individual
synchronizer and its individual synchronization status bit in the Synchronization Busy register
(SYNCBUSY).

Notes:

1. For registers requiring both read-synchronization and write-synchronization, the corresponding
bit in the SYNCBUSY register is shared.

2. Due to asynchronicity between the main clock domain and the peripheral clock domains, all
Read-Synchronized registers must ensure synchronization is completed before accessing them
after waking up from Standby Sleep mode. The respective bit in the Synchronization Busy
register (SYNCBUSY) will be cleared when the write-synchronization is complete.
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Figure 18-3. Register Synchronization Overview
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18.3.2. General Write Synchronization

Write-Synchronization is triggered by writing to a register in the peripheral clock domain (GCLK).
The respective bit in the Synchronization Busy register (SYNCBUSY) will be set when the write-
synchronization starts and cleared when the write-synchronization is complete. For additional
information, refer to the Synchronization Delay.

When write-synchronization is ongoing for a register, any subsequent write attempts to this register
will be discarded, and an error will be reported though the Peripheral Access Controller (PAC).

Example:
The REGA and REGB are 8-bit core registers, and the REGC is a 16-bit core register.

0x00 REGA
0x01 REGB
0x02 REGC
0x03

Synchronization is per register, so multiple registers can be synchronized in parallel. Consequently,
after REGA (8-bit access) was written, REGB (8-bit access) can be written immediately without error.

REGC (16-bit access) can be written without affecting REGA or REGB. If REGC is written to in two
consecutive 8-bit accesses without waiting for synchronization, the second write attempt will be
discarded and an error is generated through the PAC.
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A 32-bit access to offset 0x00 will write all three registers. Note that REGA, REGB and REGC can be
updated at different times because of independent write synchronization.

18.3.3. General Read Synchronization

Read-synchronized registers are synchronized each time the register value is updated but the
corresponding SYNCBUSY bits are not set. Reading a read-synchronized register does not start a
new synchronization, it returns the last synchronized value.

Note: The corresponding bits in SYNCBUSY will automatically be set when the device wakes up
from sleep because read-synchronized registers need to be synchronized. Therefore reading a
read-synchronized register before its corresponding SYNCBUSY bit is cleared will return the last
synchronized value before sleep mode.

Moreover, if a register is also write-synchronized, any write access while the SYNCBUSY bit is set will
be discarded and generate an error.

18.3.4. Completion of Synchronization

In order to check if synchronization is complete, the user can either poll the relevant bits in
SYNCBUSY or use the Synchronisation Ready interrupt (if available). The Synchronization Ready
interrupt flag will be set when all ongoing synchronizations are complete, i.e. when all bits in
SYNCBUSY are '0'.

18.3.5. Write Synchronization for CTRLA.ENABLE

Setting the Enable bit in a peripheral module's Control A register (CTRLA.ENABLE) will trigger write-
synchronization and set SYNCBUSY.ENABLE.

CTRLA.ENABLE will read its new value immediately after being written.
SYNCBUSY.ENABLE will be cleared by hardware when the operation is complete.

The Synchronization Ready interrupt (if available) cannot be used to enable write-synchronization.

18.3.6. Write-Synchronization for Software Reset Bit

Setting the Software Reset bit in CTRLA (CTRLA.SWRST=1) will trigger write-synchronization and set
SYNCBUSY.SWRST. When writing a ‘1’ to the CTRLA.SWRST bit it will immediately read as ‘1".

CTRL.SWRST and SYNCBUSY.SWRST will be cleared by hardware when the peripheral has been reset.
Writing a '0' to the CTRL.SWRST bit has no effect.
The Ready interrupt (if available) cannot be used for Software Reset write-synchronization.

Note: Not all peripherals have the SWRST bit in the respective CTRLA register.

18.3.7. Synchronization Delay

The synchronization will delay write and read accesses by a certain amount. This delay D is within
the range of:

5xPgeik + 2%Papg < D < 6XPgeik + 3%Paps
Where Pgc is the period of the generic clock and Papg is the period of the peripheral bus clock. A
normal peripheral bus register access duration is 2xPppg.

18.4. Enabling a Peripheral

In order to enable a peripheral that is clocked by a Generic Clock, the following parts of the system
needs to be configured:

* Arunning Clock Source as selected in the OSCCTRL Module

+ Aclock from the Generic Clock Generator (GCLK.GENCTRLN.SRC), must be configured to use one
of the running Clock Sources, and the Generator must be enabled.
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+ The Peripheral Channel that provides the Generic Clock signal to the designated peripheral
"m", (i.e., PCHCTRLmM), must be configured to use a running Generic Clock Generator (i.e.,
PCHCTRLmM.GEN), and the Generic Clock must be enabled.

+ The user system bus interface of the peripherals are enabled by default on reset, (i.e.,
MCLK.CLKMSK]O0,1,2].MSKn = 1), and doesn't need to be unmasked to enable it unless disabled at
run time by the users software and the user needs to access the peripheral once again. In that
case the user must re-enable, unmask, in the Main Clock Controller (MCLK.CLKMSK[O,1,2].MSKn =
1). If this is not done the peripheral in question registers will read all '0's and any writing attempts
to the peripheral will be discarded.

18.5. On Demand Clock Requests

Figure 18-4. Clock Request Routing

Clock request et sk Clock request Eerars Gl s Clock request
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il Generator Periph. Channel LA

All clock sources in the system can be run in an on-demand mode: the clock source isin a
stopped state unless a peripheral is requesting the clock source. Clock requests propagate from
the peripheral, through the GCLK, to the clock source. If one or more peripheral is using a clock
source, the clock source will be started or kept running. As soon as the clock source is no longer
needed and no peripheral has an active request, the clock source will be stopped until requested
again.

The clock request can reach the clock source only if the peripheral, the generic clock and the clock
from the Generic Clock Generator in between are enabled. The time taken from a clock request
being asserted to the clock source being ready is dependent on the clock source startup time, clock
source frequency as well as the divider used in the Generic Clock Generator. The total startup time
Tstart from a clock request until the clock is available for the peripheral is between:

Tstart max = Clock source startup time + 2 x clock source periods + 2 x divided clock source periods
Tstart min = Clock source startup time + 1 x clock source period + 1 x divided clock source period

The time between the last active clock request stopped and the clock is shut down, Tsqp, is between:
Tstop_min = 1 % divided clock source period + 1 x clock source period

Tstop_max = 2 * divided clock source periods + 2 x clock source periods

The On-Demand function can be disabled individually for each clock source by clearing the
ONDEMAND bit located in each clock source controller. Consequently, the clock will always run
whatever the clock request status is. This has the effect of removing the clock source startup time at
the cost of power consumption.

The clock request mechanism can be configured to work in standby mode by setting the RUNSDTBY
bits of the modules (see Figure 18-4).

18.6. Power Consumption Versus Speed

When targeting for either a low-power or a fast acting system, some considerations have to be taken
into account due to the nature of the asynchronous clocking of the peripherals:

Clocking a peripheral with a very low clock, the active power consumption of the peripheral will be
lower. At the same time the synchronization to the synchronous (CPU) clock domain is dependent
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on the peripheral clock speed, and will take longer with a slower peripheral clock. This will cause
worse response times and longer synchronization delays.

18.7. Clocks after Reset
On any Reset the synchronous clocks start to their initial state:

+ DFLL48M is enabled and configured to run at 48 MHz Open Loop

+ Generic Clock Generator 0 uses DFLL48M by default as a source and generates GCLK_MAIN and
CLK_MAIN

* CPU and BUS clocks are undivided and enabled

On a Power-on Reset, the 32 KHz clock sources are reset and the GCLK module starts to its initial
state:

+ All Generic Clock Generators are disabled except Generator 0
+ All Peripheral Channels in GCLK are disabled

On a User Reset the GCLK module starts to its initial state, except for:

+ Generic Clocks that are write-locked, that is, the according WRTLOCK is set to 1 prior to Reset
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19. Oscillator Controller (OSCCTRL)

19.1. Overview
The Oscillators Controller (OSCCTRL) provides a user interface to the XOSC48, RC DFLL48M, and one
PLL 12.7 MHz to 200 MHz or up to 1.6 GHz for fractional divider module use. Through the interface
registers, it is possible to enable, disable, calibrate, and monitor the OSCCTRL sub-peripherals. All
sub-peripheral statuses are collected in the Status register (STATUS). They can additionally trigger
interrupts upon status changes via the INTENSET, INTENCLR, and INTFLAG registers.
19.2. Features
The following are key features of the OSCCTRL module:
+ 48 MHz Crystal Oscillator (XOSC48)
- Supports 4 MHz to 48 MHz crystal oscillators
- Supports ceramic resonators up to 10 MHz
- AGC, Automatic gain control loop with manual override
- User clock Ready Status
- Clock-fail detection in AGC mode with safe clock switch
* RC48M (DFLL48M)
System clock output
48.0 MHz (-5% to 2%) calibrated with DFLL48M in open-loop operation
48.0 MHz (+0.25%) calibrated with DFLL48M in closed-loop operation
8 MHz (£15%) in low-power mode with DFLL48M in open-loop operation
+ One PLL, Phase-Locked Loop
- 4 MHz to 48 MHz Reference Input Clock
- Programmable Reference Input Clock divider

- Single-ended output frequency: 12.7 MHz to 200 MHz or 1.6 GHz for fractional divider
module input

- Six single-ended outputs with programmable output clock dividers
- Programmable closed loop bandwidth
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19.3. OSCCTRL Block Diagram

Figure 19-1. OSCCTRL Block Diagram
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19.5.
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1/0 Lines

The XOSC I/0 lines are automatically configured when XOSC is enabled. There is no need for user
configuration.

Power Management

The OSCCTRL can continue to operate in any sleep mode where the selected source clock is running.
The OSCCTRL interrupts can be used to wake up the device from sleep modes. The events can
trigger other operations in the system without exiting sleep modes.

For more information, refer to the Power Manager.

Clocks

The OSCCTRL gathers controls for all device oscillators and provides clock sources to the Generic
Clock Controller (GCLK). The available clock sources are: XOSC, DFLL48M, PLL, and FRACDIV.

The DFLL48M requires a reference clock (GCLK_DFLL48M_REF) from the GCLK. The control logic
uses the oscillator output, which is asynchronous to the user interface clock (CLK_OSCCTRL_APB).
Due to this asynchronicity, writes to certain registers will require synchronization between the clock
domains. Refer to Synchronization for further details.

The PLL requires a reference clock (GCLK_PLL_REF) from the GCLK when the PLL reference selector
PLLCTRL.REFSEL is set to GCLK.

The FRACDIV control logic uses the fractional divider output, which is asynchronous to the user
interface clock (CLK_OSCCTRL_APB). Due to this asynchronicity, writes to certain registers will
require synchronization between the clock domains. Refer to Synchronization for further details.

Interrupts

The interrupt request line is connected to the Interrupt Controller. Using the OSCCTRL interrupts
requires the interrupt controller to be configured first.

For more information, refer to the Nested Vector Interrupt Controller.
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19.5.5. Events

The events are connected to the Event System. Using the events requires the Event System to be
configured first. For more information, refer to the Event System (EVSYS).

19.5.6. Debug Operation
When the CPU is halted in Debug mode the OSCCTRL continues normal operation. If the OSCCTRL
is configured in a way that requires it to be periodically serviced by the CPU through interrupts or
similar, improper operation or data loss may result during debugging.

19.5.7. Register Access Protection

All registers with write-access can be write-protected optionally by the Peripheral Access Controller
(PAQ), except for the following registers: The Interrupt Flag Status and Clear register (INTFLAG).

Optional write-protection by the Peripheral Access Controller (PAC) is denoted by the "PAC Write-
Protection" property in each individual register description. PAC write-protection does not apply to
accesses through an external debugger.

19.5.8. Analog Connections

The 4-48 MHz crystal must be connected between the XIN and XOUT pins, along with any required
load capacitors.

Note: Refer to the Electrical Characteristics for more information about load capacitors.

19.6. Functional Description

19.6.1. Principles of Operation
XOSC, DFLL48M, and PLL 1.6G are configured through the OSCCTRL control registers. Through this
interface, the oscillators are enabled, disabled, or have their calibration values updated. The Status
register gathers different status signals coming from the oscillators controlled by the OSCCTRL. The
status signals can be used to generate system interrupts, and in some cases wake up the system
from Sleep mode, provided the corresponding interrupt is enabled.

19.6.2. External Multipurpose Crystal Oscillator (XOSC) Operation
The XOSC can operate in the following two modes:

+ External clock with an external clock signal connected to the XIN pin.
+ Crystal oscillator with an external 4-48 MHz crystal.

The XOSC can be used as a clock source for generic clock generators. This is configured by the
Generic Clock Controller.

At reset, the XOSC is disabled, and the XIN/XOUT pins can be used as General Purpose I/0 (GPIO)
pins or by other peripherals in the system. When XOSC is enabled, the operating mode determines
the GPIO usage. When in crystal oscillator mode, the XIN and XOUT pins are controlled by the
OSCCTRL, and GPIO functions are overridden on both pins. When in external clock mode, only the
XIN pins will be overridden and controlled by the OSCCTRL, while the XOUT pin can still be used as a
GPIO pin.

The XOSC is enabled by writing a '1' to the Enable bit in the External Multipurpose Crystal Oscillator
Control register (XOSCCTRLA.ENABLE). To enable XOSC as an external crystal oscillator, the XTAL
Enable bit (XOSCCTRLA.XTALEN) must be written to '1'. If XOSCCTRLA.XTALEN is zero, the external
clock input on XIN will be enabled.

If the External Multipurpose Crystal Oscillator AGC, Auto Gain Control, Loop (XOSCCTRLA.AGC) is '1',
the oscillator gain will be automatically adjusted starting from lowest setting, and will increase the
gain in sequential steps every XOSCCTRLB.GBWI[1:0] delay for a maximum of 16 steps accordingly,
until a valid stable oscillation is detected which will result in lowest power consumption for a
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stable crystal oscillation. In this mode, XOSCCTRLA.AGC =1, the manual XOSC crystal gain settings
XOSCCTRLB.GMANI1:0] are ignored.

The AGC Gain control loop update rate can be controlled by the XOSCCTRLB.GBW[1:0] user
configuration bits. This controls the AGC delays between each gain step increase. Some unique
crystals may have slow start-up times, so to insure the lowest power gain setting it may be
necessary to increase the AGC gain step delay update rate to allow enough time for a slow crystal
start-up to be realized and detected before increasing the XOSC gain step again. This is rare and
95% of all 4 MHz to 48 MHz crystals start-up with the default XOSCCTRLB.GBWI[1:0] value.

Alternatively, if the External Multipurpose Crystal Oscillator Auto Gain Control Loop
(XOSCCTRLA.AGCQ) is '0', the user can manually select the crystal oscillator operating condition by
setting the manual gain value in the XOSCCTRLB.GMAN[1:0] register. In this mode, XOSCCTRLA.AGC
= 0, XOSCCTRLB.GBWI[1:0] AGC update rate is ignored.

Start-Up time, XOSCCTRLA.STARTUP, select the maximum start-up time for the oscillator XOSC
before a clock fail is acknowledged. The OSCULP32K oscillator is used to clock the start-up counter
for the XOSC. Start-Up Time.

The XOSC will behave differently in different sleep modes, based on the settings of
XOSCCTRLA.ONDEMAND, and XOSCCTRLA.ENABLE. XOSCCTRLA.ONDEMAND must be written when
XOSCCTRLA.ENABLE = 0. Otherwise, the write of this bit is ignored. If XOSCCTRLA.ENABLE = 0, the
XOSC will be always stopped. For XOSCCTRLA.ENABLE = 1, this table is valid:

Table 19-1. XOSC Sleep Behavior

CPU Mode ON DEMAND Sleep Behavior of XOSC and CFD

Active or Idle 0 Always run

Active or Idle 1 Run if requested by a peripheral
Standby 0 Always run
Standby 1 Run if requested by a peripheral
Backup 0 Always OFF
Backup 1 Always OFF

After a hard reset, or when waking up from a Sleep mode where the XOSC was disabled, the XOSC
will need a certain amount of time to stabilize on the correct frequency. This start-up time can be
configured by changing the Oscillator Start-Up Time bit group (XOSCCTRLA.STARTUP) in the External
Multipurpose Crystal Oscillator Control register. During the start-up time, the oscillator output is
masked to ensure that no unstable clock propagates to the digital logic. The External Multipurpose
Crystal Oscillator Ready bit in the Status register (STATUS.XOSCRDY) is set when the external clock
or crystal oscillator is stable and ready to be used as a clock source. The INTFLAG.XOSCRDY bit is
set on a zero-to-one transition of STATUS.XOSCRDY and an interrupt is generated if the External
Multipurpose Crystal Oscillator Ready bit in the Interrupt Enable Set register (INTENSET.XOSCRDY) is
set. If the External Multipurpose Crystal Oscillator Auto Gain Control Loop (XOSCCTRLA.AGC) is set,
and the XOSC fail to oscillate after attempting all gain settings, the External Multipurpose Crystal
Oscillator Startup Fail bit in the Status register (STATUS.XOSCFAIL) is set. The INTFLAG.XOSCFAIL bit
is set on a zero-to-one transition of STATUS.XOSCFAIL and an interrupt is generated if the XOSC
Startup Failure bit in the Interrupt Enable Set register (INTENSET.XOSCFAIL) is set. After the the
startup time has elapsed and the External Multipurpose Crystal Oscillator did not fail oscillating, the
output clock can also be monitored for failure by using the Clock Fail Detector (CFD). Refer to next
section for CFD operations.

USBHS Reference Clock Division

The XOSC oscillator is the source of the USBHS PLL's reference clocks. Each USBHS PLL can request
the XOSC as a reference clock. Upon request by a USBHS, the XOSC clock is prescaled by a clock
divider and issued to the USBHS PLL. The clock division ratio and enable is configured by the
XOSCCTRLA.USBHSDIV bitfield.
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19.6.3. Clock Failure Detection Operation

The Clock Failure Detector (CFD) allows the user to monitor the external clock or crystal oscillator
clock signal provided by the External Multipurpose Crystal Oscillator (XOSC). It detects failing
operation of the XOSC clock and allows to switch to a safe clock in case of clock failure. The safe
clock is derived from the DFLL48M with a configurable prescaler. The user can also switch from the
safe clock to the XOSC clock in case of clock recovery. This allows to configure the safe clock in
order to fulfill the operative conditions of the microcontroller. The CFD operation is automatically
suspended when the XOSC clock is not requested in ONDEMAND mode or halted in STANDBY.

The user interface registers allow to enable, disable and configure the CFD. The Status register gives
status on failure and clock switch conditions. The Clock Failure Detector can optionally trigger an
interrupt or an event when a failure is detected.

Note: If the measured clock is intermittent or too slow, the STATUS:XOSCFAIL flag may appear to be
toggling on and off until the clock is stopped or restored. However, the first rising edge will in any
case be captured and logged in INTFLAG:XOSCFAIL.

Clock Failure Detection

At reset, the CFD is disabled. The CFD does not monitor the XOSC clock when the oscillator is
disabled (XOSCCTRLA.ENABLE = 0).

Before starting the CFD operation, the user must start and enable the safe clock source (DFLL48M).
To start the CFD operation, the user must write a one to the CFD Enable bit in the External Oscillator
Control register (XOSCCTRLA.CFDEN). After the start or restart of the XOSC, the CFD does not detect
failure until the start-up time, as configured by the Oscillator Start-Up Time (XOSCCTRLA.STARTUP)
in the External Multipurpose Crystal Oscillator Control register, is elapsed. Once the XOSC Start-Up
Time is elapsed, the XOSC clock is constantly monitored.

During a period of 4 safe clocks , the CFD watches for a clock activity from the XOSC. There

must be one rising and one falling XOSC clock edges during a 4 safe clock periods to meet

a non-failure status. If no activity is detected, the failure status is asserted. The Clock Failure

status bit in the Status register (STATUS.CLKFAIL) is set. The Clock Failure interrupt flag bit in the
Interrupt Flag register (INTFLAG.CLKFAIL) is set. If the CLKFAIL bit in the Interrupt Enable Set register
(INTENSET.CLKFAIL) is set, an interrupt is generated . An output event is generated as well, if the
Event Output enable bit in the Event Control register (EVCTRL.CFDEO) is set.

The XOSC clock continues to be monitored after a clock failure. The Clock Failure status bit in the
Status register (STATUS.CLKFAIL) reflects the current XOSC clock activity.

Clock Switch Back

When a clock failure is detected, the XOSC clock is replaced by the safe clock in order to maintain
an active clock during the XOSC clock failure. The safe clock source can be downscaled with a
configurable prescaler to ensure that the safe clock frequency does not exceed the operating
conditions selected by the application. When the XOSC clock is switched to the safe clock, the Clock
Switch bit (STATUS.XOSCCKSW) in the Status register is set.

When the XOSC clock is switched to the safe clock, the External Multipurpose Crystal Oscillator
Ready bit in the Status register (STATUS.XOSCRDY) is set when the safe clock is stable and ready to
be used as a clock source.

When the CFD has switched to the safe clock, the XOSC is not disabled. The application must take
the necessary actions to disable the oscillator. The application must also take the necessary actions
to configure the system clocks to continue normal operations.

In the case the application can recover the XOSC, the Clock Failure status bit in the Status register
(STATUS.CLKFAIL) is cleared. The application can switch back to the XOSC clock by writing a one to
Switch Back bit (XOSCCTRLA.SWBEN) in the External Oscillator Control register. Once the XOSC clock
is switched back, the Switch Back bit (XOSCCTRLA.SWBEN) is cleared by the hardware.
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Note: In the situation that the user has wrote a one to the Switch Back bit (XOSCCTRLA.SWBEN), the
APB clock is permanently requested until the switch is completed.

If the switch back can not complete due to a persistent failure, it will prevent the system from
entering into low power sleep mode.

To stop the clock request the user can disable the XOSC (XOSCCTRLA.ENABLE=0) and disable the
CFD detection (XOSCCTRLA.CFDEN=0).

Prescaler:

The CFD has an internal configurable prescaler (XOSCCTRLA.CFDPRESC) to generate the safe clock
from the DFLL48M clock. The prescaler size allows to scale down the DFLL48M clock such that the
safe clock is not higher than the XOSC clock frequency monitored by the CFD. The frequency divider
is 2ACFDPRESC where CFDPRESC range from 0 to 15.

Example: for an external crystal oscillator at 8 MHz and the DFLL48M internal oscillator configured
to generate a 48 MHz clock, the prescaler must select a downscale value above 6 (48/8), for example,
8, therefore CFDPRESC = 3.

Event:

If the Event Output enable bit in the Event Control register (EVCTRL.CFDEO) is set, the CFD clock
failure will be output on the Event Output. When the CFD is switched to the safe clock, the CFD clock
failure will not be output on the Event Output.

Sleep Mode:

The CFD is halted depending on configuration of the XOSC and the peripheral clock request. For
further details, refer to the Sleep Behavior table. The CFD interrupt can be used to wake up the
device from sleep modes.

Notes:
1. PLLO must be stepped down in = 75 MHz increments to = 75 MHz output when entering sleep
modes.

2. PLLO must be stepped up to the operating frequency in = 75 MHz increments after exiting sleep
modes.

3. The step delay for both of these processes needs to be = 1 us.

19.6.4. Digital Frequency Locked Loop (DFLL48M) Operation

The DFLL48M can operate in both open-loop mode and closed-loop mode. In closed-loop mode, a
low-frequency clock with high accuracy should be used as the reference clock to get high accuracy
on the output clock (CLK_DFLL48M). The DFLL48M can be used as a source for the generic clock
generators.

19.6.4.1. Basic DFLL48M Operation
DFLL48M Operating modes

The DFLL48M will behave differently in different sleep modes, based on the settings of
DFLLCTRLA.ONDEMAND, and DFLLCTRLA.ENABLE. DFLLCTRLA.ONDEMAND must be written when
DFLLCTRLA.ENABLE = 0 and DFLLSYNC.ENABLE = 0. Otherwise, the write of this bit is ignored. If
DFLLCTRLA.ENABLE = 0, the DFLL48M will be always stopped. For DFLLCTRLA.ENABLE = 1, this table
is valid:

Table 19-2. DFLL48M Sleep Behavior

CPU Mode ON DEMAND Sleep Behavior of DFLL48M

Active or Idle 0 Always run
Active or Idle 1 Run if requested by a peripheral
Standby 0 Always run
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Table 19-2. DFLL48M Sleep Behavior (continued)

CPU Mode ON DEMAND Sleep Behavior of DFLL48M

Standby 1 Run if requested by a peripheral
Backup 0 Always OFF
Backup 1 Always OFF

The DFLL48M is used as a clock source for the generic clock generators, as described in the GCLK
chapter. The DFLL48M is factory-calibrated for 48 MHz. The frequency calibration is applied at reset.

Register DFLLTEMPTRIM.TEMPTRIM stores the factory temperature calibration setting. This register
cannot be written by the user.

DFLL48M Open-Loop Operation

After any reset, the open-loop mode is selected. When operating in open-loop mode, the output
frequency of the DFLL48M will be determined by the values written to the DFLL TUNE register
(DFLLTUNE.TUNE). It is possible to change the values of DFLLTUNE.TUNE and thereby the output
frequency of the DFLL48M output clock, CLK_DFLL48M, while the DFLL48M is enabled and in use.
CLK_DFLL48M is ready to be used when STATUS.DFLLRDY is set after enabling the DFLL48M.

DFLL48M Closed-Loop Operation

In closed-loop operation, the output frequency is continuously regulated against a reference clock.
Once the multiplication factor is set, the oscillator tuning is automatically adjusted. The DFLL48M
must be correctly configured before closed-loop operation can be enabled. After enabling the
DFLL48M, it must be configured in the following way:

1. Enable and select a reference clock (CLK_DFLL48M_REF). CLK_DFLL48M_REF is Generic Clock
Channel 0 (DFLL48M_Reference). Refer to GCLK for details.

2. Select the maximum step size allowed in finding the TUNE values by writing the appropriate
values to the DFLL maximum step bit group (DFLLMUL.STEP) in the DFLL STEP register. A small
step size will ensure low overshoot on the output frequency but will typically result in longer
lock times. A high value might give a large overshoot but will typically provide faster locking.
DFLLMUL.STEP should not be higher than 50% of the maximum value of DFLLTUNE.TUNE.

3. Select the multiplication factor in the DFLL Multiply Factor bit group (DFLLMUL.MUL) in the
DFLL Multiplier register. Care must be taken when choosing DFLLMUL.MUL so that the output
frequency does not exceed the maximum frequency of the device. If the target frequency is
below the minimum or above the maximum frequency of the DFLL48M, the output frequency
will be equal to the DFLL minimum or maximum frequency. Write the DFLLMUL.MUL to restore
the TUNE register (DFLLTUNE.TUNE) to its reset value.

4, Start the closed loop mode by writing a one to the DFLL Loop Enable bit (DFLLCTRLB.LOOPEN) in
the DFLL Control register.

The frequency of CLK_DFLL48M (Fclkdfll48m) is given by:
Equation 19-1. FCLKDFLL48M

Fergprriasm = (DFLLMULMUL * F¢gprLi48MREF)

Where, Feruprirasmreris the frequency of the reference clock (CLK_DFLL48M_REF).

The DFLLTUNE register is read-only in closed loop mode and is controlled by the frequency tuner to
meet user specified frequency.

DFLL48M Frequency Locking
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In the lock of the frequency search in closed-loop mode, the control logic tunes the value in
DFLLTUNE.TUNE, therefore the output frequency is very close to the desired frequency. On lock,
the DFLL Locked bit (STATUS.DFLLLOCK) in the status register will be set.

Interrupts are generated by the rising of STATUS.DFLLLOCK if INTENSET.DFLLOCK is written to '1".

CLK_DFLL48M is ready to be used when the DFLL Ready bit (STATUS.DFLLRDY) in the Status register
is set, but the accuracy of the output frequency will not be met until the Lock state is reached. For
lock times, refer to the Electrical Characteristics.

DFLL48M Frequency Error Measurement

The ratio between CLK_DFLL48M_REF and CLK48M_DFLL is measured automatically when the
DFLL48M is in closed loop mode. The difference between this ratio and the value in DFLLMUL.MUL is
stored in the DFLL Multiplication Ratio Difference bit group (DFLLDIFF.DIFF) in the DFLL DIFF register.
The relative error on CLK_DFLL48M compared to the target frequency is calculated as follows:

ERROR = (DIFF / MUL)
DFLL48M Drift Compensation

If the Stable DFLL Frequency bit (DFLLCTRLB.STABLE) in the DFLL Control register is zero, the
frequency tuner will automatically compensate for drift in the CLK_DFLL48M without losing

either of the locks. This means that DFLLTUNE.TUNE can change after every measurement

of CLK_DFLL48M_REF. If the DFLLTUNE.TUNE value overflows or underflows due to large drift

in temperature and/or voltage, the DFLL overflow or underflow bits (STATUS.DFLLOVF or
STATUS.DFLLUNF) in the Status register will be set. After an overflow or underflow error condition,
the user must rewrite DFLLMUL.MUL to ensure correct CLK_DFLL48M frequency. An interrupt is
generated on a zero-to-one transition on STATUS.DFLLOVF or STATUS.DFLLUNF if the DFLL overflow
or underflow bit (INTENSET.DFLLOVF or STATUS.DFLLUNF) in the Interrupt Enable Set register is
set. If the Stable DFLL Frequency bit (DFLLCTRLB.STABLE) in the DFLL Control register is one, the
DFLLTUNE.TUNE values will stay constant after the lock. The user can check for a possible drift by
reading the frequency error in the DFLL Multiplication Ratio Difference bit group (DFLLDIFF.DIFF).

DFLL48M Reference Clock Stop Detection

If CLK_DFLL48M_REF stops or is running at a very low frequency (slower than CLK_DFLL48M/(2/17)),
the DFLL Reference Clock Stopped bit (STATUS.DFLLRCS) in the Status register will be set. Detecting
a stopped reference clock can take a long time, on the order of 2417 CLK_DFLL48M cycles. When
the reference clock is stopped, the DFLL48M will operate as if in open-loop mode. Closed-loop
mode operation will automatically resume if the CLK_DFLL48M_REF is restarted. An interrupt is
generated on a zero-to-one transition on STATUS.DFLLRCS if the DFLL Reference Clock Stopped bit
(INTENSET.DFLLRCS) in the Interrupt Enable Set register is set.

DFLL48M Low Frequency, Low Power mode

The DFLL48M oscillator can operate in both open-loop or closed loop at a reduced frequency of 8
MHz. To select the low frequency/low power set the Low-Frequency bit (LOWFREQ) in the DFLL48M
register. This bit is enable protected and can be changed only when the DFLL48M is disabled. In
closed-loop the user must adjust the multiplier value DFLLMUL.MUL depending on the frequency of
the reference clock (CLK_DFLL48M_REF) to have an output clock frequency of 8 MHz.

19.6.4.2. Additional DFLL48M Features
Dealing with Delay in the DFLL48M in Closed-Loop Mode
Note: During a maximum 30 cycles of the reference clock period, between lock flag asserted
and frequency stabilization, DFLL accuracy will be limited. To minimize the cycle-to-cycle jitter

during lock search, in addition to selecting a low step value (DFLLMUL.FSTEP, DFLLMUL.CSTEP), it
is recommended to disable the Quick Lock feature.

The time from selecting a new CLK_DFLL48M frequency until this frequency is output by the
DFLL48M can be up to several microseconds. If the value in DFLLMUL.MUL is small, this can lead
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to instability in the DFLL48M locking mechanism, which can prevent the DFLL48M from achieving
lock. To avoid this, a chill cycle, during which the CLK_DFLL48M frequency is not measured, can be
enabled. The chill cycle is enabled by default, but can be disabled by writing a one to the DFLL Chill
Cycle Disable bit (DFLLCTRLB.CCDIS) in the DFLL Control register. Enabling chill cycles might double
the lock time.

Another solution to this problem consists of using less strict lock requirements. This is called Quick
Lock (QL), which is also enabled by default, but it can be disabled by writing a one to the Quick Lock
Disable bit (DFLLCTRLB.QLDIS) in the DFLL Control register. The Quick Lock might lead to a larger
spread in the output frequency than chill cycles, but the average output frequency is the same.

DFLL48M Lose Lock After Wake

DFLL48M can optionally reset its lock bit when it is disabled or stopped (not requested). This

is configured by the Lose Lock After Wake bit (DFLLCTRLB.LLAW) in the DFLL Control register. If
DFLLCTRLB.LLAW is zero, when the DFLL48M is re-enabled or requested again, it starts running with
the same configuration as before being disabled, even if the reference clock is not available. The
lock will not be lost. Therefore it is important that the user checks that the DFLL48M has reached
the lock stage before entering a sleep mode. When the reference clock has restarted, the TUNE
tracking will quickly compensate for any frequency drift during sleep if DFLLCTRLB.STABLE is zero. If
DFLLCTRLB.LLAW is one when disabling or stopping the DFLL48M, the DFLL48M will lose its lock and
needs to regain it through the full lock sequence.

DFLL48M Wait for Lock

DFLL48M can optionally control the issued clock. This is configured by the Wait For Lock

bit (DFLLCTRLB.WAITLOCK) in the DFLL Control register. If DFLLCTRLB.WAITLOCK is zero, the
DFLL48M will issue a clock immediately after the ready bit (STATUS.DFLLRDY) has risen. If
DFLLCTRLB.WAITLOCK is one, the DFLL48M will issue a clock immediately after the lock bit
(STATUS.DFLLCK) has risen. Using the wait for lock feature allows a better accuracy of the issued
DFLL48M clock, conversely it increases the startup time of the DFLL48M clock.

DFLL48M Accuracy

The following two main factors that determine the accuracy of DFLL48M which can be tuned to
obtain maximum accuracy when fine lock is achieved.

+ Resolution: The frequency step between two tune values.
* The accuracy of the reference clock.

DFLL48M Backup oscillator

The DFLL48M has an alternate 6 MHz backup oscillator. At any DFLL48M oscillator power-up, the 6
MHz backup oscillator is started and watches for DFLL48M oscillations. If no oscillation is present
after the longest DFLL48M startup time, the DFLL48M clock is switched to the 6 MHz backup
oscillator.

The DFLL Startup Failure bit in the STATUS register (STATUS.DFLLFAIL) will be set. The
INTFLAG.DFLLFAIL bit is set on a zero-to-one transition of STATUS.DFLLFAIL and an interrupt is
generated if the DFLL Startup Failure bit in the Interrupt Enable Set register (INTENSET.DFLLFAIL) is
set.

19.6.5. Phase Locked Loop (PLL) Operation

The PLL provides a wide range of outputs from 12.7 MHz to 1600 MHz with support for input
reference clock ranges from 4 MHz to 48 MHz. The PLL maintains a locked phase between the
VCO input (reference) signal FPDF and the respective VCO output frequency FVCO through phase
comparison and frequency multiplication.

The clocks from the PLL outputs (CLK_PLL) is a source for the Generic Clock module (GCLK).
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Figure 19-2. PLL Block Diagram
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Important: The frequency generated by the PLL oscillator can be up to 1600
MHz but is limited to 200 MHz (max.) for everything except inputs to FRACTIONAL
DIVIDER. Depending on the operating conditions of the product using the PLL, the
maximum allowed frequency can be as low as 12.7 MHz. Refer to the electrical
characteristics of the product for a safe configuration of the PLL controller.

19.6.5.1. PLL Basic Operation
PLL Initialization, Enabling, and Disabling

The PLL is enabled by writing a one to the Enable bit in the Control register (PLLCTRL.ENABLE). The
PLL is disabled by writing a zero to PLLCTRL.ENABLE.

Important: If the PLL is active, the user must ensure that at no time do they
violate the minimum or maximum frequency ranges specified for Fprp, Fyco, and
Fcik pLL- Failure to do so could destabilize the VCO and lead to unpredictable
behavior. It may be necessary therefore to carefully select the order in which
the user configures the various scaler values in the PLL based on the FCKR clock
source frequencies used in the application.

PLL Reference selection

The PLL controller supports these independent sources of reference clock:

+ DFLL48M: The reference clock is provided by the 48 MHz internal RC oscillator (DFLL48M).

+ XOSC: The reference clock is provided by the External Multipurpose Crystal Oscillator (XOSC).

*  GCLK_PLLN_REF: The reference clock “GCLK_PLLn_REF" is provided by the Generic Clock
Controller.

The reference source can be selected by setting the REFSEL bits in the PLLCTRL register. The
frequency of the reference must be comprised between 4 MHz and 48 MHz.

PLL settings
The frequency generated by the PLL is determined by the following control registers:

* PLLREFDIV: The PLL reference frequency divider. 1 < REFDIV < 63.
* PLLFBDIV: The PLL Feed Back frequency divider. 21 < FBDIV < 1023.
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« POSTDIV: The PLL output frequency divider. 1 < POSTDIV < 63

When the controller is enabled, the relationship between the reference clock frequency and the
output clock frequency is:

Equation 19-2. FCLK_PLL
Ferg pir = (Fexr™ (FBDIV/ (REFDIV * POSTDIV)))

Where,

*  Fcuk pLL is the frequency of the PLL output clock.

+ Fekris the frequency of the selected reference clock.
+ REFDIV is the reference prescaler value.

* FBDIVis the loop divider value.

+ POSTDIV is the output prescaler value.

Note: Fck p . must always remain between 12.7 MHz to 200 MHz while configuring the various
stages of the PLL, so that the VCO does not become unstable and lead to unpredictable behavior.

Example:

The goal is to have F¢ik pi = 120 MHz:

Given:

+ XOSC =12 MHz = Fexr

+ If REFDIV = 2 then Fppp = (Fckr / 2) = 6 MHZ

« If FBDIV = 140 then Fyco = (Fppr * FBDIV) = (6 MHz * 140) = 840 MHz

+ Setting POSTDIV =7 then gives Fc ik pL. = (Fyvco / 7 ) = (840 MHz /7) = 120 MHz
The frequency after the reference divider (FPDF) is given by the formula:

*  Fprp = Fckr/ REFDIV (Must be between 4 MHz to 48 MHz.)

The frequency of the Voltage Controlled Oscillator (VCO) giving the PLL oscillation is given by the
formula:

* Fyco = Fckr * (FBDIV / REFDIV) (Must be between 800 MHz and 1600 MHz).
Note: Fc«r, REFDIV and FBDIV must be selected to satisfy these conditions.

Notes:

1. The PLLREFDIV and PLLFBDIV registers are not write-protected by the PAC. Alternatively, they
can be write protected by setting the control bit PLLCTRLWRTLOCK. When the OSCCTRL
is PAC write-protected, the user can still tune the PLL frequency when the control bit
PLLCTRL.WRTLOCK is cleared, or the user can also write-protect the PLLREFDIV and PLLFBDIV
registers when the Control bit PLLCTRL.WRTLOCK is set.

2. Each PLL has up to four outputs. Each output has an individual PLL output frequency divider
POSTDIVn and an individual output control enable OUTENN with n=0..3. Depending on the
selected REFDIV and the reference frequency, the user shall set the Band Width selection
bits (BWSEL) in the PLLCTRL register. Refer to the PLLCTRL.BWSEL definition in the Register
Description section.

PLL Lock and Clock Generation

After the PLL oscillator is enabled, the PLL controller waits for the oscillator to issue a Lock status.
The frequency of the PLL output clock CLK_PLL is stable when the PLL Lock Rising bit (PLLLOCKR) in
the INTFLAG register is set.
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Note: During each PLL start-up phase, the clock to the internal modules is not delivered as long as
the first lock is not detected. When the lock is detected, the clock is released to the GCLK as long

as requested. The PLL outputs whose OUTEN bit are set will start issuing a clock when the PLL Lock
Rising bit (PLLOCKR) in the INFTLAG register is set. This bit will only be valid the first time it is set
(i.e., the first lock detection). Any other PLLLOCKR values should be ignored after it is set, and the
PLLOCKR interrupt should be disabled to prevent unexpected interrupts.

PLL Disabling

The PLL is disabled by writing a zero to PLLCTRL.ENABLE. Due to the synchronization of control and
configuration registers, generation of internal timings to stop and power down properly the PLL, the
PLL will be active for a few microseconds after CTRLA.ENABLE is cleared.

PLL Operation in Sleep Modes

The PLL will behave differently in different sleep modes, based on the settings of
PLLCTRL.ONDEMAND and PLLCTRL.ENABLE. PLLCTRL.ONDEMAND must be written when
PLLCTRL.ENABLE = 0. Otherwise, the write of this bit is ignored. If PLLCTRL.ENABLE = 0, the PLL
will always be stopped. For PLLCTRL.ENABLE = 1, this table is valid:

Table 19-3. PLL Sleep Behavior

CPU Mode ON DEMAND Sleep Behavior of DFLL48M

Active or Idle 0 Always run

Active or Idle 1 Run if requested by a peripheral
Standby 0 Always run
Standby 1 Run if requested by a peripheral
Backup 0 Always OFF
Backup 1 Always OFF

PLL Reference Clock Switching

When a software operation requires reference clock switching, the normal operation is to disable
the PLL, modify the PLLCTRL.REFCLK and PLLCTRL.BWSEL to select the desired reference source and
activate the PLL again. The CLK_PLL output clock is ready when the INTFLAG.PLLOCKR bit is set.

PLL Updates

It is important to note that when doing run time PLL updates that the user ALWAYS insures that for
any PLL register update, the PLL does not exceed any of the electrical specs listed below to ensure
continued stable PLL operation. Depending on the PLL input clock frequency selected therefore
the user may have to choose a specific sequence, (i.e. order), of PLL register updates to maintain
specification compliance throughout the PLL module logic.

* Fckr =4 MHz to 48 MHz

* Fprp =4 MHz and 48 MHz

* Fyco =800 MHz to 1.6 GHz

* Fek pLL = 12.7 MHz to 200 MHz

19.6.5.2. Fractional Divider
The Fractional Frequency Divider divides the PLLO VCO, FVCOO, clock output frequency by a ratio
composed of an integer part and a reminder part. Only the PLLO supplies the clocks to the fractional
dividers. FRACDIVO is fed by PLLO output O (under control of PLLOPOSTDIVA[0]) and FRACDIV1 is
fed by PLLO output 1 (under control of PLLOPOSTDIVA[1]). The maximum fractional divider input
frequency is 1.6 GHz. The divided frequency is given by the integer and reminder part of the divider,
FRACDIV.INTDIV and FRACDIV.REMDIV. The resulting frequency FFRACDIV is calculated using the
following equation:
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Equation 19-3. Fractional Divider Frequency

Ferk prio_rre crkoutn = (Ferk pr/ (2* (INTDIV + (REMDIV / 512))))

Notes: This is not a true fractional divider in the sense that the resulting frequency is actually
an average over time that represents the fractional frequency except in the cases where
FcLk_pLLo_Frc_cLkouTn Value corresponds to a whole integer value. For decimal fractional values, the
fractional divider logic steals input Fyco PLL clock cycles to produce and average output frequency
equivalent to the desired frequency. As a result, the final Fcik piio_rFrc_cLkouTn OUtput frequency will
have jitter equivalent to:
+ If Reminder < 0.5:

- Fcik pLLo_FrRC_cLkouTn Jitter = (Remainder / Fyco )
* If Reminder > 0.5:

- Fcik_pLLo_Fre_cLkouTn Jitter = ((1-Remainder) / Fyco ))
Fractional Divider Operating mode

The Fractional Divider must be configured and enabled as shown in the following section.

19.6.5.2.1. Configure and Enable the PLL Output
1. Configure the integer and reminder divider factors FRACDIV.INTDIV and FRACDIV.REMDIV. If the
PLL is not locked, the FRACDIV register write is pending until the PLL deliver a clock after the
lock. The pending status can be checked in the SYNCBUSY.FRACDIVn register bit. The FRACDIV
register can still be modified if the source PLL enable bit is not set.

Enable the PLL output.
Check the PLL lock with the register bit INTFLAG.PLLnLOCKR.

Check the SYNCBUSY.FRACDIVn register bit. When this bit is low, the FRACDIV is delivering the
divided PLL clock. The Fractional Divider values FRACDIV.INTDIV and FRACDIV.REMDIV can be
changed when the divider is operating. But before, the user must ensure that the previous

Fractional Divider values change is completed by checking the bit SYNCBUSY.FRACDIVn is low.

Note: After a system reset the Fractional Divider starts in a frozen state. If the Fractional Divider

is operating or synchronizing the divider factors, it is requesting a clock to the PLL source. The
FRACDIV will stay frozen until the PLL source delivers a clock. After the PLL source delivers a clock,
the FRACDIV is unfrozen. If the fractional Divider stops its operation (no more GCLK request and no
more on-going synchronization), it will go back to a frozen state and request the PLL source clock
until it is actually frozen. The freeze/unfreeze process ensures the FRACDIV divides on a locked PLL
clock.

Figure 19-3. Fractional Divider

CLK_PLLFRCn Jitter

< FCLK_PLLFRC,, decimal remainder ->
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Notes:
1. FCLK_PLLFRCO = (Fcik pLio / (2 X (INTDIV + (REMDIV / 512)))).

2. The maximum permitted fractional output frequency, FCLK_PLLFRCO, must always be limited to
200MHz by the user.

3. Setting both INTDIV and REMDIV = 0 will yield FCLK_PLLFRCO = Fc k p o Which effectively
bypasses the fractional divider module in which case the user must limit the output of PLLO
to the fractional divider module to FPLLO = Fcik pio = 200MHz max.

19.6.6. OSCCTRL Interrupts
The OSCCTRL has the following interrupt sources:

« XOSCRDY - Multipurpose Crystal Oscillator Ready: A “0-to-1" transition on the
STATUS.XOSCRDY bit is detected

+ XOSCFAIL - Xosc Startup Failure: A “0-to-1" transition on the STATUS.XOSCFAIL bit is detected
* CLKFAIL - Xosc Clock Failure: A “0-to-1" transition on the STATUS.CLKFAIL bit is detected

* DFLLRDY - DFLL48m Ready: A “0-to-1" transition on the STATUS.DFLLRDY bit is detected

* DFLLLOCK - DFLL48m Lock: A “0-to-1" transition on the STATUS.DFLLLOCK bit is detected

* DFLLOVF - DFLL48m Overflow: A “0-to-1" transition on the STATUS.DFLLOVF bit is detected

* DFLLUNF - DFLL48m Underflow: A “0-to-1" transition on the STATUS.DFLLUNF bit is detected

+ DFLLRCS - DFLL48m Reference Clock Stop: A “0-to-1" transition on the STATUS.DFLLRCS bit is
detected

+ DFLLFAIL - DFLL Startup Failure: A “0-to-1" transition on the STATUS.DFLLFAIL bit is detected

Each interrupt source has an interrupt flag associated with it. The interrupt flag in the Interrupt
Flag Status and Clear register (INTFLAG) is set when the interrupt condition occurs. Each interrupt
can be individually enabled by writing a one to the corresponding bit in the Interrupt Enable Set
register (INTENSET) and disabled by writing a one to the corresponding bit in the Interrupt Enable
Clear register (INTENCLR). An interrupt request is generated when the interrupt flag is set, and the
corresponding interrupt is enabled. The interrupt request remains active until the interrupt flag is
cleared, the interrupt is disabled or the OSCCTRL is reset. See the INTFLAG register for details on
how to clear interrupt flags.

The OSCCTRL has fewer request lines than interrupt sources. The user must read the INTFLAG
register to determine which interrupt condition is present.

Note: Interrupts must be globally enabled for interrupt requests to be generated.

19.6.7. OSCCTRL Events
The CFD, “Clock Fail Detect”, can generate the following output event:
» Clock Failure (CLKFAIL): Generated when the XOSC Clock Failure status bit is set in the Status

register (STATUS.CLKFAIL). The CFD event is not generated when the XOSC Clock Switch bit
(STATUS.XOSCCKSW) in the Status register is set.

Writing a '1' to an Event Output bit in the Event Control register (EVCTRL.CFDEO) enables the CFD
output event. Writing a '0' to this bit disables the CFD output event. Refer to the Event System
chapter for details on configuring the event system.

19.6.8. OSCCTRL Synchronization

Due to the multiple clock domains, some registers in the DFLL4A8M must be synchronized when
accessed. A register can require:

+ Synchronization when written
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+ Synchronization when read

« No synchronization When executing an operation that requires synchronization, the relevant
synchronization bit in the Synchronization Busy register (DFLLSYNC) will be set immediately and
cleared when synchronization is complete

The following registers need synchronization:

« ENABLE bit in DFLLCTRLA register - write-synchronized
+ DFLLCTRLB register - read-synchronized

+ DFLLTUNE register - read- and write-synchronized

« DFLLMUL register - write-synchronized

+ FRACDIV
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19.7.

Register Summary
For descriptions and definitions of both Register and bitfield properties, refer to Register Properties.

I S T 2 S S S R

0x00 EVCTRL
0x04 INTENCLR
0x08 INTENSET
0x0C INTFLAG
0x10 STATUS
0x14 XOSCCTRLA
0x18 XOSCCTRLB
0x1C

Reserved
0x2B
0x2C DFLLCTRLA
0x30 DFLLCTRLB
0x34 DFLLTUNE
0x38 DFLLDIFF
0x3C DFLLMUL
0x40 PLLOCTRL
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23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

WRTLOCK

ONDEMAND
WRTLOCK

ONDEMAND

WAITLOCK

ONDEMAND

DFLLFAIL DFLLRCS DFLLUNF
DFLLFAIL DFLLRCS DFLLUNF
DFLLFAIL DFLLRCS DFLLUNF
DFLLFAIL DFLLRCS DFLLUNF
XOSCCKSW
SWBEN CFDEN XTALEN
GBW[1:0]
LOWFREQ
QLDIS ccols
TUNE[6:0]
DIFF[15:8]
DIFF[7:0]
STEP[6:0]
MUL[15:8]
MUL[7:0]
BWSEL[2:0]

DFLLOVF
CLKFAIL

DFLLOVF
CLKFAIL

DFLLOVF
CLKFAIL

DFLLOVF
CLKFAIL

DFLLLOCK
XOSCFAIL

DFLLLOCK
XOSCFAIL

DFLLLOCK
XOSCFAIL

DFLLLOCK
XOSCFAIL

CFDEO
PLLOLOCKR

DFLLRDY
XOSCRDY
PLLOLOCKR

DFLLRDY
XOSCRDY
PLLOLOCKR

DFLLRDY

XOSCRDY

DFLLRDY
XOSCRDY

USBHSDIV[1:0]

CFDPRESC[3:0]
STARTUP[3:0]

AGC

GRES

WRTLOCK

LLAW

WRTLOCK

ENABLE

GMAN[1:0]
ENABLE
STABLE LOOPEN

REFSEL[2:0]
ENABLE
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Register Summary (continued)

I S T S S S N

0x44

0x48

0x4C

0x50
0x54
0x6B
0x6C
0x70
0x77

0x78
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PLLOFBDIV

PLLOREFDIV

PLLOPOSTDIVA

PLLOPOSTDIVB

Reserved

FRACDIVO

Reserved

SYNCBUSY

23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

31:24

23:16
15:8
7:0

31:24

23:16
15:8
7:0

OUTEN3
OUTEN2
OUTEN1
OUTENO

OUTENS
OUTEN4

REMDIV[0]

FRACDIVO

DFLLMUL

FBDIV[9:8]

FBDIV[7:0]

REFDIV[5:0]

POSTDIV3[5:0]
POSTDIV2[5:0]
POSTDIV1[5:0]
POSTDIVO[5:0]

POSTDIV5[5:0]
POSTDIVA4[5:0]

INTDIV[14:8]

INTDIV[7:0]
REMDIV[8:1]

DFLLDIFF

DFLLTUNE = DFLLCTRLB DFLLENABLE
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19.7.1. Event Control

Name: EVCTRL

Offset: 0x00

Reset: 0x00000000
Property: PAC Write-Protection

Table 19-4. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
CFDEO
Access R/W
Reset 0

Bit 0 - CFDEO Clock Failure Detector Event Output Enable
This bit indicates whether the XOSC Clock Failure detector event output is enabled and an output
event will be generated when the XOSC Clock Failure detector detects a clock failure.
Note: To prevent false event generation, the bit CFDEO must be set or cleared only when the XOSC
is disabled (XOSCCTRLn.ENABLE=0).

Value Description

0 Clock Failure detector event output is disabled and an event will not be generated on a clock fail.
1 Clock Failure detector event output is enabled and an event will be generated on a clock fail.
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19.7.2. Interrupt Enable Clear

Name: INTENCLR

Offset: 0x04

Reset: 0x00000000
Property: PAC Write-Protection

This register allows the user to disable an interrupt without doing a read-modify-write operation.
Changes in this register will also be reflected in the Interrupt Enable Set register (INTENSET).

Table 19-5. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
| | | | | | | [ PLLOLOCKR |
Access R/W
Reset 0
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
DFLLFAIL DFLLRCS DFLLUNF DFLLOVF DFLLLOCK DFLLRDY
Access R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| CLKFAIL | XOSCFAIL | XOSCRDY |
Access R/IW R/W R/W
Reset 0 0 0

Bit 24 - PLLOLOCKR PLL Lock Rise Interrupt Enable
Writing a zero to this bit has no effect.
Writing a '1' to this bit will clear the PLL Lock Rise Interrupt Enable bit, which disables the PLL Lock
Rise interrupt.

Value Description

0 The PLL Lock Rise interrupt is disabled.

1 The PLL Lock Rise interrupt is enabled, and an interrupt request will be generated when the PLL Lock Rise
Interrupt flag is set.

Bit 13 - DFLLFAIL DFLL Startup Failure Interrupt Enable
Writing a zero to this bit has no effect.
Writing a '1' to this bit will clear the DFLL Startup Failure Interrupt Enable bit, which disables the
DFLL Startup Failure interrupt.

Value Description

0 The DFLL48M Startup Failure interrupt is disabled.

1 The DFLL48M Startup Failure interrupt is enabled, and an interrupt request will be generated when the DFLL
Startup Failure Interrupt flag is set.
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Bit 12 - DFLLRCS DFLL Reference Clock Stopped Interrupt Enable
Writing a zero to this bit has no effect.
Writing a '1' to this bit will clear the DFLL Reference Clock Stopped Interrupt Enable bit, which
disables the DFLL Reference Clock Stopped interrupt.

Value Description
0 The DFLL48M Reference Clock Stopped interrupt is disabled.
1 The DFLL48M Reference Clock Stopped interrupt is enabled, and an interrupt request will be generated when

the DFLL Reference Clock Stopped Interrupt flag is set.

Bit 11 - DFLLUNF DFLL Tuner Underflow Interrupt Enable
Writing a zero to this bit has no effect.
Writing a '1' to this bit will clear the DFLL Tuner Underflow Interrupt Enable bit, which disables the
DFLL Tuner Underflow interrupt.

Value Description
0 The DFLL Tuner Underflow interrupt is disabled.
1 The DFLL Tuner Underflow interrupt is enabled, and an interrupt request will be generated when the DFLL

Tuner Underflow Interrupt flag is set.

Bit 10 - DFLLOVF DFLL Tuner Overflow Interrupt Enable
Writing a zero to this bit has no effect.
Writing a '1' to this bit will clear the DFLL Tuner Overflow Interrupt Enable bit, which disables the
DFLL Tuner Overflow interrupt.

Value Description
0 The DFLL Tuner Overflow interrupt is disabled.
1 The DFLL Tuner Overflow interrupt is enabled, and an interrupt request will be generated when the DFLL

Tuner Overflow Interrupt flag is set.

Bit 9 - DFLLLOCK DFLL Lock Interrupt Enable
Writing a zero to this bit has no effect.
Writing a '1' to this bit will clear the DFLL Lock Interrupt Enable bit, which disables the DFLL Lock

interrupt.
Value Description
0 The DFLL Lock interrupt is disabled.
1 The DFLL Lock interrupt is enabled, and an interrupt request will be generated when the DFLL Lock Interrupt
flag is set.

Bit 8 - DFLLRDY DFLL Ready Interrupt Enable
Writing a zero to this bit has no effect.
Writing a '1' to this bit will clear the DFLL Ready Interrupt Enable bit, which disables the DFLL Ready

interrupt.
Value Description
0 The DFLL Ready interrupt is disabled.
1 The DFLL Ready interrupt is enabled, and an interrupt request will be generated when the DFLL Ready

Interrupt flag is set.

Bit 2 - CLKFAIL XOSC Clock Failure Interrupt Enable
Writing a ‘0" to this bit has no effect.
Writing a '1' to this bit will clear the XOSC Clock Failure Interrupt Enable bit, which disables the XOSC
Clock Failure interrupt.

Value Description
0 The XOSC Clock Failure interrupt is disabled.
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Value Description

1 The XOSC Clock Failure interrupt is enabled, and an interrupt request will be generated when the XOSC Clock
Failure Interrupt flag is set.

Bit 1 - XOSCFAIL XOSC Startup Failure Interrupt Enable
Writing a ‘0’ to this bit has no effect.
Writing a '1' to this bit will clear the XOSC Startup Failure Interrupt Enable bit, which disables the
XOSC Startup Failure interrupt.

Value Description

0 The XOSC Startup Failure interrupt is disabled.

1 The XOSC Startup Failure interrupt is enabled, and an interrupt request will be generated when the XOSC
Startup Failure Interrupt flag is set.

Bit 0 - XOSCRDY XOSC Ready Interrupt Enable
Writing a ‘0’ to this bit has no effect.
Writing a '1' to this bit will clear the XOSC Ready Interrupt Enable bit, which disables the XOSC Ready

interrupt.
Value Description
0 The XOSC Ready interrupt is disabled.
1 The XOSC Ready interrupt is enabled, and an interrupt request will be generated when the XOSC Ready

Interrupt flag is set.
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19.7.3. Interrupt Enable Set

Name: INTENSET

Offset: 0x08

Reset: 0x00000000
Property: PAC Write-Protection

This register allows the user to enable an interrupt without doing a read-modify-write operation.
Changes in this register will also be reflected in the Interrupt Enable Clear register (INTENCLR).

Table 19-6. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
| | | | | | | [ PLLOLOCKR |
Access R/W
Reset 0
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
DFLLFAIL DFLLRCS DFLLUNF DFLLOVF DFLLLOCK DFLLRDY
Access R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| CLKFAIL | XOSCFAIL | XOSCRDY |
Access R/IW R/W R/W
Reset 0 0 0

Bit 24 - PLLOLOCKR PLL Lock Rise Interrupt Enable
Writing a zero to this bit has no effect.
Writing a '1' to this bit will clear the PLL Lock Rise Interrupt Enable bit, which disables the PLL Lock
Rise interrupt.

Value Description

0 The PLL Lock Rise interrupt is disabled.

1 The PLL Lock Rise interrupt is enabled, and an interrupt request will be generated when the PLL Lock Rise
Interrupt flag is set.

Bit 13 - DFLLFAIL DFLL Startup Failure Interrupt Enable
Writing a zero to this bit has no effect.
Writing a '1' to this bit will clear the DFLL Startup Failure Interrupt Enable bit, which disables the
DFLL Startup Failure interrupt.

Value Description

0 The DFLL48M Startup Failure interrupt is disabled.

1 The DFLL48M Startup Failure interrupt is enabled, and an interrupt request will be generated when the DFLL
Startup Failure Interrupt flag is set.
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Bit 12 - DFLLRCS DFLL Reference Clock Stopped Interrupt Enable
Writing a zero to this bit has no effect.
Writing a '1' to this bit will clear the DFLL Reference Clock Stopped Interrupt Enable bit, which
disables the DFLL Reference Clock Stopped interrupt.

Value Description
0 The DFLL48M Reference Clock Stopped interrupt is disabled.
1 The DFLL48M Reference Clock Stopped interrupt is enabled, and an interrupt request will be generated when

the DFLL Reference Clock Stopped Interrupt flag is set.

Bit 11 - DFLLUNF DFLL Tuner Underflow Interrupt Enable
Writing a zero to this bit has no effect.
Writing a '1' to this bit will clear the DFLL Tuner Underflow Interrupt Enable bit, which disables the
DFLL Tuner Underflow interrupt.

Value Description
0 The DFLL Tuner Underflow interrupt is disabled.
1 The DFLL Tuner Underflow interrupt is enabled, and an interrupt request will be generated when the DFLL

Tuner Underflow Interrupt flag is set.

Bit 10 - DFLLOVF DFLL Tuner Overflow Interrupt Enable
Writing a zero to this bit has no effect.
Writing a '1' to this bit will clear the DFLL Tuner Overflow Interrupt Enable bit, which disables the
DFLL Tuner Overflow interrupt.

Value Description
0 The DFLL Tuner Overflow interrupt is disabled.
1 The DFLL Tuner Overflow interrupt is enabled, and an interrupt request will be generated when the DFLL

Tuner Overflow Interrupt flag is set.

Bit 9 - DFLLLOCK DFLL Lock Interrupt Enable
Writing a zero to this bit has no effect.
Writing a '1' to this bit will clear the DFLL Lock Interrupt Enable bit, which disables the DFLL Lock

interrupt.
Value Description
0 The DFLL Lock interrupt is disabled.
1 The DFLL Lock interrupt is enabled, and an interrupt request will be generated when the DFLL Lock Interrupt
flag is set.

Bit 8 - DFLLRDY DFLL Ready Interrupt Enable
Writing a zero to this bit has no effect.
Writing a '1' to this bit will clear the DFLL Ready Interrupt Enable bit, which disables the DFLL Ready

interrupt.
Value Description
0 The DFLL Ready interrupt is disabled.
1 The DFLL Ready interrupt is enabled, and an interrupt request will be generated when the DFLL Ready

Interrupt flag is set.

Bit 2 - CLKFAIL XOSC Clock Failure Interrupt Enable
Writing a ‘0" to this bit has no effect.
Writing a '1' to this bit will clear the XOSC Clock Failure Interrupt Enable bit, which disables the XOSC
Clock Failure interrupt.

Value Description
0 The XOSC Clock Failure interrupt is disabled.
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Value Description

1 The XOSC Clock Failure interrupt is enabled, and an interrupt request will be generated when the XOSC Clock
Failure Interrupt flag is set.

Bit 1 - XOSCFAIL XOSC Startup Failure Interrupt Enable
Writing a ‘0’ to this bit has no effect.
Writing a '1' to this bit will clear the XOSC Startup Failure Interrupt Enable bit, which disables the
XOSC Startup Failure interrupt.

Value Description

0 The XOSC Startup Failure interrupt is disabled.

1 The XOSC Startup Failure interrupt is enabled, and an interrupt request will be generated when the XOSC
Startup Failure Interrupt flag is set.

Bit 0 - XOSCRDY XOSC Ready Interrupt Enable
Writing a ‘0’ to this bit has no effect.
Writing a '1' to this bit will clear the XOSC Ready Interrupt Enable bit, which disables the XOSC Ready

interrupt.
Value Description
0 The XOSC Ready interrupt is disabled.
1 The XOSC Ready interrupt is enabled, and an interrupt request will be generated when the XOSC Ready

Interrupt flag is set.
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19.7.4. Interrupt Flag Status and Clear

Name: INTFLAG
Offset: 0x0C
Reset: 0x00000000

Note: Subsequent to an interrupt flag being cleared, the flag must be read back to verify the clear
before exiting the ISR. Failure to do this can result in duplicate interrupts.

Table 19-7. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
| | | | | | | [ PLLOLOCKR |
Access HS/R/W
Reset 0
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
DFLLFAIL DFLLRCS DFLLUNF DFLLOVF DFLLLOCK DFLLRDY
Access HS/R/W HS/R/W HS/R/W HS/R/W HS/R/W HS/R/W
Reset 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| CLKFAIL | XOSCFAIL | XOSCRDY |
Access HS/R/W HS/R/W HS/R/W
Reset 0 0 0

Bit 24 - PLLOLOCKR PLL Lock Rise
This flag is cleared by writing a '1' to it.
This flag is set on a zero-to-one transition of the PLL Lock and will generate an interrupt request if
INTENSET.PLLLOCKR is '1".
Writing a ‘0’ to this bit has no effect.
Writing a '1' to this bit clears the PLL Lock Rise interrupt flag.
Note: This bit is only valid for the first time it sets, when the PLL locks. This bit should be ignored
afterwards, and the interrupt disabled so there are no unexpected interrupts.

Bit 13 - DFLLFAIL DFLL Startup Failure
This flag is cleared by writing a '1' to it.
This flag is set on a zero-to-one transition of the DFLL Startup Failure bit in the Status register
(STATUS.DFLLFAIL) and will generate an interrupt request if INTENSET.DFLLFAIL is "1".
Writing a ‘0’ to this bit has no effect.
Writing a '1' to this bit clears the DFLL Startup Failure interrupt flag.

Bit 12 - DFLLRCS DFLL Reference Clock Stopped
This flag is cleared by writing a '1' to it.
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This flag is set on a zero-to-one transition of the DFLL Reference Clock Stopped bit in the Status
register (STATUS. DFLLRCS) and will generate an interrupt request if INTENSET.DFLLRCS is '1".
Writing a ‘0" to this bit has no effect.

Writing a '1' to this bit clears the DFLL Reference Clock Stopped interrupt flag.

Bit 11 - DFLLUNF DFLL Tuner Underflow
This flag is cleared by writing a '1' to it.
This flag is set on a zero-to-one transition of the DFLL Tuner Underflow bit in the Status register
(STATUS.DFLLUNF) and will generate an interrupt request if INTENSET.DFLLUNF is '1'.
Writing a ‘0" to this bit has no effect.
Writing a '1" to this bit clears the DFLL Tuner Underflow interrupt flag.

Bit 10 - DFLLOVF DFLL Tuner Overflow
This flag is cleared by writing a '1' to it.
This flag is set on a zero-to-one transition of the DFLL Tuner Overflow bit in the Status register
(STATUS.DFLLOVF) and will generate an interrupt request if INTENSET.DFLLOVF is '1'.
Writing a ‘0" to this bit has no effect.
Writing a '1' to this bit clears the DFLL Tuner Overflow interrupt flag.

Bit 9 - DFLLLOCK DFLL Lock
This flag is cleared by writing a '1' to it.
This flag is set on a zero-to-one transition of the DFLL Lock bit in the Status register
(STATUS.DFLLLOCK) and will generate an interrupt request if INTENSET.DFLLLOCK is '1".
Writing a ‘0’ to this bit has no effect.
Writing a '1' to this bit clears the DFLL Lock interrupt flag.

Bit 8 - DFLLRDY DFLL Ready
This flag is cleared by writing a '1' to it.
This flag is set on a zero-to-one transition of the DFLL Ready bit in the Status register
(STATUS.DFLLRDY) and will generate an interrupt request if INTENSET.DFLLRDY is '1".
Writing a ‘0’ to this bit has no effect.
Writing a '1' to this bit clears the DFLL Ready interrupt flag.

Bit 2 - CLKFAIL XOSC Clock Failure
This flag is cleared by writing a '1' to it.
This flag is set on a zero-to-one transition of the XOSC Clock Failure bit in the Status register
(STATUS.CLKFAIL) and will generate an interrupt request if INTENSET.CLKFAIL is '1".
Writing a ‘0’ to this bit has no effect.
Writing a '1' to this bit clears the XOSC Clock Failure interrupt flag.

Bit 1 - XOSCFAIL XOSC Startup Failure
This flag is cleared by writing a '1' to it.
This flag is set on a zero-to-one transition of the XOSC Startup Failure bit in the Status register
(STATUS.XOSCFAIL) and will generate an interrupt request if INTENSET.XOSCFAIL is '1'.
Writing a ‘0" to this bit has no effect.
Writing a '1' to this bit clears the XOSC Startup Failure interrupt flag.

Bit 0 - XOSCRDY XOSC Ready
This flag is cleared by writing a '1' to it.
This flag is set on a zero-to-one transition of the XOSC Ready bit in the Status register
(STATUS.XOSCRDY) and will generate an interrupt request if INTENSET.XOSCRDY is '1".
Writing a ‘0" to this bit has no effect.
Writing a '1' to this bit clears the XOSC Ready interrupt flag.
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19.7.5. Status

Name: STATUS
Offset: 0x10
Reset: 0x00000000

Table 19-8. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
DFLLFAIL DFLLRCS DFLLUNF DFLLOVF DFLLLOCK DFLLRDY
Access R R R R R R
Reset 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
XOSCCKSW CLKFAIL XOSCFAIL | XOSCRDY |
Access R R R R/W
Reset 0 0 0 0

Bit 13 - DFLLFAIL DFLL Startup Failure

Value Description
0 DFLL Startup failure is not detected.
1 DFLL Startup failure is detected.

Bit 12 - DFLLRCS DFLL Reference Clock Stopped

Value Description

0 DFLL reference clock is running.
1 DFLL reference clock has stopped.

Bit 11 - DFLLUNF DFLL Tuner Underflow

Value Description

0 DFLL Tuner Underflow is not detected.
1 DFLL Tuner Underflow is detected.

Bit 10 - DFLLOVF DFLL Tuner Overflow

Value Description

0 DFLL Tuner Overflow is not detected.
1 DFLL Tuner Overflow is detected.
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Bit 9 - DFLLLOCK DFLL Lock

Value Description
0 DFLL lock is not detected.
1 DFLL lock is detected.

Bit 8 - DFLLRDY DFLL Ready

Value Description
0 DFLL is not ready.
1 DFLL is stable and ready to be used as a clock source.

Bit 3 - XOSCCKSW XOSC Clock Switch

Value Description
0 XOSC is not switched and provides the external clock or crystal oscillator clock.
1 XOSC is switched and provides the safe clock.

Bit 2 - CLKFAIL XOSC Clock Failure

Value Description
0 XOSC Clock failure is not detected.
1 XOSC Clock failure is detected.

Bit 1 - XOSCFAIL XOSC Startup Failure
Note: If the measured clock is intermittent or too slow, this bit may appear to be toggling on and
off until the clock is stopped or restored. However, the first rising edge will in any case be captured
and logged in INTFLAG:XOSCFAIL.

Value Description
0 XOSC Startup failure is not detected.
1 XOSC Startup failure is detected.

Bit 0 - XOSCRDY XOSC Ready
Note: If the CFD is enabled and the XOSC clock is failing, the XOSCRDY status bit remains high, if
already set.

Value Description
0 XOSC is not ready.
1 XOSC is stable and ready to be used as a clock source.
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19.7.6. External Multipurpose Crystal Oscillator Control A

Name: XOSCCTRLA

Offset: 0x14

Reset: 0x00000D00
Property: PAC Write-Protection

Table 19-9. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
| WRTLOCK | | | | | | USBHSDIV[1:0] |
Access R/W R/W R/W
Reset 0 0 0
Bit 23 22 21 20 19 18 17 16
| | | | CFDPRESC[3:0] |
Access R/W R/W R/W R/W
Reset 0 0 0 0
Bit 15 14 13 12 11 10 9 8
STARTUP[3:0]
Access R/W R/W R/W R/W
Reset 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| ONDEMAND | | SWBEN | CFDEN [ XTALEN | AGC | ENABLE |
Access R/W R/W R/IW R/W R/IW R/W
Reset 0 0 0 0 0 0

Bit 31 - WRTLOCK Write Lock for CTRLA register
Note: Once the WRTLOCK bit is set, it can only be cleared by a reset.

Value Description

0 The XOSCCTRLA register can be modified by a system write.
1 The XOSCCTRLA (except XOSCCTRLA.SWBEN) register is write protected.

Bits 25:24 - USBHSDIV[1:0] USBHS Reference Clock Division
These bits select the XOSC division factor for the USBHS PLL reference clock. These bits are
XOSCCTRLA.ENABLE protected and cannot be updated if XOSCCTRLA.ENABLE=1.

“ae | hame |y

0x0 DIS USBHSPLL reference XOSC clock is disabled

0x1 DIV1 USBHSPLL reference XOSC clock is divided by 1
0x2 DIvV2 USBHSPLL reference XOSC clock is divided by 2
0x3 DIV4 USBHSPLL reference XOSC clock is divided by 4

Bits 19:16 - CFDPRESC[3:0] Clock Failure Detector Prescaler
These bits select the DFLL48oscillator post scaler for the clock fail detector. The CFD safe clock
frequency is the DFLL48 frequency divided by 2ACFDPRESC. These bits are XOSCCTRLA.ENABLE
protected and cannot be updated if XOSCCTRLA.ENABLE=1
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0x0 DIV1 48 MHz
0x1 DIV2 24 MHz
0x2 DIV4 12 MHz
0x3 DIV8 6 MHz
0x4 DIV16 3 MHz
0x5 DIV32 1.5 MHz
0x6 DIve4 0.75 MHz
0x7 DIV128 0.3125 MHz

Bits 11:8 - STARTUP[3:0] Start-Up Time for External Multipurpose Crystal Oscillator
These bits select start-up time for the oscillator XOSC according to the table below before a clock

fail is acknowledged. The OSCULP32K oscillator is used to clock the start-up counter. These bits are
XOSCCTRLA.ENABLE protected and cannot be updated if XOSCCTRLA.ENABLE = 1.

STARTUP[3:0] Number of OSCULP32KClock Cycles Approximate Equivalent Time

0x0 1 31ps
0x1 2 61ps
0x2 4 122us
0x3 8 244ps
0x4 16 488us
0x5 32 977us
0x6 64 1953ps
0x7 128 3906ps
0x8 256 7813ps
0x9 512 15625ps
OxA 1024 31250ps
0xB 2048 62500ps
0xC 4096 125000ps
0xD (Default) 8192 250000ps
OxE 16384 500000ps
OxF 32768 1000000ps

Notes:
1. Itis critical when using AGC to allow ample startup time to avoid spurious CFD events.

2. When using AGC BW = 0x0, the minimum startup time is 6.25 ms.

Bit 7- ONDEMAND On Demand Control
The ONDEMAND operation mode allows the XOSC to be enabled or disabled depending on

peripheral clock requests.

Note: The XOSC is not running if no peripheral is requesting the clock source.

If ONDEMAND is set, the XOSC will only be running when requested by a peripheral and enabled
(XOSCTRLA.ENABLE = 1). If there is no peripheral requesting the XOSC's clock source, the XOSC will
be in a disabled state. If ONDEMAND is disabled, the XOSC will always be running when enabled
(XOSCTRLA.ENABLE = 1). In Standby Sleep mode, the ONDEMAND operation is still active. This bit is
XOSCCTRLA.ENABLE protected and cannot be updated if XOSCCTRLA.ENABLE = 1.

Value Description

0 The XOSC is always on.
1 The XOSC is running when a peripheral is requesting the XOSC to be used as a clock source.

Bit 5 - SWBEN XOSC Clock Switch Back Enable
This bit controls the XOSC output clock switch back to the external clock or crystal oscillator in case

of clock recovery.
Note: The SWBEN bit is also cleared when the Clock Failure Detector is disabled (CFDEN = 0).
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Value Description
0 The clock switch back is disabled.
1 The clock switch back is enabled. This bit is reset once the XOSC output clock is switched back to the external

clock or crystal oscillator.

Bit 4 - CFDEN Clock Failure Detector Enable
This bit controls the XOSC clock failure detector and is enable protected
Note: After setting CFDEN to enable clock failure detection, STATUS.CLKFAIL will always be set.
This first detection must be ignored. Subsequent setting of this bit will indicate actual clock failure

events.

Value Description

0 Clock Failure Detector is disabled.
1 Clock Failure Detector is enabled.

Bit 3 - XTALEN Crystal Oscillator Enable
This bit controls the connections between the 1/0 pads and the external clock or crystal oscillator
XOSC.
Notes:

1. If XOSCCTRLA.XTALEN = 0 then XOSCCTRLA.AGC = 1 is not permitted.
2. This bit is XOSCCTRLA.ENABLE protected and cannot be updated if XOSCCTRLA.ENABLE = 1.
3. If XOSCCTRLA.XTALEN = 0 then XOSCCTRLB.GMAN (User Manual Gain control) bits are ignored.

Value Description
0 External clock oscillator connected on XIN. XOUT can be used as general-purpose /0.
1 Crystal connected to XIN and XOUT.

Bit 2 - AGC Auto Gain Control Loop Enable
Notes:

+ If XOSCCTRLA.XTALEN = 0 then XOSCCTRLA.AGC = 1 is not permitted.
+ This bit is XOSCCTRLA.ENABLE protected and cannot be updated if XOSCCTRLA.ENABLE = 1.
+ If AGCis enabled, XOSCCTRLB.GMAN (User Manual Gain control) bits are ignored.

*  When the XOSCCTRLA.AGC = 1, the Primary Oscillator will automatically do a linear search to find
the lowest power/gain setting to guarantee stable oscillation with the user’s crystal.

Value Description
0 The oscillator auto gain control loop is disabled.
1 The oscillator auto gain control loop is enabled.

Bit 1 - ENABLE Oscillator Enable

Value Description
0 The oscillator XOSC is disabled.
1 The oscillator XOSC is enabled.
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19.7.7. External Multipurpose Crystal Oscillator Control B

Name: XOSCCTRLB
Offset: 0x18
Reset: 0x00000000

Property: PAC Write-Protection

Table 19-10. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
[ WRTLOCK | | | | | | | |
Access R/W
Reset 0
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
GBWI[1:0] | GRES | GMAN[1:0] |
Access R/W R/W R/W R/W R/W
Reset 0 0 0 0 0

Bit 31 - WRTLOCK Write Lock for CTRLB register
Note: Once the WRTLOCK bit is set, it can only be cleared by a reset.

Value Description

0
1

The XOSCCTRLB register can be modified by a system write.
The XOSCCTRLB register is write protected.

Bits 4:3 - GBW[1:0] AGC Gain Bandwidth (Gain Step Loop Delay)
Notes:

1.
2.
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These bits are ignored if XOSCCTRLA.AGC=0, only used if XOSCCTRLA.AGC=1.

The default setting should meet the vast majority of user crystal requirements. Internally, there
are a maximum of 16 and a minimum of one AGC linear gain search steps the logic may utilize
before locking. A lock will occur when the crystal is oscillating and the amplitude of the crystal
signal is between a max and min fixed internal threshold for a fixed number of valid oscillator
cycles. The GBW is the time for each of the possible AGC search steps settling time to allow the
crystal to startup and amplitude to stabilize before determining if a lock is true or to continue

to search for the required gain. The GBW bits represent a balance between start-up time and
crystal power optimization. The lower the GBW delay time the faster the crystal start-up time but
potentially at a higher crystal power level. The higher the GBW delay time the slower the crystal
start-up time but with a better crystal power optimization level (i.e., less power).
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3. Use of resonators with this product have not been confirmed - use at your own discretion. When

using a resonator, due to their long start-up times, it may be necessary to use a longer AGC GBW
step settling time.

11 Reserved

10 Reserved

01 Update loop every ~25ms

00 Update loop every ~6.25ms (Default)

Bit 2 - GRES Internal XOSC Gain Resistor

Important: If XOSCCTRLA.XTALEN = 0, clock oscillator instead of a crystal, then
this bit is ignored. In all other configurations XOSCCTRLA.AGC="x" or GMAN =0bxx
this bit SHOULD always be set, XOSCCTRLB. GRES=1, by the user except in the

case where the user is utilizing an external gain resistor between the XOSC XIN
and XOUT pins.

Value Description
0 Disconnect internal XOSC shunt Gain resistor (Default)
1 Use internal XOSC shunt Gain resistor

Bits 1:0 - GMAN[1:0] Manual User Crystal Control Gain Setting (XOSCCTRLA.AGC=0)
Gm3 >Gm3 >Gm1>GmO0

Note: These bits are ignored if XOSCCTRLA.AGC=1.

11 Gain_3
10 Gain_2
01 Gain_1
00 Gain_0 (Default)
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19.7.8. DFLL48M Control A

Name: DFLLCTRLA

Offset: 0x2C

Reset: 0x00000082
Property: PAC Write-Protection

Table 19-11. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
ONDEMAND LOWFREQ | WRTLOCK ENABLE
Access R/W R/W R/W R/W
Reset 1 0 0 1

Bit 7- ONDEMAND On Demand Control
The ONDEMAND operation mode allows the DFLL to be enabled or disabled depending on
peripheral clock requests.
Note: If ONDEMAND is set, the DFLL will only be running when requested by a peripheral and
enabled (DFLLTRLA. ENABLE=1). If there is no peripheral requesting the DFLL's clock source, the
DFLL will be in a disabled state. If ONDEMAND is disabled the DFLL will always be running when
enabled (DFLLTRLA.ENABLE=1). In standby sleep mode, the ONDEMAND operation is still active This
bit is DFLLCTRLA.ENABLE protected and cannot be updated if DFLLCTRLA.ENABLE=1.

Value Description

0 The DFLL is always on.

1 The DFLL is running when a peripheral is requesting the DFLL to be used as a clock source. The DFLL is not
running if no peripheral is requesting the clock source.

Bit 3 - LOWFREQ Low Frequency Mode
Note: This bit is DFLLCTRLA.ENABLE protected and cannot be updated if DFLLCTRLA.ENABLE=1.

Value Description

0 The DFLL48M oscillator operates at high frequency.
1 The DFLL48M oscillator operates at low frequency.
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Bit 2 - WRTLOCK Write lock
Note: Once the WRTLOCK bit is set, it can only be cleared by a reset.

Value Description

0 The DFLLCTRLA and DFLLCTRLB registers can be modified by a system write.
1 The DFLLCTRLA and DFLLCTRLB registers are write protected.

Bit 1 - ENABLE DFLL48M Enable
Note: This bit is write-synchronized: Due to synchronization, there is delay from updating the
register until the peripheral is enabled/disabled. The value written to DFLLCTRLA.ENABLE will read
back immediately after written.

Value Description

0 The DFLL48M oscillator is disabled.
1 The DFLL48M oscillator is enabled.
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19.7.9. DFLL48M Control B

Name: DFLLCTRLB

Offset: 0x30

Reset: 0x00000000

Property: PAC Write-Protected, Write-Synchronized

Note: In the period of 80-100 us between lock and stabilization, DFLL accuracy will be limited to
+/-1.5%. After stabilization has been achieved, the accuracy will be +/-0.25%. Disabling Quick Lock
will eliminate this period of inaccuracy.

Table 19-12. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
WAITLOCK | QLDIS | CCDIS LLAW STABLE LOOPEN
Access R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0

Bit 7 - WAITLOCK Wait Lock
This bit controls the DFLL48M output clock, depending on lock status:

Value Description

0 Output clock before the DFLL is locked.
1 Output clock when DFLL is locked.

Bit 5 - QLDIS Quick Lock Disable

Value Description

0 Quick Lock is enabled.
1 Quick Lock is disabled.

Bit 4 - CCDIS Chill Cycle Disable

Value Description

0 Chill Cycle is enabled.
1 Chill Cycle is disabled.
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Bit 2 - LLAW Lose Lock After Wake

Value Description

0 Locks will not be lost after waking up from sleep modes if the DFLL clock has been stopped.
1 Locks will be lost after waking up from sleep modes if the DFLL clock has been stopped.

Bit 1 - STABLE Stable DFLL48M Frequency

0 Tune register tracks changes in output frequency.
1 Tune calibration register value will be fixed after a lock.

Bit 0 - LOOPEN Operating Mode Selection

Value Description

0 The DFLL operates in open-loop operation.
1 The DFLL operates in closed-loop operation.
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19.7.10. DFLL Tune

Name: DFLLTUNE

Offset: 0x34

Reset: 0x00000000

Property: PACWrite-Protection, Write-Synchronized, Read-Synchronized

Table 19-13. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
TUNE[6:0]
Access R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0

Bits 6:0 - TUNE[6:0] DFLL48M Tune Value
Sets the value of the Tune Calibration register.
Note: In closed-loop mode, this field is read-only.

+63 0b011 1111 +9.45%
+1 0b000 0001 +0.15%
0 0b000 0000 /0b111 1111 0%
-1 0b111 1110 -0.15%
-63 0b100 0000 -9.45%
Note:

1. % Delta value is rounded to two decimal places.
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19.7.11. DFLL48M Diff

Name: DFLLDIFF
Offset: 0x38
Reset: 0x00000000

Property: Read-Synchronized

Table 19-14. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
DIFF[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| DIFF[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 15:0 - DIFF[15:0] Multiplication Ratio Difference

In closed-loop mode (DFLLCTRLB.LOOPEN is written to one), this bit group indicates the difference
between the ideal number of DFLL48M cycles and the counted number of cycles. This value is not

updated in open loop mode and should be considered invalid in that case.
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19.7.12. DFLL48M Multiplier

Name: DFLLMUL

Offset: 0x3C

Reset: 0x00000000

Property: PAC Write-Protection, Write-Synchronized

Table 19-15. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
| [ STEP[6:0] |
Access R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
MUL[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| MUL7:0] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 22:16 - STEP[6:0] Tune Maximum Step
This bit group indicates the maximum step size allowed during tune adjustment in closed-loop
mode. When adjusting to a new frequency, the expected output frequency overshoot depends on
this step size.
Note: STEP[6:0] is nothing more than the first tuner adjustment value from where the tune search
will start. Depending if the current DFLL frequency is slower of faster than the targeted frequency,
the next tune register value is tune+step or tune-step. Each time the current frequency changes from
slower to faster or faster to slower, step is divided by 2 until the minimum value of 1.

Example 1:
If STEP[6:0] = 64, dichotomic search will be:

+ stepl=+/-64
* step2=+/-32
+ step3=+/-16
+ step4d =+/-8
+ step5=+/4
+ Stepb =+/-2
* step7 =+/-1
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Example 2:

If STEP[6:0] = 15, dichotomic search will be:
+ stepl1=+/-15

+ step2 =+/-7

+ step3=+/-3

+ step4 = +/-1

Bits 15:0 - MUL[15:0] DFLL Multiply Factor
This field determines the ratio of the CLK_DFLL output frequency to the CLK_DFLL_REF input

frequency. Writing to the MUL bits will cause the lock to be lost and the DFLLTUNE.TUNE register
value to be reset to its midpoint, 0b000_0000.

Example: CLK_DFLL_REF = XTAL, 32.768 kHz, 100 ppm, DFLLMUL.MUL[15:0] = 1464 = 0x5B8, then
DFLL48 = 47.97 MHz.
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19.7.13. PLLO Control

Name: PLLOCTRL

Offset: 0x40

Reset: 0x00000000
Property: PAC Write-Protection

Table 19-16. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
BWSEL[2:0] REFSEL[2:0]
Access R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| ONDEMAND | | WRTLOCK | ENABLE
Access R/W R/W R/W
Reset 0 0 0

Bits 13:11 - BWSEL[2:0] Bandwidth Selection
These bits select the PLL closed loop filter bandwidth, depending on the frequency after the
reference divider Fppp as shown in the table below. Selecting the correct filter bandwidth is
important to operate the PLL'VCO in its best range.

Table 19-17. PLLO BWSEL Filter

swseLz0

Reserved 0b000
4MHz < Fppp < 10MHz 0b001
10MHz < Fppp < 20MHz 0b010
20MHz < Fpgp < 30MHz 0b011
30MHz < Fpgp < 60MHz 0b100

Reserved 0b101 - 0b111
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Notes:

1. Fpep is the frequency of the reference clock divided by the PLLO reference divider
PLLREFDIV.REFDIV. These bits are PLLCTRLO.ENABLE protected and cannot be updated if
PLLCTRLO.ENABLE =1.

At elevated temperatures, the effective range of the Bandwidth setting will skew higher.

Depending on the input frequency and operating temperature, it may be optimal to change
the BWSEL setting to the next higher value.

N

Bits 10:8 - REFSEL[2:0] Reference Selection
These bits select the PLLO clock reference, as shown in the table below.

ez

0x0 @3 GCLK DedicatedGCLK_PLLO_REF clock reference
0x1 X0OSC XOSC clock reference
0x2 DFLL48M DFLL48Mclock reference
0x3- 0x7 n/a Reserved

Important: If GCLK source is PLLO, then users should not use GCLK_PLLO_REF as
input clock source to PLLO. It will create a circular reference, an unstable clock,
and unexpected behavior.

Notes:
1. These bits are PLLCTRLO.ENABLE protected and cannot be updated if PLLCTRLO.ENABLE = 1.

2. The recommended clock sources for PLLO are XOSC and DFLL48M. Using the GLCK as a source is
not recommended.

Bit 7- ONDEMAND On Demand Control
The ONDEMAND operation mode allows the PLL to be enabled or disabled depending on peripheral
clock requests.
Note: If ONDEMAND is set, the PLL will only be running when requested by a peripheral and
enabled (PLLCTRL. ENABLE = 1). If there is no peripheral requesting the PLL's clock source, the PLL
will be in a disabled state. If ONDEMAND is disabled the PLL will always be running when enabled
(PLLCTRL.ENABLE = 1). In Standby Sleep mode, the ONDEMAND operation is still active.

This bit is PLLCTRLO.ENABLE protected and cannot be updated if PLLCTRLO.ENABLE =1.

Value Description

0 The PLLO is always on.
1 The PLLO is running when a peripheral is requesting the PLL to be used as a clock source. The PLL is not
running if no peripheral is requesting the PLL clock source.

Bit 2 - WRTLOCK Write Lock
Note: Once the WRTLOCK bit is set, it can only be cleared by a reset.

Value Description

0 The PLLCTRL, PLLFBDIV, PLLREFDIV and PLLPOSTDIVA/B registers can be modified by a system write.
1 The PLLCTRL, PLLFBDIV, PLLREFDIV and PLLPOSTDIVA/B registers are write protected, except for bits
PLLPOSTDIVA.OUTENN.

Bit 1 - ENABLE PLLO Enable

Value Description

0 The PLLO oscillator is disabled.
1 The PLLO oscillator is enabled.
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19.7.14. PLLO Feed-Back Divider

Name: PLLOFBDIV

Offset: 0x44

Reset: 0x00000000
Property: PAC Write-Protection

Table 19-18. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
FBDIV[9:8]
Access R/W R/W
Reset 0 0
Bit 7 6 5 4 3 2 1 0
| FBDIV[7:0] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 9:0 - FBDIV[9:0] PLLO Feed-Back Divider Factor
This field determines the ratio of the PLL's VCO output frequency to the PLL Reference input
frequency. Writing to the FBDIV bits will cause lock to be lost.
The value of FBDIV, (i.e., PLLFBDIV) must be within the range 21 < FBDIV < 1023.
Note: Note: The frequency of the Voltage Controlled Oscillator (VCO) giving the PLLO oscillation is
given by the formula:
FVCO = FCKR * (FBDIV / REFDIV), (i.e., must be between 800 MHz and 1600 MHz).

fckr » REFDIV and FBDIV must be selected to satisfy this condition.
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19.7.15. PLLO Reference Divider

Name: PLLOREFDIV

Offset: 0x48

Reset: 0x00000000

Property: PAC Write-Protection, Enable-Protected

Table 19-19. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
REFDIV[5:0]
Access R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0

Bits 5:0 - REFDIV[5:0] PLLO Reference Division Factor
This field determines the division factor of the PLLO input reference frequency. Writing to the REFDIV
bits will cause lock to be lost. REFDIV value must be in the range of 1 < REFDIV < 63.
The frequency after the reference divider (FPFD) is given by the formula:
Fprp = Fckr / REFDIV (i.e., Fppp must always be between 4 MHz to 48 MHz.
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19.7.16. PLLO Post Output Clock Divider A

Name: PLLOPOSTDIVA
Offset: 0x4C

Reset: 0x20202020
Property: PAC Write-Protection

Important: The PLLO frequency cannot be changed on the fly while it's the active
enabled clock to the system.

PLLO Output Clocks:

CLK_PLLO_CLKOUTNn where n =0.
CLK_PLLO_CLKOUTn wheren=1.
CLK_PLLO_CLKOUTNn where n =2,
CLK_PLLO_CLKOUTNn where n = 3.

PN~

Table 19-20. Register Bit Attribute Legend

Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
OUTEN3 POSTDIV3[5:0]
Access R/W R/W R/W R/W R/W R/W R/W
Reset 0 1 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
| OUTEN2 | POSTDIV2[5:0] |
Access R/W R/W R/W R/W R/W R/W R/W
Reset 0 1 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
| OUTENT | | POSTDIV1[5:0] |
Access R/W R/W R/W R/W R/W R/W R/W
Reset 0 1 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| OUTENO | | POSTDIVO[5:0] |
Access R/W R/W R/W R/W R/W R/W R/W
Reset 0 1 0 0 0 0 0

Bits 7, 15, 23, 31 - OUTENn CLK_PLLO_CLKOUTnN Output Enable

0 CLK_PLLO_CLKOUTnN Output Disabled
1 CLK_PLLO_CLKOUTnN Output Enabled

Bits 0:5, 8:13, 16:21, 24:29 - POSTDIVn PLLO FVCO Output Clock Division Factor
This field determines the division factor of the PLLO Fyco output that creates FCLK_PLLO and
CLK_PLLO_CLKOUTN. The POSTDIV value must be between 1 < POSTDIV < 63.
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Notes:
1. (Fyco/ POSTDIV) > FCLK_PLLO > CLK_PLLO_CLKOUTN.

2. PLLO must be disabled before making changes to POSTDIVn values.
3. ltis not recommended to set the POSTDIV registers while the PLL is active and stable.
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19.7.17. PLLO Post Output Clock Divider B

Name: PLLOPOSTDIVB
Offset: 0x50

Reset: 0x00002020
Property: PAC Write-Protection

Table 19-21. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
OUTENS POSTDIV5[5:0]
Access R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| OUTEN4 | | POSTDIV4[5:0] |
Access R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0

Bits 7, 15 - OUTENn CLK_PLLO_CLKOUTnN Output Enable

0 CLK_PLLO_CLKOUTnN Output Disabled
1 CLK_PLLO_CLKOUTn Output Enabled

Bits 0:5, 8:13 - POSTDIVn PLLO FVCO Output Clock Division Factor
This field determines the division factor of the PLLO Fyco output that creates FCLK_PLLO and
CLK_PLLO_CLKOUTnN. POSTDIV value must be between 1 < POSTDIV < 63.
Notes:

1. (FVCO/POSTDIV) > FCLK_PLLO > CLK_PLLO_CLKOUTN.
2. PLLO must be disabled before making changes to POSTDIVn values.
3. ltis not recommended to set the POSTDIV registers while the PLL is active and stable.
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19.7.18. Fractional Divider O

Name:

Offset:

Reset:

FRACDIVO

0x00200000

Property: PAC Write-Protection, Write-Synchronized

Notes:

1. FCLK_PLLFRCO =

(Ferk puio/ (2 X (INTDIV + (REMDIV / 512)))).

2. The maximum permitted fractional output frequency, FCLK_PLLFRCO, must always be limited to
200 MHz by the user.

3. Setting both INTDIV and REMDIV = 0 will yield FCLK_PLLFRCO = F¢ ¢ p 1o Which effectively

bypasses the fractional divider module in which case the user must limit the output of PLLO
to the fractional divider module to FPLLO = F¢ k pio = 200MHz max.

Table 19-22. Register Bit Attribute Legend

Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
INTDIV[14:8]
Access R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 1 0
Bit 23 22 21 20 19 18 17 16
| INTDIV[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
| REMDIV[8:1]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| REMDIV[O] | | |

Access R/W

Reset 0

Bits 30:16 - INTDIV[14:0] Frequency Division Factor Integer Part

This field determines the integer part of the frequency divider and must be between 0 < INTDIV <

32767.

INTDIV (Default) =

0x20 = 32 decimal.

Bits 15:7 - REMDIV[8:0] Frequency Division Factor Remainder Part

This field determines the reminder part of the frequency divider and must be between 0 < REMDIV <

511.
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19.7.19. PLL Synchronization Busy

Name: SYNCBUSY
Offset: 0x78

Reset: 0x00000000
Property: -

Table 19-23. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
FRACDIVO DFLLMUL DFLLDIFF DFLLTUNE | DFLLCTRLB |DFLLENABLE
Access R R R R R
Reset 0 0 0 0 0 0

Bit 6 - FRACDIVO FRACDIVO Synchronization Busy
This bit is cleared when the synchronization of FRACDIVO register between the clock domains is
complete. This bit is set when the synchronization of FRACDIVO register between clock domains is
started.
Note: The FRACDIVO synchronization only applies for write operations.

Bit 5 - DFLLMUL DFLLMUL Synchronization Busy
This bit is cleared when the synchronization of DFLLMUL register between the clock domains is
complete. This bit is set when the synchronization of DFLLMUL register between clock domains is
started.
Note: The DFLLMUL synchronization only applies for write operations.

Bit 4 - DFLLDIFF DFLLDIFF Synchronization Busy
This bit is cleared when the synchronization of DFLLDIFF register between the clock domains is
complete. This bit is set when the synchronization of DFLLDIFF register between clock domains is
started.
Note: The DFLLDIFF synchronization only applies for read operations.
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Bit 3 - DFLLTUNE DFLLTUNE Synchronization Busy

This bit is cleared when the synchronization of DFLLTUNE register between the clock domains is

complete. This bit is set when the synchronization of DFLLTUNE register between clock domains is
started.

Note: The DFLLTUNE synchronization applies for read and write operations.

Bit 2 - DFLLCTRLB DFLLCTRLB Synchronization Busy

This bit is cleared when the synchronization of DFLLCTRLB register between the clock domains is

complete. This bit is set when the synchronization of DFLLCTRLB register between clock domains is
started.

Note: The DFLLCTRLB synchronization only applies for write operations.

Bit 1 - DFLLENABLE DFLL48M Enable Synchronization Busy

This bit is cleared when the synchronization of the DFLLCTRLA.ENABLE register bit between the clock
domains is complete.

Note: This bit is set when the synchronization of the DFLLCTRLA.ENABLE register bit between clock
domains is started.
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20. Generic Clock Controller (GCLK)

20.1. Overview

Depending on the application, peripherals may require specific clock frequencies to operate
correctly. The Generic Clock controller (GCLK) features 12 Generic Clock Generators [15:0] that can
provide a wide range of clock frequencies.

Generators can be set to use different external or internal oscillators as source. The clock of each
Generator can be divided according to the user's requirements. The outputs from the Generators
are used as sources for the 48 Peripheral Channels, which provide the Generic Clock (GCLK_PERIPH)
to the peripheral modules, as shown in Figure 20-2. The number of Peripheral Clocks, GCLK_PERIPH,
depends on how many peripherals the device has.

Note: The Generator 0 is always the direct source of the GCLK_MAIN signal.

20.2. Features
The following are key features of the GCLK module:
+ Provides a device-defined, configurable number of Peripheral Channel clocks

+ Wide frequency range:
- Various clock sources

- Embedded dividers

20.3. Block Diagram

The generation of Peripheral Clock signals (GCLK_PERIPH) and the Main Clock (GCLK_MAIN) can be
seen in Device Clocking Diagram.

Figure 20-1. Device Clocking Diagram
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The GCLK block diagram is shown below:
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Figure 20-2. Generic Clock Controller Detailed Block Diagram
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20.4. Signal Description

Table 20-1. GCLK External Signal Descriptions

GCLK_I0[7:2] Digital 10 +  External Clock source for Generators when input

* Generic Clock signal when output

Notes:
1. One signal can be mapped on several pins.

2. GCLK_IOnis available only to the corresponding GCLK GENN, (i.e., GCLK_IO[3] is only available to
GCLK GEN3 and so on).

20.5. Peripheral Dependencies

©
o 9
< E
o .
.

£z
o

Address
PAC Peripheral ID
(PAC.WRCTRL.PERIDX)
Domain

GCLKO 0x4401_0000 8 VDDREG

Note: In order to use this peripheral, other parts of the system must be configured correctly, as
described below.

20.5.1. 1/0 Lines
Using the GCLK I/O lines requires the 1/0 pins to be configured.

20.5.2. Power Management

The GCLK can operate in sleep modes, if required. Refer to the Sleep mode description in the Power
Manager (PM) section.
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20.5.3. Clocks

The GCLK bus clock (CLK_GCLK_APB) can be enabled and disabled in the Main Clock Controller
(MCLK).

20.5.4. Debug Operation

When the CPU is halted in debug mode the GCLK continues normal operation. If the GCLK is
configured in a way that requires a peripheral to be periodically serviced by the CPU through
interrupts or similar, improper operation or data loss may result during debugging.

20.5.5. Register Access Protection
All registers with write access can be optionally write-protected by the Peripheral Access Controller
(PAQ).

Note: Optional write protection is indicated by the "PAC Write Protection" property in the register
description.

Write protection does not apply for accesses through an external debugger.

20.5.6. PIC32CK SG/GC TrustZone Specific Register Access Protection
On PIC32CK SG/GC devices, this peripheral has different access permissions depending on PAC
Security Attribution (Secure or Non-Secure):
+ Ifthe peripheral is configured as Non-Secure in the PAC:
- Secure access and Non-Secure access are granted
+ If the peripheral is configured as Secure in the PAC:
- Secure access is granted
- Non-Secure access is discarded (Write is ignored, read 0x0) and a PAC error is triggered

Refer to Implementation Defined Attribution Unit (IDAU) for additional information.

20.6. Functional Description

20.6.1. Principle of Operation

The GCLK module is comprised of 12 Generic Clock Generators (Generators) sourcing up to 48
Peripheral Channels and the Main Clock signal CLK_MAIN.

A clock source selected as input to a Generator can either be used directly, or it can be prescaled
in the Generator. A generator output is used by one or more Peripheral Channels to provide a
peripheral generic clock signal (GCLK_PERIPH) to the peripherals.

20.6.2. GCLK Basic Operation

20.6.2.1. Initialization

Before a Generator is enabled, the corresponding clock source should be enabled. The Peripheral
clock must be configured as outlined by the following steps:

1. The Generator must be enabled (GENCTRLN.GENEN=1) and the division factor must be set
(GENCTRLN.DIVSEL and GENCTRLN.DIV) by performing a single 32-bit write to the Generator
Control register (GENCTRLn).

2. The Generic Clock for a peripheral must be configured by writing to the respective Peripheral
Channel Control register (PCHCTRLm). The Generator used as the source for the Peripheral Clock
must be written to the GEN bit field in the Peripheral Channel Control register (PCHCTRLmM.GEN).

Note: Each Generator "n", (n=0-11), is configured by one dedicated register GENCTRLn.
Note: Each Peripheral Channel "m", (m=0-47), is configured by one dedicated register PCHCTRLm.
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20.6.2.2. Enabling, Disabling, and Resetting
The GCLK module has no enable/disable bit to enable or disable the whole module.

The GCLK is reset by setting the Software Reset bit in the Control A register (CTRLA.SWRST) to 1. All
registers in the GCLK will be reset to their initial state, except for Peripheral Channels and associated
Generators that have their Write Lock bit set to 1 (PCHCTRLmM.WRTLOCK). For further details, refer to
Configuration Lock.

20.6.2.3. Generic Clock Generator
Each Generator (GCLK_GEN) can be set to run from one of 14 different clock sources,
GENCTRLN.SRC, except GCLK_GEN[1], which can be set to run from one of 13 sources, GCLK_GENT1 is
invalid for GCLK_GEN1. GCLK_GEN[1] is the only Generator that can be selected as source to others
Generators.

With respect to the GPIO[x] clock selection, GENCTRLx.SRC=0x01, each generator GCLK_GENI[Xx]
can be connected to only one specific pin GCLK_IO[x] in a one-to-one GCLK_GENXx to GCLK_GPIOx
relationship. A pin GCLK_IO[x] can be set either to act as source to GCLK_GEN[x] or to output the
clock signal generated by GCLK_GENI[Xx].

The selected source can be divided. Each Generator can be enabled or disabled independently.

Each GCLK_GEN clock signal can then be used as clock source for Peripheral Channels. Each
Generator output is allocated to one or several Peripherals.

GCLK_GEN[O0] is used as GCLK_MAIN for the synchronous clock controller inside the Main Clock
Controller. Refer to the Main Clock Controller description for details on the synchronous clock
generation.

Figure 20-3. Generic Clock Generator
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20.6.2.4. Enabling a Generator
A Generator is enabled by writing a '1' to the Generator Enable bit in the Generator Control register
(GENCTRLN.GENEN=1).

20.6.2.5. Disabling a Generator
A Generator is disabled by writing a '0' to GENCTRLN.GENEN. When GENCTRLN.GENEN=0, the
GCLK_GEN[n] clock is disabled and gated off.

20.6.2.6. Selecting a Clock Source for the Generator
Each Generator can individually select a clock source by setting the Source Select bit group in the
Generator Control register (GENCTRLN.SRC).

Changing from one clock source, for example A, to another clock source, B, can be done on the fly:
If clock source B is not ready, the Generator will continue using clock source A. As soon as source

308

@ MICROCHIP



B is ready, the Generator will switch to it. During the switching operation, the Generator maintains
clock requests to both clock sources A and B, and will release source A as soon as the switch is
done. Accordingly the SYNCBUSY.GENCTRLn bit in SYNCBUSY register will remain '1' until the switch
operation is completed.

The available clock sources are device dependent (usually the oscillators, RC oscillators, PLL). Only
clock Generator 1 can be used as a common source for all other generators.

20.6.2.7. Changing the Clock Frequency
The selected source for a Generator can be divided by writing a division value in the Division

Factor bit field of the Generator Control register (GENCTRLn.DIV). How the actual division factor is
calculated on the Divide Selection bit (GENCTRLN.DIVSEL).

If GENCTRLN.DIVSEL=0 and GENCTRLN.DIV is either 0 or 1, the output clock will be undivided.

Note: The GCLK Generator source input clock, defined by GENCTRLx.SRC, can be divided as defined
in GENCTRLx.DIV.

20.6.2.8. Duty Cycle
When dividing a clock with an odd division factor, the duty-cycle will not be 50/50. Setting the
Improve Duty Cycle bit of the Generator Control register (GENCTRLN.IDC) will result in a 50/50 duty
cycle.

20.6.2.9. External Clock
The output clock (GCLK_GEN) of each Generator can be sent to I/0 pins (GCLK_|O).

If the Output Enable bit in the Generator Control register is set (GENCTRLn.OE = 1) and the
generator is enabled (GENCTRLN.GENEN=1), the Generator requests its clock source and the
GCLK_GEN clock is output to an 1/0 pin.

Note: The I/0 pin (GCLK/IO[n]) must first be configured as output by writing the corresponding
PORT registers.

If GENCTRLN.OE is O, the according I/0 pin is set to an Output Off Value, which is selected by
GENCTRLN.OOV: If GENCTRLN.OOV is '0', the output clock will be low. If this bitis "1, the output clock
will be high.

In Standby mode, if the clock is output (GENCTRLN.OE=1), the clock on the I/0 pin is frozen to the
OOV value if the Run In Standby bit of the Generic Control register (GENCTRLN.RUNSTDBY) is zero.
Note: With GENCTRLN.OE=1 and RUNSTDBY=0, entering the Standby mode can take longer due to a
clock source dependent delay between turning off Power Domain 1 and 2. The maximum delay can
be equal to the clock source period multiplied by the division factor.

Note: With GENCTRLN.OE=1 and RUNSTDBY=0, entering the Standby mode can take longer due
to a clock source dependent delay. The maximum delay can be equal to the clock source period
multiplied by the division factor.

If GENCTRLN.RUNSTDBY is '1', the GCLKGEN clock is kept running and output to the I/O pin.
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20.6.3. Peripheral Clock

Figure 20-4. Peripheral Clock

GCLKGENO —»
GCLKGEN1 —»
GCLKGEN2 —»
GCLKGEN3 —»
GCLKGEN4 —»
GCLKGEN5 —»
GCLKGENG6 —»
GCLKGEN7 —»
GCLKGEN8 —»
GCLKGEN9 —»
GCLKGEN10 —»
GCLKGEN11 —»

20.6.3.1. Enabling a Peripheral Clock

220N URWN 2O

- O

—»

PCHCTRL.CHEN

—» GCLKPERIPHXx

Before a Peripheral Clock is enabled, one of the Generators must be enabled (GENCTRLN.GENEN)
and selected as source for the Peripheral Channel by setting the Generator Selection bits in the

Peripheral Channel Control register (PCHCTRLM.GEN). Any available Generator can be selected as
clock source for each Peripheral Channel.

When a Generator has been selected, the peripheral clock is enabled by setting the Channel Enable
bit in the Peripheral Channel Control register, PCHCTRLM.CHEN = 1. The PCHCTRLm.CHEN bit must
be synchronized to the generic clock domain. PCHCTRLmM.CHEN will continue to read as its previous

state until the synchronization is complete.

Table 20-2. PCHCTRL (Index) GCLK Mapping

OSCCTRL

FREQM

EIC

EVSTS

SERCOMm, m =0...7 SDMMCn, n=0,1
SERCOMO
SERCOM1
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GCLK_OSCCTRL_DFLL48 0
GCLK_OSCCTRL_PLL 1

GCLK_FREQM_MSRO 2
GCLK_FREQM_MSR1 3
GCLK_FREQM_REF 4
GCLK_EIC 5
GCLK_EVSYS_CHO 6
GCLK_EVSYS_CH1 7
GCLK_EVSYS_CH2 8
GCLK_EVSYS_CH3 9
GCLK_EVSYS_CH4 10
GCLK_EVSYS_CH5 11
GCLK_EVSYS_CH6 12
GCLK_EVSYS_CH7 13
GCLK_EVSYS_CHS8 14
GCLK_EVSYS_CH9 15
GCLK_EVSYS_CH10 16
GCLK_EVSYS_CH11 17
GCLK_SERCOMm_SLOW, m = 0...7 SDMMCn_SLOW, n=0,1 18
GCLK_SERCOMO_CORE 19
GCLK_SERCOM1_CORE 20
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Table 20-2. PCHCTRL (Index) GCLK Mapping (continued)

SERCOM2 GCLK_SERCOM2_CORE

SERCOM3 GCLK_SERCOM3_CORE

TCCO,TCC1 GLCK_TCCO, GCLK_TCC1

TCC2,TCC3 GLCK_TCC2, GCLK_TCC3

SERCOM4 GCLK_SERCOM4_CORE

SERCOMS5 GCLK_SERCOM5_CORE

SERCOM6 GCLK_SERCOM®6_CORE

SERCOM7 GCLK_SERCOM7_CORE

TCC4 GCLK_TCC4

TCC5 GCLK_TCC5

TCC6 GCLK_TCC6

TCC7 GCLK_TCC7

ADC GCLK_ADC

AC GCLK_AC

PTC GCLK_PTC

SPI_IXS GCLK_SPI_IXS

ccL GCLK_CCL

PDEC GCLK_PDEC

CANO GCLK_CANO

CANT GCLK_CAN1

- GCLK_ETH_TX
GCLK_ETH_TSU

sQl GCLK_SQI

SDMMCO GLCK_SDMMCO

SDMMCT GLCK_SDMMC1

USB GCLK_USB

CPUO GCLK_CPUO_TRACE

20.6.3.2. Disabling a Peripheral Clock

A Peripheral Clock is disabled by writing PCHCTRLmM.CHEN = 0. The PCHCTRLmM.CHEN bit must be
synchronized to the Generic Clock domain. PCHCTRLmM.CHEN will stay in its previous state until the

synchronization is complete. The Peripheral Clock is gated when disabled.

20.6.3.3. Selecting the Clock Source for a Peripheral

When changing a peripheral clock source by writing to PCHCTRLM.GEN, the peripheral clock must
be disabled before re-enabling it with the new clock source setting. This prevents glitches during the

transition:

1. Disable the Peripheral Channel by writing PCHCTRLmM.CHEN = 0.

Assert that PCHCTRLmM.CHEN reads '0".

Change the source of the Peripheral Channel by writing PCHCTRLmM.GEN.
Re-enable the Peripheral Channel by writing PCHCTRLmM.CHEN = 1.
Assert that PCHCTRLm.CHEN reads as ‘1".

20.6.3.4. Configuration Lock

ARSI S

The peripheral clock configuration can be locked for further write accesses by setting the Write Lock
bit in the Peripheral Channel Control register PCHCTRLmM.WRTLOCK=1). All writing to the PCHCTRLm

register will be ignored. It can only be unlocked by any reset.
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The Generator source of a locked Peripheral Channel will be locked too. The corresponding
GENCTRLn register is locked, and can be unlocked only by any reset.

There is one exception concerning the Generator 0. As it is used as GCLK_MAIN, it cannot be locked.
It is reset by any Reset and will start up in a known configuration. The software reset (CTRLA.SWRST)
can not unlock the registers.

20.6.4. GCLK Additional Features

20.6.4.1. Peripheral Clock Enable after Reset

The Generic Clock Controller must be able to provide a generic clock to some specific peripherals
after a Reset. That means that the configuration of the Generators and Peripheral Channels after
Reset is required.

Refer to GENCTRLN.SRC for details on GENCTRLnN reset.
Refer to PCHCTRLmM.SRC for details on PCHCTRLm reset.

20.6.5. Sleep Mode Operation

20.6.5.1. SleepWalking
The GCLK module supports the SleepWalking feature.

If the system is in a sleep mode where the Generic Clocks are stopped, a peripheral that needs its
clock in order to execute a process must request it from the Generic Clock Controller.

The Generic Clock Controller receives this request, determines which Generic Clock Generator is
involved and which clock source needs to be awakened. It then wakes up the respective clock
source, enables the Generator and Peripheral Channel stages successively, and delivers the clock to
the peripheral.

The RUNSTDBY bit in the Generator Control register controls clock output to pin during standby
sleep mode. If the bit is cleared, the Generator output is not available on pin. When set, the GCLK
can continuously output the generator output to GCLK_|O. Refer to External Clock for details.

20.6.5.2. Minimize Power Consumption in Standby Mode

The following table identifies when a Clock Generator is off in Standby mode, minimizing the power
consumption:

Table 20-3. Clock Generator n Activity in Standby Mode

Request for Clock n present GENCTRLN.RUNSTDBY GENCTRLN.OE Clock Generator n
es - -

y active
no 1 1 active
1 0 OFF
no 0 1 OFF
no 0 0 OFF

no

20.6.5.3. Entering Standby Mode

There may occur a delay when the device is put into Standby, until all clocks are gated off. This delay
is caused by running Clock Generators: if the Run in Standby bit in the Generator Control register
(GENCTRLN.RUNSTDBY) is '0', GCLK must verify that the clock is turned off properly. The duration of
this verification is frequency-dependent.

20.6.6. Synchronization

Due to asynchronicity between the main clock domain and the peripheral clock domains, some
registers need to be synchronized when written or read.

An exception is the Channel Enable bit in the Peripheral Channel Control registers
(PCHCTRLmM.CHEN). When changing this bit, the bit value must be read-back to ensure the
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synchronization is complete and to assert glitch free internal operation. Note that changing the
bit value under ongoing synchronization will not generate an error.

The following registers are synchronized when written:

* Generic Clock Generator Control register (GENCTRLN)

+ Control A register (CTRLA)

Required write synchronization is denoted by the “Write Synchronized” property in the register
description.
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20.7.

Cofser | name | aicpos |

0x00
0x01

0x03
0x04
0x08
Ox1F

0x20

0x4C
0x50
Ox7F

0x80

OxFC
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Register Summary

For descriptions and definitions of both Register and bitfield properties, refer to Register Properties.

Ps| 7 | 6 | s | 4 | 3 | 2 | 1 | 0 |
7:0

CTRLA

Reserved

SYNCBUSY

Reserved

GENCTRLO

GENCTRL11

Reserved

PCHCTRLO

PCHCTRL31

31:24

23:16
15:8
7:0

31:24

23:16
15:8
7:0

31:24

23:16
15:8
7:0

31:24

23:16
15:8
7:0

31:24

23:16
15:8
7:0

GENCTRL5

WRTLOCK

WRTLOCK

GENCTRL4

CHEN

CHEN

GENCTRL11
GENCTRL3

RUNSTDBY

RUNSTDBY

GENCTRL10 = GENCTRL9
GENCTRL2 ~ GENCTRL1

DIV[15:8]
DIV[7:0]
DIVSEL OE

DIV[15:8]
DIV[7:0]
DIVSEL OE

GENCTRL8  GENCTRL7
GENCTRLO

oov IDC
SRC[4:0]

ooV IDC
SRC[4:0]

GEN[3:0]

GEN[3:0]

SWRST

GENCTRL6
SWRST

GENEN

GENEN
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20.7.1. Control A

Name: CTRLA
Offset: 0x00
Reset: 0x00

Property: PAC Write-Protection, Write-Synchronized

Table 20-4. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 7 6 5 4 3 2 1 0
| | | | | [ SWRST |
Access R/W
Reset 0

Bit 0 - SWRST Software Reset
Writing a zero to this bit has no effect.
Setting this bit to 1 will reset all registers in the GCLK to their initial state after any reset, except for
generic clocks and associated Generators that have their WRTLOCK bit in PCHCTRLm set to 1.
Refer to GENCTRL Reset Value for details on GENCTRL register reset.
Refer to PCHCTRL Reset Value for details on PCHCTRL register reset.

Due to synchronization, there is a waiting period between setting CTRLA.SWRST and a completed
Reset. CTRLA.SWRST and SYNCBUSY.SWRST will both be cleared when the reset is complete.

Value Description

0 There is no Reset operation ongoing.
1 A Reset operation is ongoing.
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20.7.2. Synchronization Busy

Name: SYNCBUSY
Offset: 0x04

Reset: 0x00000000
Property: -

Table 20-5. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
GENCTRL11 | GENCTRL10 | GENCTRLY | GENCTRL8 | GENCTRL7 | GENCTRL6
Access R R R R R R
Reset 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| GENCTRL5 | GENCTRL4 | GENCTRL3 | GENCTRL2 | GENCTRL1 | GENCTRLO | | SWRST
Access R R R R R R R
Reset 0 0 0 0 0 0 0

Bits 2,3,4,5,6,7,8,9,10, 11, 12, 13 - GENCTRLn Generator Control n Synchronization Busy
This bit is cleared when the synchronization of the Generator Control n register (GENCTRLn)
between clock domains is complete, or when clock switching operation is complete.
This bit is set when the synchronization of the Generator Control n register (GENCTRLN) between
clock domains is started.

Bit 0 - SWRST Software Reset Synchronization Busy
This bit is cleared when the synchronization of the CTRLA.SWRST register bit between clock domains
is complete.
This bit is set when the synchronization of the CTRLA.SWRST register bit between clock domains is
started.
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20.7.3.

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

Bits 31:1
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Generator Control

Name: GENCTRLN
Offset: 0x20 + n*0x04 [n=0..11]
Reset: 0x00000106

Property: PAC Write-Protection, Write-Synchronized

GENCTRLn controls the settings of Generic Generator n (n=0..11). The reset value is 0x00000105 for
Generator n=0, else 0x00000000.

Table 20-6. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
31 30 29 28 27 26 25 24
| DIV[15:8] |
R/W R/W R/W R/W R/W R/W R/W R/W
0 0 0 0 0 0 0 0
23 22 21 20 19 18 17 16
| DIV[7:0] |
R/W R/W R/W R/W R/W R/W R/W R/W
0 0 0 0 0 0 0 0
15 14 13 12 11 10 9 8
RUNSTDBY DIVSEL OE oov IDC GENEN
0 0 0 0 0 1
7 6 5 4 3 2 1 0
| SRC[4:0] |
R/W R/W R/W R/W R/W
0 0 0 0 0

6 - DIV[15:0] Division Factor
These bits represent a division value for the corresponding GCLK Generator input source clock
defined by GENCTRLN.SRC. The actual division factor is dependent on the state of DIVSEL.

Table 20-7. Division Factor Bits

Generic Clock Generator Division Factor Bits

Clock Generator [11:0] 8 division factor bits - DIV[7:0]

Notes:
I[f GENCTRLN.DIVSEL = 0 then FGCLK = GENCTRLN.SRC/DIV.

* |f GENCTRLN.DIV is an odd number: then GENCTRLN.IDC must be setto IDC =1
* If GENCTRLN.DIV is an even number: then GENCTRLN.IDC must be setto IDC=0

If GENCTRLN.DIVSEL = 1 then FGCLK= GENCTRLN.SRC/2A(DIV+1).
*  GENCTRLN.IDC must always be setto IDC =0
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Bit 13 - RUNSTDBY Run in Standby

This bit is used to keep the Generator running in Standby as long as it is configured to output to a
dedicated GCLK_IO pin. If GENCTRLN.OE is zero, this bit has no effect and the generator will only be
running if a peripheral requires the clock.

0 The Generator is stopped in Standby and the GCLK_IO pin state (one or zero) will be dependent on the setting
in GENCTRL.OOV.
1 The Generator is kept running and output to its dedicated GCLK_IO pin during Standby mode.

Bit 12 - DIVSEL Divide Selection
This bit determines how the division factor of the clock source of the Generator will be calculated

from DIV. If the clock source should not be divided, DIVSEL must be 0 and the GENCTRLN.DIV value
must be either 0 or 1.

Value Description
0 The Generator clock frequency equals the clock source frequency divided by GENCTRLN.DIV.
1 The Generator clock frequency equals the clock source frequency divided by 2A(N+1), where N is the Division

Factor Bits for the selected generator (refer to GENCTRLN.DIV).

Bit 11 - OE Output Enable

This bit is used to output the Generator clock output to the corresponding pin (GCLK_IO), as long as
GCLK_10O is not defined as the Generator source in the GENCTRLN.SRC bit field.

Value Description
0 No Generator clock signal on pin GCLK_IO.
1 The Generator clock signal is output on the corresponding GCLK_IO, unless GCLK_|O is selected as a generator

source in the GENCTRLN.SRC bit field.

Bit 10 - OOV Output Off Value

This bit is used to control the clock output value on pin (GCLK_|O) when the Generator is turned
off or the OE bit is zero, as long as GCLK_IO is not defined as the Generator source in the
GENCTRLN.SRC bit field.

Value Description
0 The GCLK_IO will be low when generator is turned off or when the OE bit is zero.
1 The GCLK_IO will be high when generator is turned off or when the OE bit is zero.

Bit 9 - IDC Improve Duty Cycle
This bit is used to improve the duty cycle of the Generator output to 50/50 for odd division factors.
Note: If DIVSEL = 1 this bit must always be set to IDC = 0.
If DIVSEL = 0 and DIV = odd number then IDC = 1, else if DIV = even number IDC = 0.

Value Description
0 Generator output clock duty cycle is not balanced to 50/50 for odd division factors.
1 Generator output clock duty cycle is 50/50.

Bit 8 - GENEN Generator Enable
This bit is used to enable and disable the Generator.

Value Description
0 Generator is disabled.
1 Generator is enabled.

Bits 4:0 - SRC[4:0] Generator Clock Source Selection
These bits select the Generator clock source, as shown in this table.
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Table 20-8. Generator Clock Source Selection

0x00 X0SsC XOSC Crystal/Clock Oscillator

0x01 GCLK_IOn Generator GPIO input pin

0x02 GCLK_GEN1 Generic clock generator 1 (GCLK1)

0x03 OSCULP32K (32.768KHz) Internal Ultra-Low Power 32K RC Oscillator

0x04 XOSC32K (32.768KHz) 32 kHz Crystal Oscillator

0x05 DFLL48M Internal DFLL48M

0x06 PLLO_FRC_CLKOUTO Digital Phase Lock Loop, PLLO Fractional Divider Output 0

0x07 PLLO_CLKOUT1 Digital Phase Lock Loop, PLLO Output 1

0x08 PLLO_CLKOUT2 Digital Phase Lock Loop, PLLO Output 2

0x09 PLLO_CLKOUT3 Digital Phase Lock Loop, PLLO Output 3

0x0A PLLO_CLKOUT4 Digital Phase Lock Loop, PLLO Output 4

0x0B PLLO_CLKOUT5 Digital Phase Lock Loop, PLLO Output 5
0xC-Ox1F Reserved Reserved

Note: GENCTRL1.SRC = 0x2 is invalid for GCLK_GEN1 only.

Any reset will reset all the GENCTRLn registers. The Reset values of the GENCTRLn registers are
shown in table below.

Table 20-9. GENCTRLn Reset Value after a Power Reset

GCLK Generator Reset Value after a Power Reset

GCLKO (GENCTRLO) GCLK.GENCTRLO = 0x00000105 (DFLL48M, Internal 48MHz RC Oscillator, GCLKO
Enabled)

GCLK1 (GENCTRL1) - GCLK11 GCLK.GENCTRL1- GCLK.GENCTRL11 = 0x0000000 (XOSC, GCLK1-GCLK11 disabled)

(GENCTRL11)

A User Reset will reset the associated GENCTRL register unless the Generator is the source of a
locked Peripheral Channel (PCHCTRLM.WRTLOCK = 1). The reset values of the GENCTRL register are
as shown in the table below.

Table 20-10. GENCTRLn Reset Value after a User Reset

GCLK Generator Reset Value after a User Reset

GCLKO (GENCTRLO) GCLK.GENCTRLO = 0x00000105 (DFLL48M, Internal 48 MHz RC Oscillator, GCLKO Enabled)
GCLK1 (GENCTRL1) - GCLK11  GCLK.GENCTRL1- GCLK.GENCTRL11 = No change if the generator is used by a Peripheral
(GENCTRL11) Channel m with PCHCTRLM.WRTLOCK = 1

else 0x00000000
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20.7.4. Peripheral Channel Control

Name: PCHCTRLmM
Offset: 0x80 + m*0x04 [m=0..31]
Reset: 0x00000000

Property: PAC Write-Protection

PCHCTRLm controls the settings of Peripheral Channel number m (m=0..47).

Table 20-11. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
WRTLOCK CHEN GEN[3:0]
Access R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0

Bit 7 - WRTLOCK Write Lock
After this bit is set to '1', further writes to the PCHCTRLm register will be discarded. The control
register of the corresponding Generator n (GENCTRLN), as assigned in PCHCTRLm.GEN, will also be
locked. It can only be unlocked by a Power Reset.
Note that Generator 0 cannot be locked.

Value Description

0 The Peripheral Channel register and the associated Generator register are not locked
1 The Peripheral Channel register and the associated Generator register are locked

Bit 6 - CHEN Channel Enable
This bit is used to enable and disable a Peripheral Channel.

Value Description

0 The Peripheral Channel is disabled
1 The Peripheral Channel is enabled

Bits 3:0 - GEN[3:0] Generator Selection
This bit field selects the Generator to be used as the source of a peripheral clock, as shown in the
table below:
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Table 20-12. Generator Selection

0x0
0x1
0x2
0x3
0x4
0x5
0x6
0x7
0x8
0x9
0xA
0xB

Generic Clock Generator 0
Generic Clock Generator 1
Generic Clock Generator 2
Generic Clock Generator 3
Generic Clock Generator 4
Generic Clock Generator 5
Generic Clock Generator 6
Generic Clock Generator 7
Generic Clock Generator 8
Generic Clock Generator 9
Generic Clock Generator 10
Generic Clock Generator 11

Table 20-13. Reset Value after a User Reset or a Power Reset

e poncrumeey

Power Reset
User Reset 0x0

0x0 0x0

A Power Reset will reset all the PCHCTRLm registers.

A User Reset will reset a PCHCTRL if WRTLOCK = 0, or else the content of that PCHCTRL remains

unchanged.

The PCHCTRL register Reset values are shown in the table below, PCHCTRLmM Mapping.

Table 20-14. PCHCTRL (Index) GCLK Mapping

Target Destination GCLK Name PCHCTRL (Index)

OSCCTRL

FREQM

EIC

EVSYS

SERCOMmM, m =0...7 SDMMCn, n=0,1
SERCOMO

SERCOM1

SERCOM2

SERCOM3

TCCO,TCC1

TCC2,TCC3

SERCOM4

SERCOM5

SERCOM®6
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GCLK_OSCCTRL_DFLL48
GCLK_OSCCTRL_PLL
GCLK_FREQM_MSRO
GCLK_FREQM_MSR1
GCLK_FREQM_REF
GCLK_EIC
GCLK_EVSYS_CHO
GCLK_EVSYS_CH1
GCLK_EVSYS_CH2
GCLK_EVSYS_CH3
GCLK_EVSYS_CH4
GCLK_EVSYS_CH5
GCLK_EVSYS_CH6
GCLK_EVSYS_CH7
GCLK_EVSYS_CH8
GCLK_EVSYS_CH9
GCLK_EVSYS_CH10
GCLK_EVSYS_CH11
GCLK_SERCOMmM_SLOW, m =0...7 SDMMCn_SLOW, n=0,1
GCLK_SERCOMO_CORE
GCLK_SERCOM1_CORE
GCLK_SERCOM2_CORE
GCLK_SERCOM3_CORE
GLCK_TCCO, GCLK_TCC1
GLCK_TCC2, GCLK_TCC3
GCLK_SERCOM4_CORE
GCLK_SERCOM5_CORE
GCLK_SERCOM6_CORE

PCHCTRLM.GEN PCHCTRLM.WRTLOCK
0x0 0x0 0x0

0

0o NOoO U~ WN =

NN NN NDNDDNDDND=S & & v
NOoO R WN-=OWOWNOURNAWN-=O'
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Table 20-14. PCHCTRL (Index) GCLK Mapping (continued)

GCLK_SERCOM7_CORE

SERCOM7
TCc4
TCC5
TCC6
TCC7
ADC
AC
PTC
SPI_IXS
ccL
PDEC
CANO
CAN1

ETH

SQl
SDMMCO
SDMMC1
usB
CPUO
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GCLK_TCC4
GCLK_TCC5
GCLK_TCC6
GCLK_TCC7
GCLK_ADC
GCLK_AC
GCLK_PTC
GCLK_SPI_IXS
GCLK_CCL
GCLK_PDEC
GCLK_CANO
GCLK_CAN1
GCLK_ETH_TX
GCLK_ETH_TSU
GCLK_SQI
GLCK_SDMMCO
GLCK_SDMMC1
GCLK_USB
GCLK_CPUO_TRACE

28
29
30
31
32
33
34
35
36
37
38
39
40
M
42
43
44
45
46
47
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21. Main Clock (MCLK)

21.1. Overview
The Main Clock (MCLK) controls the synchronous clock generation of the device.

Using a clock provided by the Generic Clock Generator 0 Module (GCLK_MAIN), the Main Clock
Controller provides synchronous system clocks to the CPU and the modules connected to the bus
APB (Advanced Peripheral Bus), and AHB (Advanced High-performance Bus) fabric.

The synchronous system clocks are divided into a number of clock domains. Each clock domain can
run at different frequencies, enabling the user to save power by running peripherals at a relatively
low clock frequency, while maintaining high CPU performance or vice versa. In addition, the clock
can be masked for individual modules, enabling the user to minimize power consumption.

21.2. Features

+ Generates CPU, Advanced High-performance Bus (AHB), and Advanced Peripheral Bus (APB)
system clocks

- Clock source and division factor from GCLKO, (GCLK GENERATOR 0)
- Clock prescaler with 1x to 128x division

+ Safe run-time clock switching from GCLKO

+ Module-level clock gating through maskable peripheral clocks

21.3. Block Diagram

Figure 21-1. MCLK Block Diagram

CLK_APBx ,
|
CLK_AHBx
BeIRgT CCLK_MAIN MAIN = >_L PERIPHERALS
CLOCK CONTROLLER
CLK_CPU

21.4. Peripheral Dependencies

NVIC IRQ
Index:Source

S a
= o g
& <

PAC Peripheral ID
(PAC.WRCTRL.PERIDX)
Domain

MCLK 0x4401_2000 9 : CKRDY 9 VDDREG
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Note: In order to use this peripheral, other parts of the system must be configured correctly, as
described below.

21.4.1. Power Management
The MCLK will operate in all sleep modes if a synchronous clock is required in these modes.

21.4.2. Clocks

The MCLK bus clock (CLK_MCLK_APB) can be enabled and disabled in the Main Clock module, and
the default state of CLK_MCLK_APB can be found in the Peripheral Clock Masking section. If this
clock is disabled, it can only be re-enabled by a reset.

The Generic Clock GCLK_MAIN is required to generate the Main Clocks. GCLK_MAIN is configured in
the Generic Clock Controller, and can be re-configured by the user if needed.

21.4.2.1. Main Clock

The main clock CLK_MAIN is the common source for the synchronous clocks. This is fed into the
common 8-bit prescaler that is used to generate synchronous clocks to the CPU, AHBX, and APBx
modules.

21.4.2.2. CPU Clock

The CPU clock (CLK_CPU) is routed to the CPU. Halting the CPU clock inhibits the CPU from executing
instructions.

21.4.2.3. APBx and AHBXx Clock

The APBXx clocks (CLK_APBx) and the AHBXx clocks (CLK_AHBXx) are the root clock source used by
modules requiring a clock on the APBx and the AHBx bus. These clocks are always synchronous to
the CPU clock, but can be divided by a prescaler, and can run even when the CPU clock is turned
off in sleep mode. A clock gater is inserted after the common APB clock to gate any APBx clock of a
module on APBXx bus, as well as the AHBx clock.

21.4.2.4. Clock Domains
The device has these synchronous clock domains:
+ High-Speed synchronous clock domain (HS Clock Domain). Frequency is fys.
+ CPU synchronous clock domain (CPU Clock Domain). Frequency is fcpy.
+ Low Power synchronous clock domain (LP Clock Domain). Frequency is f,p.
« Backup synchronous clock domain. (BUP Clock Domain). Frequency is fgyp.

21.4.3. DMA
Not applicable.

21.4.4. Interrupts

The interrupt request line is connected to the Interrupt Controller. Using the MCLK interrupt
requires the Interrupt Controller to be configured first.

21.4.5. Debug Operation

When the CPU is halted in debug mode, the MCLK continues normal operation. In sleep mode, the
clocks generated from the MCLK are kept running to allow the debugger accessing any module. As a
consequence, power measurements are incorrect in debug mode.

21.4.6. Register Access Protection

All registers with write access can be write-protected optionally by the Peripheral Access Controller
(PACQ), except for the following registers

* Interrupt Flag register (INTFLAG)
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Optional write protection by the Peripheral Access Controller (PAC) is denoted by the "PAC Write
Protection" property in each individual register description.

PAC write protection does not apply to accesses through an external debugger.

21.4.7. PIC32CK SG/GC TrustZone Specific Register Access Protection
On PIC32CK SG/GC devices, this peripheral has different access permissions depending on PAC
Security Attribution (Secure or Non-Secure):
+ If the peripheral is configured as Non-Secure in the PAC:
- Secure access and Non-Secure access are granted
« If the peripheral is configured as Secure in the PAC:
- Secure access is granted
- Non-Secure access is discarded (Write is ignored, read 0x0) and a PAC error is triggered

Refer to Implementation Defined Attribution Unit (IDAU) for additional information.

21.5. Functional Description

21.5.1. Principle of Operation

The CLK_MAIN clock signal from the GCLKO module is the source for the main clock, which in turn
is the common root for the synchronous clocks for the CPU, APBx (Advanced Peripheral Bus), and
AHBX (Advanced High-performance Bus). The CLK_MAIN is divided by an 8-bit prescaler. Each of
the derived clocks can run from any divided or undivided main clock, ensuring synchronous clock
sources for each clock domain. The clock domain (CPU, LP, BUP) can be changed on the fly to
respond to variable load in the application as long as fcpy = fip = fgupfcpy = fgup. The clocks for
each module in a clock domain can be masked individually to avoid power consumption in inactive
modules. Depending on the sleep mode, some clock domains can be turned off.

21.5.2. Basic Operation

21.5.2.1. Initialization

After a Reset, the default clock source of the CPU (i.e., DFLL48Mhz through GCLKO (GCLK_MAIN)
through CLK_MAIN) is started and calibrated before the CPU starts running. The GCLK_MAIN clock is
selected as the main clock without any prescaler division.

21.5.2.2. Enabling, Disabling, and Resetting
The MCLK module is always enabled and cannot be reset.

21.5.2.3. Selecting the Main Clock Source

Refer to the Generic Clock Controller description for details on how to configure the clock source of
the GCLK_MAIN clock.

21.5.2.4. Selecting the Synchronous Clock Division Ratio

The main clock CLK_MAIN feeds an 8-bit prescaler, which can be used to generate the synchronous
clocks. By default, the synchronous clocks run on the undivided main clock. The user can select

a prescaler division for the CPU clock domain by writing the Division (DIV) bits in the CPU Clock
Division register CPUDIV, resulting in a CPU clock domain frequency determined by this equation:

f main

feru = ChuDIV

Similarly, the clock for the Low Power and Backup Clock Domain can be divided by writing their
respective LPDIV and BUPDIV register. To ensure correct operation, frequencies must be selected
so that fepy = fLp = fgyp. Also, frequencies must never exceed the specified maximum frequency for
each clock domain given in the electrical characteristics specifications.
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Similarly, the clock for the Backup Clock Domain can be divided by writing the BUPDIV register.

To ensure correct operation, frequencies must be selected so that fcpy = fgyp. Also, frequencies
must never exceed the specified maximum frequency for each clock domain given in the electrical
characteristics specifications.

If the application attempts to write forbidden values in CPUDIV, LPDIV, or BUPDIV registers, then
these bad values are not used and a violation is reported to the PAC module.

Division bits (DIV) can be written without halting or disabling peripheral modules. Writing DIV bits
allows a new clock setting to be written to all synchronous clocks belonging to the corresponding
clock domain at the same time. Each clock domain can be changed without changing others. This
way, it is possible to, for example, scale the CPU clock domain speed according to the required
performance, while keeping the Backup Clock Domain frequency constant.

Figure 21-2. Synchronous Clock Selection and Prescaler
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21.5.2.5. Clock Ready Flag

There is a slight delay between writing to CPUDIV, LPDIV, and BUPDIV until the new clock settings
become effective.
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During this interval, the Clock Ready flag in the Interrupt Flag Status and Clear register
(INTFLAG.CKRDY) will return zero when read. If CKRDY in the INTENSET register is set to '1', the
Clock Ready interrupt will be triggered when the new clock setting is effective. The clock settings
(CLKCFG) must not be re-written while INTFLAG. CKRDY reads '0". The system may become unstable
or hang, and a violation is reported to the PAC module.

21.5.2.6. Peripheral Clock Masking

It is possible to disable/enable the AHB or APB clock for a peripheral by writing the corresponding
bit in the Clock Mask registers MSKx to '0'/'1". The default state of the peripheral clocks is shown
here.

Table 21-1. Peripheral Clock Masking

CLK_AC_APB 105 CLKMSK3.MSK9 Enabled

CLK_ADC_APB 104 CLKMSK3.MSK8 Enabled
CLK_BSDAP_APB 115 CLKMSK3.MSK19 Enabled
CLK_CANO_AHB 13 CLKMSKO0.MSK13 Enabled
CLK_CAN1_AHB 14 CLKMSKO0.MSK14 Enabled

CLK_CCL_APB 109 CLKMSK3.MSK13 Enabled
CLK_DMAO_AHB 8 CLKMSKO.MSK8 Enabled
CLK_DMAO_APB 65 CLKMSK2.MSK1 Enabled
CLK_DMA1_AHB 9 CLKMSKO0.MSK9 Enabled
CLK_DMA1_APB 66 CLKMSK2.MSK2 Enabled
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Table 21-1. Peripheral Clock Masking (continued)

CLK_DSU_AHB CLKMSKO.MSK3 Enabled
CLK_DSU_APB 32 CLKMSK1.MSKO Enabled
CLK_EBI_AHB 21 CLKMSKO0.MSK21 Enabled
CLK_EBI_APB 114 CLKMSK3.MSK18 Enabled
CLK_EIC_APB 45 CLKMSK1.MSK13 Enabled
CLK_ETH_AHB 15 CLKMSKO0.MSK15 Enabled
CLK_ETH_APB 111 CLKMSK3.MSK15 Enabled
CLK_EVSYS_APB 70 CLKMSK2.MSK6 Enabled
CLK_FCR_AHB 4 CLKMSKO.MSK4 Enabled
CLK_FCR_APB 33 CLKMSK1.MSK1 Enabled
CLK_FCW_AHB 5 CLKMSKO.MSK5 Enabled
CLK_FCW_APB 34 CLKMSK1.MSK2 Enabled
CLK_FREQM_APB 42 CLKMSK1.MSK10 Enabled
CLK_HSM_AHB 22 CLKMSKO0.MSK22 Enabled
CLK_IDAU_APB 69 CLKMSK2.MSK5 Enabled
CLK_MBISTINTF_APB 50 CLKMSK1.MSK18 Enabled
CLK_OSC32KCTRL_APB 39 CLKMSK1.MSK7 Enabled
CLK_OSCCTRL_APB 38 CLKMSK1.MSK6 Enabled
CLK_PAC_AHB 6 CLKMSKO.MSK6 Enabled
CLK_PAC_APB 46 CLKMSK1.MSK14 Enabled
CLK_PCC_APB 108 CLKMSK3.MSK12 Enabled
CLK_PDEC_APB 110 CLKMSK3.MSK14 Enabled
CLK_PORT_APB 64 CLKMSK2.MSKO Enabled
CLK_PRM_AHB 12 CLKMSKO0.MSK12 Enabled
CLK_PRM_APB 68 CLKMSK2.MSK4 Enabled
CLK_PTC_APB 106 CLKMSK3.MSK10 Enabled
CLK_RSTC_APB 37 CLKMSK1.MSK5 Enabled
CLK_RTC_APB 44 CLKMSK1.MSK12 Enabled
CLK_SDMMCO_AHB 17 CLKMSKO0.MSK17 Enabled
CLK_SDMMC1_AHB 18 CLKMSKO0.MSK18 Enabled
CLK_SERCOMO_APB 71 CLKMSK2.MSK7 Enabled
CLK_SERCOM1_APB 72 CLKMSK2.MSK8 Enabled
CLK_SERCOM2_APB 73 CLKMSK2.MSK9 Enabled
CLK_SERCOM3_APB 74 CLKMSK2.MSK10 Enabled
CLK_SERCOM4_APB 96 CLKMSK3.MSKO Enabled
CLK_SERCOM5_APB 97 CLKMSK3.MSK1 Enabled
CLK_SERCOM6_APB 98 CLKMSK3.MSK2 Enabled
CLK_SERCOM7_APB 99 CLKMSK3.MSK3 Enabled
CLK_SPI_IXS_APB 107 CLKMSK3.MSK11 Enabled
CLK_SQI_AHB 16 CLKMSKO0.MSK16 Enabled
CLK_TCCO_APB 75 CLKMSK2.MSK11 Enabled
CLK_TCC1_APB 76 CLKMSK2.MSK12 Enabled
CLK_TCC2_APB 77 CLKMSK2.MSK13 Enabled
CLK_TCC3_APB 78 CLKMSK2.MSK14 Enabled
CLK_TCC4_APB 100 CLKMSK3.MSK4 Enabled
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Table 21-1. Peripheral Clock Masking (continued)

CLK_TCC5_APB 101 CLKMSK3.MSK5 Enabled
CLK_TCC6_APB 102 CLKMSK3.MSK6 Enabled
CLK_TCC7_APB 103 CLKMSK3.MSK7 Enabled
CLK_TDM_APB 51 CLKMSK1.MSK19 Enabled
CLK_TRAM_APB 47 CLKMSK1.MSK15 Enabled
CLK_TRNG_APB 112 CLKMSK3.MSK16 Enabled
CLK_USB_AHB 19 CLKMSKO0.MSK19 Enabled
CLK_USB_APB 113 CLKMSK3.MSK17 Enabled
CLK_USBHS_AHB 20 CLKMSKO0.MSK20 Enabled
CLK_WDT_APB 43 CLKMSK1.MSK11 Enabled

When the APB clock is not provided to a module, its registers cannot be read or written. The module
can be re-enabled later by writing the corresponding mask bit to '1".

A module may be connected to several clock domains (for instance, AHB and APB), in which case it
will have several mask bits.

Note that clocks should only be switched off if it is certain that the module will not be used:
Switching off the clock for the NVM Controller (NVMCTRL) will cause a problem if the CPU needs to
read from the Flash Memory. Switching off the clock to the MCLK module (which contains the mask
registers) or the corresponding APBx bridge, will make it impossible to write the mask registers
again. In this case, they can only be re-enabled by a system reset.

21.5.3. DMA Operation
Not applicable.

21.5.4. Interrupts
The peripheral has the following interrupt sources:

+ Clock Ready (CKRDY): indicates that CPU, LP, and BUP clocks are ready. This interrupt is a
synchronous wake-up source.

Each interrupt source has an interrupt flag associated with it. The interrupt flag in the Interrupt Flag
Status and Clear (INTFLAG) register is set when the interrupt condition occurs. Each interrupt can
be enabled individually by writing a '1' to the corresponding enabling bit in the Interrupt Enable Set
(INTENSET) register, and disabled by writing a '1' to the corresponding clearing bit in the Interrupt
Enable Clear (INTENCLR) register.

An interrupt request is generated when the interrupt flag is set and the corresponding interrupt

is enabled. The interrupt request remains active until the interrupt flag is cleared, the interrupt is
disabled or the peripheral is reset. An interrupt flag is cleared by writing a '1' to the corresponding
bit in the INTFLAG register. Each peripheral can have one interrupt request line per interrupt
source or one common interrupt request line for all the interrupt sources. If the peripheral has
one common interrupt request line for all the interrupt sources, the user must read the INTFLAG
register to determine which interrupt condition is present.

21.5.5. Sleep Mode Operation
In all IDLE sleep modes, the MCLK is still running on the selected main clock.

In STANDBY sleep mode, the MCLK is frozen if no synchronous clock is required.
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21.6.
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0x60
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Register Summary

For descriptions and definitions of both Register and bitfield properties, refer to Register Properties.
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21.6.1. Interrupt Enable Clear Register

Name: INTENCLR

Offset: 0x00

Reset: 0x00000000
Property: PAC Write-Protection

Table 21-2. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
CKRDY
Access R/K
Reset 0

Bit 0 - CKRDY Clock Ready Interrupt Enable Clear
Note: Writing a '1' to this bit will clear the Clock Ready Interrupt Enable bit and the corresponding
interrupt request.

Value Description

0 The Clock Ready interrupt is disabled.
1 The Clock Ready interrupt is enabled.
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21.6.2. Interrupt Enable Set

Name: INTENSET

Offset: 0x04

Reset: 0x00000000
Property: PAC Write-Protection

Table 21-3. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
CKRDY
Access R/S
Reset 0

Bit 0 - CKRDY Clock Ready Interrupt Enable Set

Value Description

0 The Clock Ready interrupt is disabled.
1 The Clock Ready interrupt is enabled.
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21.6.3. Interrupt Flag Status and Clear

Name: INTFLAG

Offset: 0x08

Reset: 0x00000000
Property: PAC Write-Protection

Note: Subsequent to an interrupt flag being cleared, the flag must be read back to verify the clear
before exiting the ISR. Failure to do this can result in duplicate interrupts.

Table 21-4. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
CKRDY
Access HS/K
Reset 0

Bit 0 - CKRDY Clock Ready Interrupt Flag
Notes:

1. Writing a '1' to this bit will clear the Clock Ready Interrupt Enable bit and the corresponding
interrupt request.

2. This flag is set by hardware when the system clocks have frequencies as indicated in the
CLKDIVx registers and will generate an interrupt if CKRDY interrupt enable is set to '1".

Value Description

0 The Clock Ready interrupt is disabled.
1 The Clock Ready interrupt is enabled.
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21.6.4. Clock Divide n Register

Name: CLKDIVNn

Offset: 0x0C + n*0x08 [n=0..1]

Reset: 0x00000001 (0x00000000 for CLKDIVO)
Property: PAC Write-Protection

Important: To facilitate the use of sleep modes, the following conditions must be
met:

1. PLLO must be dedicated to the CPU.

2. PLLO must be stepped down in <= 75 MHz increments to <= 75 MHz output
when entering sleep modes.

3. PLLO must be stepped up to the operating frequency in <= 75 MHz increments
after exiting sleep modes.

4. The step delay for both of these processes needs to be >= 1 us.

Notes:

1.

2.
3.
4

The CLKDIVO.DIV bit field is write protected.
To ensure correct operation, frequencies must be selected so that CLKDIV0.DIV < CLKDIV1.DIV.
Frequencies must never exceed the specified maximum frequency for each clock domain.

The user updates to this register may not take effect immediately. The MCLK module logic will
wait for the falling edge of the previous clock and the new clock to coincide before switching. The
INTFLAG.CKRDY can be used to determine when MCLK has made the switch.

Table 21-5. Register Bit Attribute Legend

Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
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Bit 31 30 29 28 27 26 25 24

Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | | | | |
Access
Reset
Bit 15 14 13 12 11 10 9 8
| | | | | | | |
Access
Reset
Bit 7 6 5 4 3 2 1 0
| DIV[7:0] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 1

Bits 7:0 - DIV[7:0] CPU Clock Domain Division Factor
These bits define the division ratio of the main clock (MCLK) prescaler related to the CPU Clock
Domain controlled by the CLKDIVn register.
Note: All other values are reserved or invalid.

Value Description

0x01 Divide by 1
0x02 Divide by 2
0x04 Divide by 4
0x08 Divide by 8
0x10 Divide by 16
0x20 Divide by 32
0x40 Divide by 64
0x80 Divide by 128
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21.6.5. Peripheral BUS Clock Enable MaskO Register

Name:
Offset:
Reset:

CLKMSKO
0x3C

0x007F_FFFF

Property: PAC Write-Protection

Note: AHB = Advanced High-performance Bus
APB = Advanced Peripheral Bus

Table 21-6. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | MsSK22 | MSK21 | MSK20 [ MSK19 | MSK18 | MSK17 MSK16 |
Access R/IW R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 1 0 0
Bit 15 14 13 12 11 10 9 8
MSK15 MSK14 MSK13 MSK12 MSK9 MSK8
Access R/W R/W R/W R/W R/W R/W
Reset 1 1 1 1 1 1
Bit 7 6 5 4 3 2 1 0
MSK6 MSK5 MSK4 MSK3
Access R/W R/W R/W R/W
Reset 1 1 1 1

Bits 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22 - MSKn Clock Enable Mask

Bits 8, 9 - MSKn Clock Enable Mask

Bits 0, 1, 2, 3 - MSKn Clock Enable Mask
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DSU_AHB
FCR
FCW
PAC

DMAO
DMA1
PRM
CANO
CAN1
ETH

SQl
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MSKn (continued)
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17
18
19
20
21
22

SDMMCO
SDMMC1
USBFS
USBHS
EBI
HSM
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21.6.6. Peripheral BUS Clock Enable Mask1 Register

Name:
Offset:
Reset:

CLKMSK1
0x40

0x0006_FFFF
Property: PAC Write-Protection

Note: AHB = Advanced High-performance Bus
APB = Advanced Peripheral Bus

Table 21-7. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | | MSK19 | MSK18 | | |
Access R/W R/W
Reset 1 0
Bit 15 14 13 12 11 10 9 8
MSK15 MSK14 MSK13 MSK12 MSK11 MSK10
Access R/W R/W R/W R/W R/W R/W
Reset 0 0 1 1 1 1
Bit 7 6 5 4 3 2 1 0
MSK7 MSK6 MSK5 MSK2 MSK1 MSKO
Access R/W R/W R/W R/W R/W R/W
Reset 1 1 1 1 1 1

Bits 18, 19 - MSKn Clock Enable Mask n

Bits 10, 11, 12, 13, 14, 15 - MSKn Clock Enable Mask n

Bits 5, 6, 7 - MSKn Clock Enable Mask n

Bits 0, 1, 2 - MSKn Clock Enable Mask n
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DSU_APB
FCR
FCW
RSTC
OSCCTRL
0SC32KCTRL
FREQM
WDT
RTC
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MSKn (continued)
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14
15
18
19

EIC
PAC
TRAM
MBISTINTF
TDM
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21.6.7. Peripheral BUS Clock Enable Mask2 Register

Name:
Offset:
Reset:

CLKMSK?2
0x44
0x0000_7FFF

Property: PAC Write-Protection

Note: AHB = Advanced High-performance Bus
APB = Advanced Peripheral Bus

Table 21-8. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
MSK14 MSK13 MSK12 MSK11 MSK10 MSK9 MSK8
Access R/W R/W R/W R/W R/W R/W R/W
Reset 1 1 1 1 1 1 1
Bit 7 6 5 4 3 2 1 0
MSK7 MSK6 MSK5 MSK4 MSK2 MSK1 MSKO
Access R/W R/W R/W R/W R/W R/W R/W
Reset 1 1 1 1 1 1 1

Bits 4,5,6,7,8,9, 10, 11, 12, 13, 14 - MSKn Clock Enable Mask n

Bits 0, 1, 2 - MSKn Clock Enable Mask n

e e e

PORT
DMAO
DMA1
PRM
IDAU
EVSYS
SERCOMO
SERCOM1
SERCOM2
SERCOM3
TCCO
TCC1
TCC2

— [y _.
Do 2o wVwomNO U AN=O

341

@ MICROCHIP



MSKn (continued)

I 7

14 TCC3
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21.6.8. Peripheral BUS Clock Enable Mask3 Register

Name:
Offset:
Reset:

Property:

CLKMSK3

0x48

0x0007_FFFF

PAC Write-Protection

Note: AHB = Advanced High-performance Bus
APB = Advanced Peripheral Bus

Table 21-9. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | MSK19 MSK18 | MSK17 | MSK16
Access R/W R/W R/W R/W
Reset 1 1 1 1
Bit 15 14 13 12 11 10 9 8
MSK15 MSK14 MSK13 MSK12 MSK11 MSK10 MSK9 MSK8
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 1 1 1 1 1 1 1 1
Bit 7 6 5 4 3 2 1 0
MSK7 MSK6 MSK5 MSK4 MSK3 MSK2 MSK1 MSKO
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 1 1 1 1 1 1 1 1

Bits0,1,2,3,4,5,6,7,8,9,10, 11, 12, 13, 14, 15, 16, 17, 18, 19 - MSKn Clock Enable Mask n

e e e

0

00 No U~ WN -

N PN N
NwN~-o o
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SERCOMA4
SERCOMS5
SERCOM6
SERCOM7
TCC4
TCC5
TCCo6
TCC7
ADC
AC
PTC
12S
PCC
CCL
PDEC
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MSKn (continued)
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15
16
17
18
19

ETH
TRNG
USB
EBI
BSDAP
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21.6.9. On Demand Clock OFF Register

Name: ODOFF

Offset: 0x60

Reset: 0x00000000
Property: PAC Write-Protection

Table 21-10. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
ODMSK
Access R/W
Reset 0

Bit 0 - ODMSK On Demand Clock Control

Value Description

0 On demand clock feature is available for peripheral.
1 On demand clock feature is disabled for peripheral.

@ MICROCHIP
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22. 32 KHz Oscillators Controller (OSC32KCTRL)

22.1. Overview

The 32 KHz Oscillators Controller (OSC32KCTRL) provides a user interface to the 32.768kHz
oscillators:

+ A 32.768 kHz crystal oscillator (XOSC32K)
+ A 32.768 kHz ultra low-power internal RC oscillator (OSCULP32K)

The OSC32KCTRL sub-peripherals can be enabled, disabled, calibrated, and monitored through
interface registers. All sub-peripheral statuses are collected in the Status register (STATUS). They can
additionally trigger interrupts upon status changes through the INTENSET, INTENCLR, and INTFLAG
registers. The OSC32KCTRL provides clock sources to the Generic Clock Controller (GCLK), Real-
Time Counter (RTC), Watchdog Timer (WDT), Hardware Security Module (HSM), and Reset Power
Management Unit (RPMU).
22.2. Features

The following are key features of the OSC32KCTRL module:
+ 32.768 kHz Crystal Oscillator (XOSC32K)

- Programmable start-up time

- Crystal or external input clock on XIN32 1/0

- Clock failure detection with safe clock switch

- Clock failure event output
« 32.768 kHz Ultra Low-Power Internal Oscillator (OSCULP32K)

- Ultra low-power, always-on oscillator

- Frequency fine tuning
+ 1.024 kHz clock outputs available
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22.3. Block Diagram

Figure 22-1. OSC32KCTRL Block Diagram
XOUT32 XIN32

OSC32KCTRL

—» XOSC32K_FAIL
_» CLK_XOSC32K

—» CLK_RTC
_» CLK_RTC_HSM

—p CLK_OSCULP32K

Interrupts XOSC32KFAIL
’ XOSC32KRDY

22.4. Signal Description

XIN32 Analog Input 32.768 kHz Crystal Oscillator or external clock input
XOUT32 Analog Output 32.768 kHz Crystal Oscillator output

The I/0 lines are automatically selected when XOSC32K is enabled and do not need to be configured
by the user. The external 32.768 kHz crystal must be connected between the XIN32 and XOUT32
pins, along with any required load capacitors.
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22.5. Peripheral Dependencies

Table 22-1. OSC32KCTRL Configuration Summary

Base address
PAC Peripheral ID
(PAC.WRCTRL.PERIDXx)
Power Domain

EVSYS Generators
(EVSYS.CHANNELN.EVGENX)

w
1S
I
c

©
.
@

<
S

=
)
a

NVIC IRQ Index
MCLK AHBx/APBx
Clock Enable Mask Bit

8: XOSC32KRDY . .
OSC32KCTRL 0x4400_E000 MOSCIKFAIL MCLK.CLKMSK1[7] ~ 7:INTFLAG[7] = 3:XOSC32K_FAIL ~ AVDD

22.6. Functional Description

22.6.1. Principle of Operation

The XOSC32K and OSCULP32K are configured through the OSC32KCTRL control registers. Through
this interface, the sub-peripherals are enabled, disabled, or have their calibration values updated.

The STATUS register gathers different status signals coming from the sub-peripherals of
OSC32KCTRL. The status signals can be used to generate system interrupts, and in some cases
wake up the system from standby mode, provided the corresponding interrupt is enabled.

22.6.2. 32 kHz External Crystal Oscillator (XOSC32K) Operation
The XOSC32K can operate in the following two modes:

+ External clock with an external clock signal connected to XIN32.
+ Crystal oscillator with an external 32.768 kHz crystal connected between XIN32 and XOUT32.

At reset, the XOSC32K is disabled, and the XIN32/XOUT32 pins can either be used as General
Purpose 1/0 (GPIO) pins or by other peripherals in the system.

When XOSC32K is enabled, the operating mode determines the GPIO usage. When in
crystal oscillator mode (XOSC32K.XTALEN = 1), the XIN32 and XOUT32 pins are controlled by
XOSC32K.ENABLE, and the GPIO functions are overridden on both pins. When in external
clock mode (XOSC32K.XTALEN = 0), only the XIN32 pin will be overridden and controlled by
XOSC32K.ENABLE, while the XOUT32 pin can still be used as a GPIO pin.

Enabling, Disabling: The XOSC32K is enabled by writing a '1' to the Enable bit in the 32 kHz
External Crystal Oscillator Control register (XOSC32K.ENABLE = 1). It is necessary to wait for
STATUS.XOSC32KRDY bit to set, before disabling the XOSC32K. The XOSC32K is disabled by writing a
'0' to the Enable bit in the 32 kHz External Crystal Oscillator Control register (XOSC32K.ENABLE = Q).
It is necessary to wait for STATUS.XOSC32KRDY to clear before enabling the XOSC32K.

Mode Selection: To enable the XOSC32K in Crystal Oscillator mode, the XTALEN bit in the

32 kHz External Crystal Oscillator Control register must be written (XOSC32K.XTALEN = 1). If
XOSC32K.XTALEN is '0', the External Clock Input mode will be enabled. This bit must be written
when XOSC32K.ENABLE = 0. Otherwise, the write on this bit is ignored.

Gain Selection: When a crystal oscillator is selected, a user controllable gain is provided through the
CGM control bits. The user must review the electrical specification. This bit must be written when
XOSC32K.ENABLE = 0. Otherwise, the write on this bit is ignored.
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Startup: XOSC32K.STARTUP[3:0] selects the startup time. It is configurable and applicable for crystal
mode or external clock mode. These bits must be written when XOSC32K.ENABLE = 0. Otherwise,
the write on these bits is ignored.

The XOSC32K will behave differently in different sleep modes based on the settings of
XOSC32K.ONDEMAND and XOSC32K.ENABLE bits. The XOSC32K.ONDEMAND bit must be written
when XOSC32K.ENABLE = 0. Otherwise, the write on this bit is ignored. If XOSC32K.ENABLE = 0, the
XOSC32K will be always stopped. For XOS32K.ENABLE = 1, following table is valid:

XOSC32K.ONDEMAND Sleep Behavior

0 Always run
1 Run if requested by a peripheral

As a crystal oscillator usually requires a long start-up time, the 32 kHz External Crystal Oscillator will
keep running across resets, except for Power-on Reset (POR). After a reset or when waking up from
a Sleep mode where the XOSC32K was disabled, the XOSC32K will need a certain amount of time to
stabilize on the correct frequency. This start-up time can be configured by changing the Oscillator
Start-Up Time bit group (XOSC32K.STARTUP[3:0]) in the 32 kHz External Crystal Oscillator Control
register. During the start-up time, the oscillator output is masked to ensure that no unstable clock
propagates to the digital logic.

Once the external clock or crystal oscillator is stable and ready to be used as a clock source,

the XOSC32K Ready bit in the Status register is set (STATUS.XOSC32KRDY = 1). The transition of
STATUS.XOSC32KRDY from '0' to '1' generates an interrupt if the XOSC32K Ready bit in the Interrupt
Enable Set register is set (INTENSET.XOSC32KRDY = 1).

22.6.3. Clock Failure Detection Operation

The Clock Failure Detector (CFD) allows the user to monitor the external clock or crystal oscillator
signal provided by the external oscillator (XOSC32K). The CFD detects failing operation of the
XOSC32K clock with reduced latency and allows to switch to a safe clock source in case of clock
failure. The user can also switch from the safe clock back to XOSC32K in case of recovery. The
safe clock is derived from the OSCULP32K oscillator with a configurable pre-scaler. This allows to
configure the safe clock in order to fulfill the operative conditions of the microcontroller.

In sleep modes, CFD operation is automatically disabled when the external oscillator is not
requested to run by a peripheral.

The Oscillator's registers allow to enable, disable, and configure the CFD. The Status register
provides status flags on failure and clock switch conditions. The CFD can be configured to trigger an
interrupt or an event when a failure is detected.

Clock Failure Detection

The CFD is reset only at Power-on Reset (POR). The CFD does not monitor the XOSC32K clock when
the oscillator is disabled (XOSC32K.ENABLE = 0).

Before starting CFD operation, the user must start and enable the safe clock source (OSCULP32K
oscillator).CFD operation is started by writing a '1' to the CFD Enable bit in the External Oscillator
Control register (CFDCTRL.CFDEN). After starting or restarting the XOSC32K, the CFD does not detect
failure until the start-up time has elapsed. The start-up time is configured by the Oscillator Start-Up
Time in the External Multipurpose Crystal Oscillator Control register (XOSC32K.STARTUP). Once the
XOSC32K Start-Up Time is elapsed, the XOSC32K clock is constantly monitored.

During a period of 4 safe clocks (monitor period), the CFD watches for a clock activity from the
XOSC32K. There must be at least one rising and one falling XOSC32K clock edge during 4 safe clock
periods to meet non-failure conditions. If no or insufficient activity is detected, the failure status

is asserted: The Clock Failure Detector status bit in the Status register (STATUS.XOSC32KFAIL) and
the Clock Failure Detector interrupt flag bit in the Interrupt Flag register (INTFLAG.XOSC32KFAIL) are
set. If the XOSC32KFAIL bit in the Interrupt Enable Set register (INTENSET.XOSC32KFAIL) is set, an
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interrupt is generated. If the Event Output enable bit in the Event Control register (EVCTRL.CFDEO) is
set, an output event is generated.

After a clock failure is issued, the CFD continuously monitors of the XOSC32K clock and the Clock
Failure Detector status bit in the Status register (STATUS.XOSC32KFAIL) reflects the current XOSC32K
activity.

Clock Switch

When a clock failure is detected, the XOSC32K clock is replaced by the safe clock in order to maintain
an active clock during the XOSC32K clock failure. The safe clock source is the OSCULP32K oscillator
clock. Both 32KHz and 1KHz outputs of the XOSC32K are replaced by the OSCULP32K, 32KHz and
1KHz outputs, respectively. The safe clock source can be scaled down by a configurable pre-scaler

to ensure that the safe clock frequency does not exceed the operating conditions selected by the
application. When the XOSC32K clock is switched to the safe clock, the Clock Switch bit in the Status
register (STATUS.XOSC32KSW) is set.

When the CFD switches 32KHz clock from XOSC32K to the safe clock, the XOSC32K is still

enabled. If required, the application must take the necessary actions to disable the oscillator.

The application must also take the necessary actions to configure the system clocks to continue
normal operations. In the case the application can recover the XOSC32K, the application can
switch back to the XOSC32K clock by writing a '1' to Switch Back Enable bit in the Clock Failure
Control register (CFDCTRL.SWBACK). Once the XOSC32K clock is switched back, the Switch Back bit
(CFDCTRL.SWBACK) is cleared by hardware.

Note: If an application can recover the XOSC32K from a Clock Failure Detection, the application can
switch back to the XOSC32K clock (CFDCTRL.SWBACK = 1). Entering in Low-Power Sleep mode will
not be possible if the clock switch back can not complete due to a persistent failure. Therefore, the
user should disable the Clock Failure Detector (CFDCTRL.CFDEN = 0) until the clock switch back has
completed (CFDCTRL.SWBACK = 0).

Prescaler

The CFD has an internal configurable prescaler to generate the safe clock from the OSCULP32K
oscillator. The prescaler allows users to scale down the OSCULP32K oscillator clock to half so the
safe clock frequency is not higher than the XOSC32K clock frequency monitored by the CFD.

The prescaler is applied on both outputs (32 kHz and 1 kHz) of the safe clock.

Note: For an external crystal oscillator at 32 kHz and the OSCULP32K frequency is 32 kHz, the
XOSC32K.CFDPRESC must be set to 0 for a safe clock of equal frequency.

Sleep Mode

The CFD is halted depending on configuration of the XOSC32K and the peripheral clock request. In
sleep modes, CFD operation is automatically disabled when the external oscillator is not requested
to run by a peripheral. For further details, refer to the XOSC32K Sleep mode Behavior table. The CFD
interrupt can be used to wake up the device from sleep modes.

22.6.4. 32 kHz Ultra Low-Power Internal Oscillator (OSCULP32K) Operation
The OSCULP32K provides a tunable, low-speed, and ultra low-power clock source. The OSCULP32K is
factory-calibrated oscillator under typical voltage and temperature conditions.

The OSCULP32K is enabled by default after a Power-on Reset (POR) and will always run except
during POR.

The OSCULP32K can be used as a source for Generic Clock Generators (GCLK) or for the Real-Time
Counter (RTC). To ensure proper operation, the GCLK or RTC modules must be disabled before the
clock selection is changed.
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22.6.5. Watchdog Timer Clock Selection

The Watchdog Timer (WDT) uses the internal 1.024 kHz OSCULP32K output clock. This clock is
running all the time and internally enabled when requested by the WDT module.

22.6.6. RTC Clock Selection Control

Before enabling the system RTC module, the RTC clock must be selected first. All outputs from this
oscillator source are valid RTC clock sources. The RTC Clock Selection is available in the Selection
Control register (CLKSELCTRL.RTCSEL). To ensure proper operation, it is highly recommended to
disable the RTC module before changing its clock source.

22.6.7. Interrupts
The OSC32KCTRL has the following interrupt sources:

+ XOSC32KRDY - 32 kHz Crystal Oscillator Ready: A 0-to-1 transition on the STATUS.XOSC32KRDY
bit is detected and XOSC32K ready interrupt request or XOSC32K ready interrupt wake up
request are set.

+  XOSC32KFAIL - Clock Failure Detector: A 0-to-1 transition on the STATUS.XOSC32KFAIL bit
is detected and XOSC32K clock fail detector interrupt request or XOSC32K clock fail detector
interrupt wake up request are set.

Each interrupt source has an interrupt flag associated with it. The interrupt flag in the Interrupt Flag
Status and Clear register (INTFLAG) is set when the interrupt condition occurs. Each interrupt can be
enabled individually by setting the corresponding bit in the Interrupt Enable Set register (INTENSET)
and disabled by setting the corresponding bit in the Interrupt Enable Clear register (INTENCLR).

An interrupt request is generated when the interrupt flag is set, and the corresponding interrupt

is enabled. The interrupt request remains active until the interrupt flag is cleared, the interrupt is
disabled or the OSC32KCTRL is reset. See the INTFLAG register for details on how to clear interrupt
flags.

The OSC32KCTRL has two interrupt request line each for XOSC32KRDY and XOSC32KFAIL interrupt
sources.

Note: Interrupts must be globally enabled for interrupt requests to be generated.

22.6.8. Events
If the Event Output Enable bit in the Event Control register (EVCTRL.CFDEO) is set, the CFD clock

failure will be output on the Event Output and event line will go high. When the CFD is switched to
the safe clock, the CFD clock failure will not be output on the Event Output.

The CFD can generate the following output event:

+ Clock Failure Detector (XOSC32KFAIL): Generated when the Clock Failure Detector status bit is
set in the Status register (STATUS.XOSC32KFAIL). The CFD event is not generated when the Clock
Switch bit (STATUS.XOSC32KSW) in the Status register is set.

Writing a '1' to an Event Output bit in the Event Control register (EVCTRL.CFDEO) enables the CFD
output event. Writing a '0' to this bit disables the CFD output event. Refer to the Event System
chapter for details on configuring the event system.
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22.7.

0x00

0x04

0x08

0x0C

0x10

0x14

0x18

0x1C
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Register Summary
For descriptions and definitions of both Register and bitfield properties, refer to Register Properties.

I S T 2 S S S R

INTENCLR

INTENSET

INTFLAG

STATUS

CLKSELCTRL

CFDCTRL

EVCTRL

XOSC32K

23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

ONDEMAND

XOSC32KFAIL XOSC32KRDY
XOSC32KFAIL XOSC32KRDY
XOSC32KFAIL XOSC32KRDY
XOSC32KSW XOSC32KFAIL XOSC32KRDY
HSMSEL[1:0] RTCSEL[1:0]
CFDPRESC SWBACK CFDEN
CFDEO
CGM[3:0]
STARTUP[3:0]
XTALEN ENABLE
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22.7.1. Interrupt Enable Clear

Name:
Offset:
Reset:

INTENCLR

0x00

0x00000000
Property: PAC Write-Protection

This register allows the user to disable an interrupt without doing a read-modify-write operation.
Changes in this register will also be reflected in the Interrupt Enable Set register (INTENSET).

Table 22-2. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
XOSC32KFAIL XOSC32KRDY
Access R/W/HC R/W/HC
Reset 0 0

Bit 2 - XOSC32KFAIL XOSC32K 32.768kHz Clock Failure Detect Interrupt Enable
Note: Writing a '0' to this bit has no effect.

This bit is cleared under the following conditions:
+  Writing a '1" to this bit will clear the XOSC32K Clock Fail Interrupt Enable bit, (i.e. XOSC32KFAIL),

which disables the XOSC32K Clock Failure interrupt

+ Writing a one to the same corresponding bit in the INTENSET register

Value Description

The XOSC32K Clock Fail Detect Interrupt is disabled.

The XOSC32K Clock Fail Detect Interrupt is enabled. An interrupt request will be generated when the XOSC32K
Clock Failure Detection interrupt flag is set.

0
1

Bit 0 - XOSC32KRDY XOSC32K 32.768kHz Ready Interrupt Enable
Note: Writing a '0' to this bit has no effect.

This bit is cleared under the following conditions:

+  Writing a '1' to this bit, (XOSC32KRDY), will clear the XOSC32K Ready Interrupt Enable bit, which
disables the XOSC32K Ready interrupt

@ MICROCHIP
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«  Writing a one to the same corresponding bit in the INTENSET register

Value Description

0 The XOSC32K Ready interrupt is disabled.
1 The XOSC32K Ready interrupt is enabled.

354

@ MICROCHIP



22.7.2. Interrupt Enable Set

Name:
Offset:
Reset:

INTENSET

0x04

0x00000000
Property: PAC Write-Protection

This register allows the user to disable an interrupt without doing a read-modify-write operation.
Changes in this register will also be reflected in the Interrupt Enable Clear register (INTENCLR).

Table 22-3. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
XOSC32KFAIL XOSC32KRDY
Access R/W/HC R/W/HC
Reset 0 0

Bit 2 - XOSC32KFAIL XOSC32K 32.768kHz Clock Failure Detect Interrupt Enable
Note: Writing a '0' to this bit has no effect.

This bit is cleared under the following conditions:
+  Writing a '1" to this bit will clear the XOSC32K Clock Fail Interrupt Enable bit, (i.e. XOSC32KFAIL),

which disables the XOSC32K Clock Failure interrupt

+ Writing a one to the same corresponding bit in the INTENCLR register

Value Description

The XOSC32K Clock Fail Detect Interrupt is disabled.

The XOSC32K Clock Fail Detect Interrupt is enabled. An interrupt request will be generated when the XOSC32K
Clock Failure Detection interrupt flag is set.

0
1

Bit 0 - XOSC32KRDY XOSC32K 32.768kHz Ready Interrupt Enable
Note: Writing a '0' to this bit has no effect.

This bit is cleared under the following conditions:

+  Writing a '1' to this bit, (XOSC32KRDY), will clear the XOSC32K Ready Interrupt Enable bit, which
disables the XOSC32K Ready interrupt
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«  Writing a one to the same corresponding bit in the INTENCLR register

Value Description

0 The XOSC32K Ready interrupt is disabled.
1 The XOSC32K Ready interrupt is enabled.
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22.7.3. Interrupt Flag Status and Clear

Name:
Offset:
Reset:

Property:

INTFLAG
0x08

0x00000000

Note: Subsequent to an interrupt flag being cleared, the flag must be read back to verify the clear
before exiting the ISR. Failure to do this can result in duplicate interrupts.

Table 22-4. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
XOSC32KFAIL XOSC32KRDY
Access R/W/HS/HC R/W/HS/HC
Reset 0 0

Bit 2 - XOSC32KFAIL XOSC32K Clock Failure Detection
Note: Writing a '0' to this bit has no effect.

This bit is set by hardware under the following conditions:
« This flag is set by hardware on a zero-to-one transition of the XOSC32K Clock Failure

Detection bit in the (STATUS.XOSC32KFAIL) register and will generate an Interrupt request if
INTENSET.XOSC32KFAIL is "1
This bit is cleared under the following conditions:
«  Writing a '1' to this bit will clear the XOSC32K Clock Failure Detection flag

Value Description

No XOSC32K 32.768kHz Clock Fail Detected.
XOSC32K 32.768kHz Clock Fail Detected.

0
1

Bit 0 - XOSC32KRDY XOSC32K Ready

Note: Writing a '0' to this bit has no effect.

This bit is set by hardware under the following conditions:
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+ This flag is set by a zero-to-one transition of the XOSC32K Ready bit in the Status register
(STATUS.XOSC32KRDY) and will generate an interrupt request if INTENSET.XOSC32KRDY=1

This bit is cleared under the following conditions:
«  Writing a '1' to this bit will clear the XOSC32K Ready interrupt flag

Value Description

0 The XOSC32K Ready interrupt is disabled.
1 The XOSC32K Ready interrupt is enabled.
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22.7.4. Status

Name: STATUS
Offset: 0x0C

Reset: 0x00000000
Property: -

Table 22-5. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
XOSC32KSW [XOSC32KFAIL XOSC32KRDY
Access R/HS/HC R/HS/HC R/HS/HC
Reset 0 0 0

Bit 3 - XOSC32KSW XOSC32K 32.768kHz Clock Switch
Note: This bit is set by hardware if a 32.768kHz clock fail detect occurs and clock fail detect is
enabled, (i.e. CFDCTRL.CFDEN =1 and INTFLAG.XOSC32KFAIL=1 or STATUS.XOSC32KFAIL=1).

Value Description

0 XOSC32K is not switched and the clock source is provided by the external 32.768kHz oscillator source.

1 XOSC32K is switched to the internal OSCULP32K oscillator clock. Both 32.768kHz and 1.024kHz outputs of the
XOSC32K are replaced by the respective OSCULP32K 32 kHz and 1 kHz outputs to the respective logic modules.

Bit 2 - XOSC32KFAIL XOSC32K 32.768kHz Clock Failure Detect
Note: This bit is set by hardware if a 32.768kHz clock fail detect occurs and clock fail detect is
enabled, (i.e. CFDCTRL.CFDEN =1 and INTFLAG.XOSC32KFAIL=1).

Value Description

0 No XOSC32K 32.768kHz clock fail detection.

1 XOSC32K 32.768kHz external crystal/clock fail detect. Hardware clock switch will be initiated to OSCULP32K
oscillator clocks.

Bit 0 - XOSC32KRDY XOSC32K Ready
Note: This bit is set and cleared by hardware based on the status of the of the active XOSC32K
32.768kHz clock source.
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Value Description

0 XOSC32K is not ready.
1 XOSC32K is stable and ready to be used as a clock source.
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22.7.5. Clock Selection Control

Name: CLKSELCTRL

Offset: 0x10

Reset: 0x00000000
Property: PAC Write-Protection

Table 22-6. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
HSMSEL[1:0] | RTCSEL[1:0] |
Access R/W R/W R/W R/W
Reset 0 0 0 0

Bits 5:4 - HSMSEL[1:0] HASM - Hardware Security Module, (HSM), Clock Select
These bits select the HSM clock source.

o | name |,

0x0 ULP32K Clock from 32 kHz internal ULP oscillator

0x1 - Reserved, (defaults to ULP32K)

0x2 XOSC32K 32.768 kHz from 32 kHz external crystal oscillator
0x3 - Reserved, (defaults to ULP32K)

Note: If a reserved value is written, the ULP32K internal ULP oscillator is selected as source for the
HSM clock by default.

Bits 1:0 - RTCSEL[1:0] RTC Clock Selection
These bits select the RTC clock source.

o | name |,

0x0 ULP32K 32 kHz from 32 kHz internal ULP oscillator

0x1 ULP1K 1 kHz from 32 kHz internal ULP oscillator

0x2 XOSC32K 32.768 kHz from 32 kHz external crystal oscillator
0x3 XOSC1K 1.024 kHz from 32 kHz external oscillator
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22.7.6. Clock Failure Detector Control

Name: CFDCTRL

Offset: 0x14

Reset: 0x00000000
Property: PAC Write-Protection

Table 22-7. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
CFDPRESC SWBACK CFDEN
Access R/W R/W R/W
Reset 0 0 0

Bit 2 - CFDPRESC Clock Failure Detector Prescaler
This bit selects the prescaler for the Clock Failure Detector.

Value Description

0 The CFD safe clock frequency is the OSCULP32K frequency
1 The CFD safe clock frequency is the OSCULP32K frequency divided by 2

Bit 1 - SWBACK Clock Switch Back
This bit controls the XOSC32K output switch back to the external clock or crystal oscillator in case of
clock recovery.

Value Description

0 The clock switch is disabled.

1 The clock switch is enabled. This bit is reset when the XOSC32K output is switched back to the external clock or
crystal oscillator.

Bit 0 - CFDEN Clock Failure Detector Enable
This bit selects the Clock Failure Detector state.
Note: After setting CFDEN to enable clock failure detection, STATUS.XOSC32KFAIL will always be set.
This first detection must be ignored. Subsequent setting of this bit will indicate actual clock failure
events.
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Value Description

0 The CFD is disabled.
1 The CFD is enabled.
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Name:
Offset:
Reset:

22.7.7. Event Control

EVCTRL
0x18
0x00000000

Property: PAC Write-Protection

Table 22-8. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
CFDEO
Access R/W
Reset 0

Bit 0 - CFDEO Clock Failure Detector Event Out Enable
This bit controls whether the Clock Failure Detector event output is enabled and an event will be
generated when the CFD detects a clock failure.
Note: To prevent false event generation, the CFDEO bit must be set or cleared only when the
XOSC32K is Disabled, (i.e. XOSC32K.ENABLE=0).

Value Description

0 Clock Failure Detector Event output is disabled, no event will be generated.
1 Clock Failure Detector Event output is enabled, an event will be generated.
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22.7.8. 32 kHz External Crystal Oscillator (XOSC32K) Control

Name: XOSC32K
Offset: 0x1C
Reset: 0x00200080

Property: PAC Write-Protection

Table 22-9. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | CGM[3:0] | | |
Access R/W R/W R/W R/W
Reset 1 0 0 0
Bit 15 14 13 12 11 10 9 8
STARTUP[3:0]
Access R/W R/W R/W R/W
Reset 0 0 0 0
Bit 7 6 5 4 3 2 1 0
ONDEMAND | XTALEN | ENABLE |
Access R/W R/W R/W
Reset 1 0 0

Bits 21:18 - CGM[3:0] Control Gain Mode
These bits control the gain of the external crystal oscillator.
These bits are enable-protected.

0x0 CGMO  The lower Control Gain Mode value
0x1 CGM1 A higher Control Gain Mode value than CGMO
0x2 CGM2 A higher Control Gain Mode value than CGM1
0x3 CGM3 A higher Control Gain Mode value than CGM2
0x4 CGM4 A higher Control Gain Mode value than CGM3

A higher Control Gain Mode value than CGM4:
0x5 CGM5 + Min Recommended for SF=3, ESR < 100K

*  Min Recommended for SF=5, ESR < 60K
0x6 CGM6 A higher Control Gain Mode value than CGM5
0x7 CGM7 A higher Control Gain Mode value than CGM6
0x8 CGM8 A higher Control Gain Mode value than CGM7
0x9 CGM9 A higher Control Gain Mode value than CGM8
0xA  CGM10 A higher Control Gain Mode value than CGM9, ( Min Recommended for SF=5, ESR < 100K)
0xB  CGM11 A higher Control Gain Mode value than CGM10
0xC =~ CGM12 A higher Control Gain Mode value than CGM11
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CGM (continued)

m Description

0xD  CGM13 A higher Control Gain Mode value than CGM12
0xE ~ CGM14 A higher Control Gain Mode value than CGM13
0xF  CGM15 The highest Control Gain Mode value

Note:
1. These bits are enable-protected. They cannot be written to if XOSC32K.ENABLE = 1.

Bits 11:8 - STARTUP[3:0] Oscillator Start-Up Time
These bits select the start-up time for the XOSC32K oscillator. The OSCULP32K oscillator is used to
clock the start-up counter. The given time assumes an XOSC32K crystal frequency of 32.768 kHz.
After the XOSC32K.STARTUP time has expired, the XOSC32K clock is released internally after the
selected programmable startup clock cycles plus 3 additional XOSC32 periods. The Clock Fail Detect
(CFD) monitoring also starts when the clock is released for internal use. The user selected start-up
time must equal or exceed the start-up time defined in the electrical characteristics.

XO0SC32K Approximate
TARTUP[2: LP32K Clock | . .
S UP[2:0] OSCULP32K Clock Cycles Clock Cycles Equivalent Time
0x0 1

+ 3 = ~122 ps
0x1 16 + 3 = ~580 ps
0x2 32 + 3 = ~1.07 ms
0x3 2048 + 3 = ~62.6 ms
0x4 4096 + 3 = ~125.1 ms
0x5 8192 + 3 = ~250.1 ms
0x6 16384 + 3 = ~500.1 ms
0x7 32768 + 3 = ~1s
0x8 65536 + 3 = ~2s
0x9 131072 + 3 = ~4s
OxA 262144 + 3 = ~8s

0xB - OxF Reserved

Note: These bits are enable-protected. They cannot be written to if XOSC32K.ENABLE = 1.
These bits are valid only when XOSC32K.XTALEN = 1, crystal XOSC32K selected.

Bit 7 - ONDEMAND On Demand Control
This bit controls how the XOSC32K behaves when a peripheral clock request is detected.
Note: This bit is enable-protected. It cannot be written to if XOSC32K.ENABLE = 1.

Value Description

0 XOSC32K always run
1 Only run if requested by a peripheral

Bit 2 - XTALEN Crystal Oscillator Enable
This bit controls the connections between the I/0 pads and the external clock or crystal oscillator.
Note: This bit is enable-protected. It cannot be written to if XOSC32K.ENABLE = 1.

Value Description

0 External clock connected on XIN32. XOUT32 can be used as general-purpose I/0.
1 Crystal connected to XIN32/XOUT32.

Bit 1 - ENABLE Oscillator Enable
Note: It is necessary to wait for STATUS.XOSC32KRDY = 0 before enabling the XOSC32K.

Value Description

0 The 32K oscillator is disabled.
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Value Description

1 The 32K oscillator is enabled.
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23. Watchdog Timer (WDT)

23.1. Overview

The Watchdog Timer (WDT) is a system function for monitoring correct program operation. It makes
it possible to recover from error situations such as runaway or deadlocked code. The WDT is
configured to a predefined time-out period, and is constantly running when enabled. If the WDT

is not cleared within the time-out period, it will issue a system reset. An early-warning interrupt is
available to indicate an upcoming watchdog time-out condition.

The window mode makes it possible to define a time slot (or window) inside the total time-out
period during which the WDT must be cleared. If the WDT is cleared outside this window, either too
early or too late, a system reset will be issued. Compared to the normal mode, this can also catch
situations where a code error causes the WDT to be cleared frequently.

When enabled, the WDT will run in active mode and all sleep modes. It is asynchronous and runs
from a CPU-independent clock source. The WDT will continue operation and issue a system reset or
interrupt even if the main clocks fail.
23.2. Features
The following are key features of the WDT module:
+ Issues a system reset if the Watchdog Timer is not cleared before its time-out period
« Early Warning interrupt generation
+ Asynchronous operation from dedicated oscillator
+ Two types of operation
- Normal
- Window mode

+ Selectable time-out periods
- From 8 cycles to 16,384 cycles in Normal mode

- From 16 cycles to 32,768 cycles in Window mode
+ Always-On capability

23.3. Block Diagram

Figure 23-1. WDT Block Diagram

0xA5

l 0
CLEAR ﬂ

CLK_WDT_OSC
OSC32KCTRL COUNT

perWINDOWS/EWOFFSET —— NG
I—> Early Warning Interrupt
Reset
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23.4. Peripheral Dependencies

Base Address
PAC Peripheral ID
(PAC.WRCTRL.PERIDX)
Power Domain

)
£
T

P4

©
o
@

<
=

]
9]

o

NVIC IRQ Index: Source
MCLK AHBx/APBXx
Clock Enable Mask Bit

WDT 0x4401_6000 11:EW MCLK.CLKMSK1[11] 1 VDDREG
23.5. Functional Description

23.5.1. Principle of Operation

The Watchdog Timer (WDT) is a system for monitoring correct program operation, making it possible
to recover from error situations such as runaway code, by issuing a Reset. When enabled, the WDT
is a constantly running timer that is configured to a predefined time-out period. Before the end of
the time-out period, the WDT should be set back, or else a system Reset is issued.

The WDT has two modes of operation, Normal mode and Window mode. Both modes offer the
option of Early Warning interrupt generation. The description for each of the basic modes is given
below. The settings in the Control A register (CTRLA) and the Interrupt Enable register (handled by
INTENCLR/INTENSET) determine the mode of operation:

Table 23-1. WDT Operating Modes

0 X X

Stopped
Normal mode

0 0

0 1 Normal mode with Early Warning interrupt
1 0 Window mode

1 1

1
1
1
1 Window mode with Early Warning interrupt

23.5.2. Basic Operation

23.5.2.1. Initialization
The following bits are enable-protected, meaning that they can only be written when the WDT is
disabled (CTRLA.ENABLE = 0):

+ Control A register (CTRLA), except the Enable bit (CTRLA.ENABLE) and Always-On bit
(CTRLA.ALWAYSON)

« Configuration register (CONFIG)
« Early Warning Interrupt Control register (EWCTRL)

The Enable-protected bits in the CTRLA register can be written at the same time as CTRLA.ENABLE is
written to '1', but not at the same time as CTRLA.ENABLE is written to '0".

The WDT can be configured only while the WDT is disabled. The WDT is configured by defining
the required Time-Out Period bits in the Configuration register (CONFIG.PER). If Window mode
operation is desired, the Window Enable bit in the Control A register must be set (CTRLA.WEN = 1)
and the Window Period bits in the Configuration register (CONFIG.WINDOW) must be defined.

Enable-protection is denoted by the "Enable-Protected" property in the register description.

23.5.2.2. Configurable Reset Values
After a Power-on Reset, some registers will be loaded with initial values from the USER CFG page.

This includes the following bits and bit groups:
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« Enable bit in the Control A register, CTRLA.ENABLE

+ Always-On bit in the Control A register, CTRLA.ALWAYSON

* Run In Standby Enable bit in the Control A register (CTRLA.RUNSTDBY)

+  Watchdog Timer Windows Mode Enable bit in the Control A register, CTRLA.WEN

«  Watchdog Timer Windows Mode Time-Out Period bits in the Configuration register,
CONFIG.WINDOW

+ Time-Out Period bits in the Configuration register, CONFIG.PER

+ Early Warning Interrupt Time Offset bits in the Early Warning Interrupt Control register,
EWCTRL.EWOFFSET

23.5.2.3. Enabling, Disabling, and Resetting

The WDT is enabled by writing a '1' to the Enable bit in the Control A register (CTRLA.ENABLE). The
WDT is disabled by writing a '0' to CTRLA.ENABLE.

The WDT can be disabled only if the Always-On bit in the Control A register (CTRLA.ALWAYSON) is '0'.

23.5.2.4. Normal Mode

In Normal mode operation, the length of a time-out period is configured in CONFIG.PER. The WDT is
enabled by writing a '1' to the Enable bit in the Control A register (CTRLA.ENABLE). Once enabled, the
WDT will issue a system reset if a time-out occurs. This can be prevented by clearing the WDT at any
time during the time-out period.

The WDT is cleared and a new WDT time-out period is started by writing OxA5 to the Clear register
(CLEAR). Writing any other value than OxA5 to CLEAR will issue an immediate system reset.

There are 12 possible WDT time-out (TOwpt) periods, selectable from 8ms to 16s.

By default, the early warning interrupt is disabled. If it is desired, the Early Warning Interrupt Enable
bit in the Interrupt Enable register (INTENSET.EW) must be written to '1". The Early Warning Interrupt
is disabled again by writing a '1' to the Early Warning Interrupt bit in the Interrupt Enable Clear
register INTENCLR.EW).

If the Early Warning Interrupt is enabled, an interrupt is generated prior to a WDT time-out
condition. In Normal mode, the Early Warning Offset bits in the Early Warning Interrupt Control
register, ENCTRL.EWOFFSET, define the time when the early warning interrupt occurs. The Normal
mode operation is illustrated in the figure Normal-Mode Operation.

Figure 23-2. Normal-Mode Operation

WDT Count
N

Timely WDT Clear

PER[3:0] =1 -
" WDT Timeout
/ « System Reset
EWOFFSET[3:0] = 0

Early Warning Interrupt

! ! ! ! ! ! t[ms]

23.5.2.5. Window Mode

In Window mode operation, the WDT uses two different time specifications: the WDT can only be
cleared by writing 0xA5 to the CLEAR register after the closed window time-out period (TOwpTw),
during the subsequent Normal time-out period (TOwprt). If the WDT is cleared before the time
window opens (before TOwprw is over), the WDT will issue a system reset.
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23.5.3.

23.5.4.

Both parameters TOwptw and TOwpt are periods in a range from 8ms to 16s, so the total duration of
the WDT time-out period is the sum of the two parameters.

The closed window period is defined by the Window Period bits in the Configuration register
(CONFIG.WINDOW), and the open window period is defined by the Period bits in the Configuration
register (CONFIG.PER).

By default, the Early Warning interrupt is disabled. If it is desired, the Early Warning Interrupt Enable
bit in the Interrupt Enable SET register (INTENSET.EW) must be written to '1'. The Early Warning
Interrupt is disabled again by writing a '1' to the Early Warning Interrupt bit in the Interrupt Enable
Clear (INTENCLR.EW) register.

If the Early Warning interrupt is enabled in Window mode, the interrupt is generated at the start
of the open window period, i.e. after TOywptw. The Window mode operation is illustrated in figure
Window-Mode Operation.

Figure 23-3. Window-Mode Operation
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Clocks

The WDT bus clock (CLK_WDT_APB) can be enabled and disabled (masked) in the Main Clock module
(MCLK).

A 1024 Hz oscillator clock (CLK_WDT_OSC) is required to clock the WDT internal counter.

The CLK_WDT_OSC clock is sourced from the clock of the internal Ultra Low-Power Oscillator
(OSCULP32K).

Watchdog time-out period variations must be considered when implementing
software that uses the WDT to ensure that the time-out periods used are valid for
all devices. Refer to the OSCULP32K Electrical Specifications section of the Electrical
Characteristics chapter.

/\ CAUTION

The counter clock CLK_WDT_OSC is asynchronous to the bus clock (CLK_WDT_APB). Due to this
asynchronicity, writing to certain registers will require synchronization between the clock domains.
Refer to Synchronization for further details.

Note: The FREQM module can be used to calibrate the output of the OSCULP32K clock against a
refererence clock, thereby reducing the uncertainty in setting WDT windows.

Interrupts
The WDT has the following interrupt source:

+ Early Warning (EW): Indicates that the counter is approaching the time-out condition.
- This interrupt is an asynchronous wake-up source.
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Each interrupt source has an interrupt flag associated with it. The interrupt flag in the Interrupt Flag
Status and Clear (INTFLAG) register is set when the interrupt condition occurs.

Each interrupt can be individually enabled by writing a '1' to the corresponding bit in the Interrupt
Enable Set (INTENSET) register, and disabled by writing a '1' to the corresponding bit in the Interrupt
Enable Clear (INTENCLR) register.

An interrupt request is generated when the interrupt flag is set and the corresponding interrupt
is enabled. The interrupt request remains active until the interrupt flag is cleared, the interrupt

is disabled, or the WDT is reset. See the INTFLAG register description for details on how to clear
interrupt flags. All interrupt requests from the peripheral are ORed together at the system level to
generate one combined interrupt request to the Nested vector Interrupt Controller. The user must
read the INTFLAG register to determine which interrupt condition is present.

Note: Interrupts must be globally enabled for interrupt requests to be generated.

23.5.5. Sleep Mode Operation

The Run-In-Standby bit in Control A (CTRLA.RUNSTDBY) control the behavior of the WDT during
standby sleep mode. When the bit is zero, the watchdog is disabled during sleep, but maintains its
current configuration. When CTRLA.RUNSTDBY is '1', the WDT continues to operate during sleep.

23.5.6. Debug Operation
When the CPU is halted in debug mode the WDT will halt normal operation.

23.5.7. Synchronization
Some registers (or bit fields within a register) require synchronization when read and/or written.

Synchronization is denoted by the "Read-Synchronized" (or "Read-Synchronized Bits”) and/or "Write-
Synchronized" (or "Write-Synchronized Bits”) property in each individual register description.

For more details, refer to Register Synchronization.

23.5.8. Additional Features

23.5.8.1. Always-On Mode
The Always-On mode is enabled by setting the Always-On bit in the Control A register
(CTRLA.ALWAYSON=1). When the Always-On mode is enabled, the WDT runs continuously,
regardless of the state of CTRLA.ENABLE. Once written, the Always-On bit can only be cleared by
a power-on reset. The Configuration (CONFIG) and Early Warning Control (EWCTRL) registers are
read-only registers while the CTRLA.ALWAYSON bit is set. Therefore, the time period configuration
bits (CONFIG.PER, CONFIG.WINDOW, EWCTRL.EWOFFSET) of the WDT cannot be changed.

Enabling or disabling Window mode operation by writing the Window Enable bit (CTRLA.WEN) is
allowed while in Always-On mode, but note that CONFIG.PER cannot be changed.

The Interrupt Clear and Interrupt Set registers are accessible in the Always-On mode. The Early
Warning interrupt can still be enabled or disabled while in the Always-On mode, but note that
EWCTRL.EWOFFSET cannot be changed.

Table WDT Operating Modes With Always-On shows the operation of the WDT for
CTRLA.ALWAYSON=1.

Table 23-2. WDT Operating Modes With Always-On
WeN | incerupt Enable ——Mode
0 0 Always-on and normal mode
0 1 Always-on and normal mode with Early Warning interrupt
1 0 Always-on and window mode
1 1

Always-on and window mode with Early Warning interrupt
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23.5.8.2. Early Warning

The Early Warning interrupt notifies that the WDT is approaching its time-out condition. The Early
Warning interrupt behaves differently in Normal mode and in Window mode.

In Normal mode, the Early Warning interrupt generation is defined by the Early Warning Offset
in the Early Warning Control register (EWCTRL.EWOFFSET). The Early Warning Offset bits define
the number of CLK_WDT_OSC clocks before the interrupt is generated, relative to the start of the
watchdog time-out period.

The user must take caution when programming the Early Warning Offset bits. If these bits define an
Early Warning interrupt generation time greater than the watchdog time-out period, the watchdog
time-out system reset is generated prior to the Early Warning interrupt. Consequently, the Early
Warning interrupt will never be generated.

In Window mode, the Early Warning interrupt is generated at the start of the open window period.
In a typical application where the system is in sleep mode, the Early Warning interrupt can be used
to wake up and clear the Watchdog Timer, after which the system can perform other tasks or return
to sleep mode.

If the WDT is operating in Normal mode with CONFIG.PER = 0x2 and
EWCTRL.EWOFFSET = 0x1, the Early Warning interrupt is generated 16 CLK_WDT_OSC
clock cycles after the start of the time-out period. The time-out system reset is
generated 32 CLK_WDT_OSC clock cycles after the start of the watchdog time-out
period.
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23.6.

0x00
0x01
0x02
0x03
0x04
0x05
0x06
0x07

0x08

0x0C
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Register Summary

For descriptions and definitions of both Register and bitfield properties, refer to Register Properties.

Cofet | Name lowposl 7 | o |

CTRLA
CONFIG
EWCTRL
Reserved
INTENCLR
INTENSET
INTFLAG
Reserved

SYNCBUSY

CLEAR

7:0 ALWAYSON = RUNSTDBY
7:0 WINDOW[3:0]
7:0

7:0
7:0
7:0

31:24

23:16

15:8

7:0 CLEAR
7:0

IR B BN N

ALWAYSON ~ RUNSTDBY
CLEAR[7:0]

ENABLE
PER[3:0]
EWOFFSET[3:0]

WEN ENABLE

_ 10

EW
EW
EW
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23.6.1. Control A

Name: CTRLA

Offset: 0x00

Reset: x initially determined from USER CFG page after reset

Property: PAC Write-Protection, Write-Synchronized Bits, Enable-Protected Bits

Table 23-3. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 7 6 5 4 3 2 1 0
| ALWAYSON | RUNSTDBY | | | WEN | ENABLE | |
Access  R/W/CFG R/W/CFG R/W/CFG R/W/CFG
Reset X X X X

Bit 7 - ALWAYSON Always-On
This bit allows the WDT to run continuously. After being set, this bit cannot be written to '0', and
the WDT will remain enabled until a Power-on Reset is received. When this bit is '1', the Control
A register (CTRLA), the Configuration register (CONFIG) and the Early Warning Control register
(EWCTRL) will be read-only, and any writes to these registers are not allowed.
Writing a '0' to this bit has no effect.
These bit is loaded from User Configuration FUCFGO at startup.
Note: This bit is not enable-protected.

Value Description

0 The WDT is enabled and disabled through the ENABLE bit.
1 The WDT is enabled and can only be disabled by a power-on reset (POR).

Bit 6 - RUNSTDBY Run in Standby
This bit controls the behavior of the watchdog during Standby Sleep mode.

+  When CTRLA.ALWAYSON = 0, this bit is enable-protected by CTRLA.ENABLE.
+ When CTRLA.ALWAYSON = 1, this bit is not enable-protected by CTRLA.ENABLE.

These bit is loaded from User Configuration FUCFGO at start up.

Value Description

0 The WDT is disabled during Standby sleep mode.
1 The WDT is enabled continues to operate during Standby sleep mode.

Bit 2 - WEN Watchdog Timer Window Mode Enable
This bit enables Window mode.

+  When CTRLA.ALWAYSON = 0, this bit is enable-protected by CTRLA.ENABLE.
+ When CTRLA.ALWAYSON = 1, this bit is not enable-protected by CTRLA.ENABLE.

These bit is loaded from User Configuration FUCFGO at startup.

Value Description

0 Window mode is disabled (normal operation).
1 Window mode is enabled.

Bit 1 - ENABLE Enable
This bit enables or disables the WDT. It can only be written if CTRLA.ALWAYSON = 0.
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These bit is loaded from User Configuration FUCFGO at startup.

Note: This bit is write-synchronized: SYNCBUSY.ENABLE must be checked to ensure the
CTRLA.ENABLE synchronization is complete.

Note: This bit is not enable-protected.

Value Description
0 The WDT is disabled.
1 The WDT is enabled.
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23.6.2. Configuration

Name: CONFIG

Offset: 0x01

Reset: x initially determined from USER CFG page after reset
Property: PAC Write-Protection, Enable-Protected

Table 23-4. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 7 6 5 4 3 2 1 0
| WINDOW[3:0] | PER[3:0] |
Access  R/W/CFG R/W/CFG R/W/CFG R/W/CFG R/W/CFG R/W/CFG R/W/CFG R/W/CFG
Reset X X X X X X X X

Bits 7:4 - WINDOWI3:0] Window Mode Time-Out Period
In Window mode, these bits determine the watchdog closed window period as a number of cycles of
the 1024 Hz CLK_WDT_OSC clock. These bits are loaded from User Configuration FUCFGO at start-up.

Value Description

0x0 8 1kHz clock cycles
0x1 16 TkHz clock cycles
0x2 32 1kHz clock cycles
0x3 64 1kHz clock cycles
0x4 128 1kHz clock cycles
0x5 256 1kHz clock cycles
0x6 512 1kHz clock cycles
0x7 1024 1kHz clock cycles
0x8 2048 1kHz clock cycles
0x9 4096 1kHz clock cycles
OxA 8192 1kHz clock cycles
0xB 16384 1kHz clock cycles

0xC-0xF Reserved

Bits 3:0 - PER[3:0] Time-Out Period
These bits determine the watchdog time-out period as a number of 1024 Hz CLK_WDTOSC clock
cycles. In Window mode operation, these bits define the open window period. These bits are loaded
from User Configuration FUCFGO at startup.

Value Description

0x0 8 1kHz clock cycles
0x1 16 1kHz clock cycles
0x2 32 1kHz clock cycles
0x3 64 1kHz clock cycles
0x4 128 1kHz clock cycles
0x5 256 1kHz clock cycles
0x6 512 1kHz clock cycles
0x7 1024 1kHz clock cycles
0x8 2048 1kHz clock cycles
0x9 4096 1kHz clock cycles
OxA 8192 1kHz clock cycles
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Value Description

0xB 16384 1kHz clock cycles
0xC - OxF Reserved
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23.6.3. Early Warning Control

Name: EWCTRL

Offset: 0x02

Reset: x initially determined from USER CFG page after reset
Property: PAC Write-Protection, Enable-Protected

Table 23-5. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 7 6 5 4 3 2 1 0
| | | EWOFFSET[3:0] |
Access R/W/CFG R/W/CFG R/W/CFG R/W/CFG
Reset X X X X

Bits 3:0 - EWOFFSET[3:0] Early Warning Interrupt Time Offset
These bits determine the number of CLK_WDT_OSC clock cycles between the start of the watchdog
time-out period and the generation of the Early Warning interrupt. These bits are loaded from User
Configuration FUCFGO at start-up.

Value Description

0x0 8 CLK_WDT_OSC clock cycles
0x1 16 CLK_WDT_OSC clock cycles
0x2 32 CLK_WDT_OSC clock cycles
0x3 64 CLK_WDT_OSC clock cycles
0x4 128 CLK_WDT_OSC clock cycles
0x5 256 CLK_WDT_OSC clock cycles
0x6 512 CLK_WDT_OSC clock cycles
0x7 1024 CLK_WDT_OSC clock cycles
0x8 2048 CLK_WDT_OSC clock cycles
0x9 4096 CLK_WDT_OSC clock cycles
0xA 8192 CLK_WDT_OSC clock cycles
0xB 16384 CLK_WDT_OSC clock cycles

0xC - 0xF Reserved
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23.6.4. Interrupt Enable Clear

Name: INTENCLR
Offset: 0x04
Reset: 0x00

Property: PAC Write-Protection

This register allows the user to disable an interrupt without doing a read-modify-write operation.
Changes in this register will also be reflected in the Interrupt Enable Set (INTENSET) register.

Table 23-6. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 7 6 5 4 3 2 1 0
| | | | | [ Ew |
Access R/W
Reset 0

Bit 0 - EW Early Warning Interrupt Disable
Writing a '0' to this bit has no effect.
Writing a '1' to this bit clears the Early Warning Interrupt Enable bit, which disables the Early
Warning interrupt.

Value Description

0 The Early Warning interrupt is disabled.
1 The Early Warning interrupt is enabled.
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23.6.5. Interrupt Enable Set

Name: INTENSET
Offset: 0x05
Reset: 0x00

Property: PAC Write-Protection

This register allows the user to enable an interrupt without doing a read-modify-write operation.
Changes in this register will also be reflected in the Interrupt Enable Clear (INTENCLR) register.

Table 23-7. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 7 6 5 4 3 2 1 0
| | | | | [ Ew |
Access R/W
Reset 0

Bit 0 - EW Early Warning Interrupt Enable
Writing a '0' to this bit has no effect.
Writing a '1' to this bit sets the Early Warning Interrupt Enable bit, which enables the Early Warning

interrupt.

Value Description

0 The Early Warning interrupt is disabled.
1 The Early Warning interrupt is enabled.
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23.6.6. Interrupt Flag Status and Clear

Name: INTFLAG
Offset: 0x06
Reset: 0x00
Property: -

Note: Subsequent to an interrupt flag being cleared, the flag must be read back to verify the clear
before exiting the ISR. Failure to do this can result in duplicate interrupts.

Table 23-8. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 7 6 5 4 3 2 1 0
| | | | | [ Ew |
Access R/W/HS
Reset 0

Bit 0 - EW Early Warning
This flag is cleared by writing a '1' to it.
This flag is set when an Early Warning interrupt occurs, as defined by the EWOFFSET bit group in
EWCTRL.
Writing a '0' to this bit has no effect.
Writing a '1' to this bit clears the Early Warning interrupt flag.
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23.6.7. Synchronization Busy

Name: SYNCBUSY
Offset: 0x08
Reset: 0x00000000

Table 23-9. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
CLEAR ALWAYSON | RUNSTDBY WEN ENABLE
Access R R R R R
Reset 0 0 0 0 0

Bit 5 - CLEAR Clear Synchronization Busy

Value Description

Write synchronization of the CLEAR register is complete.
1 Write synchronization of the CLEAR register is ongoing.

Bit 4 - ALWAYSON Always-On Synchronization Busy

Value Description

Write synchronization of the CTRLA.ALWAYSON bit is complete.
1 Write synchronization of the CTRLA.ALWAYSON bit is ongoing.

Bit 3 - RUNSTDBY Run-In-Standby Synchronization Busy

Value Description

Write synchronization of the CTRLA.RUNSTDBY bit is complete.
1 Write synchronization of the CTRLA.RUNSTDBY bit is ongoing.

Bit 2 - WEN Window Enable Synchronization Busy

Value Description

Write synchronization of the CTRLA.WEN bit is complete.
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Value Description

1 Write synchronization of the CTRLA.WEN bit is ongoing.

Bit 1 - ENABLE Enable Synchronization Busy

Value Description

0 Write synchronization of the CTRLA.ENABLE bit is complete.
1 Write synchronization of the CTRLA.ENABLE bit is ongoing.
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23.6.8. Clear

Name: CLEAR

Offset: 0x0C

Reset: 0x00

Property: Write-Synchronized

Note: This register is write-synchronized: SYNCBUSY.CLEAR must be checked to ensure the CLEAR
register synchronization is complete.

Table 23-10. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 7 6 5 4 3 2 1 0
| CLEAR[7:0] |
Access W W W w W W w W
Reset 0 0 0 0 0 0 0 0

Bits 7:0 - CLEAR[7:0] Watchdog Clear
In Normal mode, writing OxAS5 to this register during the watchdog time-out period will clear the
Watchdog Timer and the watchdog time-out period is restarted.
In Window mode, any writing attempt to this register before the time-out period started (i.e., during
TOwptw) Will issue an immediate system Reset. Writing OxXA5 during the time-out period TOwpt
will clear the Watchdog Timer and the complete time-out sequence (first TOwptw then TOwpt) is
restarted.
In both modes, writing any other value than OxA5 will issue an immediate system Reset.
Note: This bit field is write-synchronized: SYNCBUSY.CLEAR must be checked to ensure the
CLEAR.CLEAR synchronization is complete.
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24. Frequency Meter (FREQM)

24.1. Overview

The Frequency Meter (FREQM) can be used to accurately measure the frequency of a clock source,
GCLK_FREQM_MSR, by comparing it to a known reference clock. It counts the number of periods of
the measured clock (GCLK_FREQM_MSR) with respect to the reference clock (GCLK_FREQM_REF). The
measurement is done for a period of REFNUM/fGCLK_FREQM_REF and stored in the Value register
(VALUE.VALUE). REFNUM is the number of Reference clock cycles selected in the Configuration A
register (CFGA.REFNUM) over which the duration of a measurement is to be done.

The frequency of the measured clock, fcik msr, is calculated by:

f _ (VALUE + 1+ Error)f
GCLK_FREQM_MSR REFNUM + 1 GCLK_FREQM_REF

Where,

Error represents the error introduced by the synchronization mechanism. The error can be a
maximum of two measured clock cycles.

24.2. Features
The following are key features of the FREQM module:

« Ratio can be measured with 24-bit accuracy

+ Accurately measures the frequency of an input clock source from GCLK_FREQM_MSR with
respect to a reference clock

+ Reference clock can be selected from the available GCLK_FREQM_REF sources
+ Measured clock can be selected from the available GCLK_FREQM_MSR sources
« Free-running support enabling continuous clock monitor with flexible window threshold selection

24.3. Block Diagram

Figure 24-1. FREQM Block Diagram

STATUS<1> WINUT<23:0>

GCLK_FREQM_MSR m
(From Peripheral Channel Ctl)
Cozli’_\gtER VALUE<23:0>
GCLK_0 TEnb | COMPARE

CFGA<8>
WINLT<23:0>

CTRLB<0> START

SN Tz'z’fgi'? WINMON INTERRUPT
GCLK_FREQM_REF INTFLAG<1>
(From Peripheral Channel Ctl) INTFLAG<0>
INTERRUPT
ENABLE DIVREF
CTRLA<1> CFGA<15> CFGA<T:0>

24.4. Signal Description

NEGETRVE] Description

GCLK_FREQM_MSR Digital Clock Input Measured clock source
GCLK_FREQM_REF Digital Clock Input Reference measurement clock source from peripheral channel
GCLKO Digital Clock Input Internal GCLKO

@ MICROCHIP

386



24.5. Peripheral Dependencies

w
wn
9]
=
k=]
°
<
]
w
3]
o

Peripheral
NVIC IRQ Index: Source
MCLK AHBx/APBXx
Clock Enable Mask Bit
GCLK Peripheral Channel
Clock Name:Register
PAC Peripheral Identifier
(PAC.WRCTRL.PERIDXx)
EVSYS Users
(EVSYS.USERmM)
EVSYS Generator
(EVSYS.CHANNELN.EVGENX)
Power Domain

GCLK_FREQM_MSRO:GCLK.PCHCTRL[2] 4 - DONE

FREQM  0x4401_4000 1v(\)/|:ND|v(|)(I)\lr§' MCLK.CLKMSK1[10] GCLK_FREQM_MSR1:PCHCTRL[3] 10 ST&‘RT 5: VDDREG
GCLK_FREQM_REF:PCHCTRL[4] WINMON

24.6. Clocks

The clock for the FREQM bus interface (CLK_APB_FREQM) is enabled and disabled by the Main Clock
Controller, the default state of CLK_APB_FREQM can be found in Peripheral Clock Masking.

Two generic clocks are used by the FREQM: Reference Clock (GCLK_FREQM_REF) and Measurement
Clock (GCLK_FREQM_MSR).

GCLK_FREQM_REF is required to clock the internal reference timer, which acts as the frequency
reference.

GCLK_FREQM_MSR is required to clock a ripple counter for frequency measurement. These clocks
must be configured and enabled in the generic clock controller before using the FREQM.

The FREQM has also the capability to use other internal clocks as source for frequency
measurement. These clocks are chip specific and must be configured and enabled before using
the FREQM.

24.7. Functional Description

24.7.1. Basic Operation

24.7.1.1. Initialization
Before enabling FREQM, the device and peripheral must be configured:
+ The generic reference clock (GCLK_FREQM_REF) must be configured and enabled.

Important: The reference clock must be slower than the measurement clock.

+  Write the number of Reference clock cycles for which the measurement is to be done in the
Configuration A register (CFGA.REFNUM).

The following registers are enable-protected, meaning that they can only be written when the
FREQM is disabled (CTRLA.ENABLE = 0):

+ Configuration A register (CFGA)

+ Control C register (CTRLC)

+ Event Control register (EVCTRL)

«  Window Monitor Lower Threshold register (WINLT)
+  Window Monitor Upper Threshold register (WINUT)

Enable-protection is denoted by the "Enable-Protected" property in the register description.
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The following register bits are enable-protected, meaning that they can only be written when the
FREQM is disabled (CTRLA.ENABLE = 0);

* On Demand Control bit in Control A register (CTRLA.ONDEMAND)
« Run During Standby bit in Control A register (CTRLA.RUNSTDBY)
+ Free Running Mode bit in Control A register (CTRLA.FREERUN)

The Enable-Protected bits in the CTRLA register can be written at the same time as CTRLA.ENABLE is
written to '1', but not at the same time as CTRLA.ENABLE is written to '0'.

24.7.1.2. Enabling, Disabling, and Resetting

The FREQM is enabled by writing a '1' to the Enable bit in the Control A register (CTRLA.ENABLE). The
peripheral is disabled by writing CTRLA.ENABLE=0.

The FREQM is reset by writing a '1' to the Software Reset bit in the Control A register (CTRLA.SWRST).
On software reset, all registers in the FREQM will be reset to their initial state, and the FREQM will be
disabled.

Then ENABLE and SWRST bits are write-synchronized.

24.7.1.3. Measurement
In the Configuration A register, the Number of Reference Clock Cycles field (CFGA.REFNUM) selects
the duration of the measurement. The measurement is given in number of GCLK_FREQM_REF
periods.

Note:
1. The REFNUM field must be written before the FREQM is enabled.

After the FREQM is enabled, writing a '1' to the START bit in the Control B register (CTRLB.START)
starts the measurement. The BUSY bit in the Status register (STATUS.BUSY) is set when the
measurement starts, and cleared when the measurement is complete.

Note: Writing a '1' to the START bit in the Control B register during a measurement will be ignored.

The Measurement Done interrupt provides an alternative way to detect measurement completion.
When the Measurement Done bit in Interrupt Enable Set register (INTENSET.DONE) is 1" and

a measurement is finished, the Measurement Done bit in the Interrupt Flag Status and Clear
register (INTFLAG.DONE) will be set and an interrupt request is generated. The result of the
measurement can be read from the Value register (VALUE.VALUE). The frequency of the measured
clock GCLK_FREQM_MSR is then:

f _ (VALUE + 1+ Error)f
CLK_MSR REFENUM + 1 GCLK_FREQM_REF

Where,

Error represents the error introduced by the synchronization mechanism. The error can be a
maximum of two CLK_MSR cycles.

Notes:

1. To make sure the measurement result (VALUE.VALUE[23:0]) is valid, the overflow status
(STATUS.OVF) must be checked.

2. Due to asynchronous operation, the VALUE Error measurement can be up to two samples.

In case an overflow condition occurred, indicated by the Overflow bit in the STATUS register
(STATUS.OVF), either the number of reference clock cycles must be reduced (CFGA.REFNUM), or

a faster reference clock must be configured. Once the configuration is adjusted, clear the overflow
status by writing a '1' to STATUS.OVF. Then another measurement can be started by writing a '1' to
CTRLB.START.

Note: The REFNUM field must be written before the FREQM is enabled.
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24.7.1.4. Window Monitor Mode
Window Monitor Mode causes the FREQM to compare each measurement result to pre-configured
thresholds. It can compare the value to see if it is below a lower, above an upper, within the upper
and lower, or outside of the upper and lower thresholds. The Window Monitor Mode is selected by
setting the Window Mode bits in the Control C register (CTRLC.WINMODE). Threshold values must
be written in the Window Monitor Lower Threshold register (WINLT.WINLT) and Window Monitor
Upper Threshold register (WINUT.WINUT).

The FREQM also supports an interrupt request for Window Monitor operation: When the Window
Monitor bit in Interrupt Enable Set register INTENSET.WINMON) is '1' and a measurement meets the
criteria defined in the Window Mode bits in the Control C register (CTRLC.WINMODE), the Window
Monitor bit in the Interrupt Flag Status and Clear register (INTFLAG.WINMON) will be set and an
interrupt request is generated.

24.7.1.5. Free Running Mode

Free Running Mode causes the FREQM to automatically start a new measurement after each
measurement is complete. The Free Running Mode can be disabled by disabling the module, or
by setting the Software Reset bit in the Control A register (CTRLA.SWRST = 1).

Important: In free running mode, when a new measurement starts, the VALUE
register will follow the MSR counter value. It is not recommended to read the
VALUE register when the free running operating mode is enabled.

Notes:

1. Infree running mode, the event detection is disabled. As consequence, all incoming events are
ignored and no actions will be triggered inside the FREQM module.

2. Writing to CTRLB.START when a measurement is in progress is ignored. The bit is always read
zero.

24.7.2. Interrupts
The FREQM has two interrupt sources:
+ DONE: A frequency measurement is done.
+ WINMON: A window compare valid condition is detected.

The interrupt flag in the Interrupt Flag Status and Clear (INTFLAG) register is set when the interrupt
condition occurs. The interrupt can be enabled by writing a '1' to the corresponding bit in the
Interrupt Enable Set (INTENSET) register, and disabled by writing a '1' to the corresponding bit in the
Interrupt Enable Clear (INTENCLR) register.

An interrupt request is generated when the interrupt flag is set and the corresponding interrupt
is enabled. The interrupt request remains active until the interrupt flag is cleared, the interrupt
is disabled, or the FREQM is reset. See INTFLAG for details on how to clear interrupt flags.

All interrupt requests from the peripheral are ORed together on system level to generate one
combined interrupt request to the NVIC. The user must read the INTFLAG register to determine
which interrupt condition is present.

This interrupt is a synchronous wake-up source.

Note: Interrupts must be globally enabled for interrupt requests to be generated.

24.7.3. Events
The FREQM can generate the following output events:

* Done (DONE): Measurement Done.
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+  Window Monitor (WINMON): Generated when the window monitor condition matches.

Setting an Event Output bit in the Event Control Register (EVCTRL.xXxEO=1) enables the
corresponding output event. Clearing this bit disables the corresponding output event. Refer to
the Event System chapter for details on configuring the event system.

The FREQM can take the following actions on an input event:

+ Start measurement (START): Start a new measurement. If a new START event is detected during
an ongoing measurement, the event is ignored.

Setting an Event Input bit in the Event Control register (EVCTRL.xxEI=1) enables the corresponding
action on input event. Clearing this bit disables the corresponding action on input event.

By default, the FREQM will detect a rising edge on the incoming event. If the FREQM action must
be performed on the falling edge of the incoming event, the event line must be inverted first. This
is done by setting the corresponding Event Invert Enable bit in Event Control register (EVCTRL.
STARTINV).

24.7.4. Sleep Mode Operation

During sleep modes, the ONDEMAND and RUNSTDBY bits in the Control A register (CTRLA) controls
the behavior of the FREQM clock requests, in cases where the FREQM is enabled (CTRLA.ENABLE = 1)
during a Sleep mode.

Table 24-1. FREQM Sleep Behavior

X X 0

Disabled

0 0 1 Always request the clocks in all sleep modes, except in Standby
mode.

0 1 1 On-demand clocks request in all sleep modes, except in Standby
mode.

1 0 1 Always request the clocks in all sleep modes.

1 1 1 On-demand clocks request in all sleep modes.

Note: By default, if RUNSTDBY = 0, an ongoing measurement is stopped when the device is going to
Standby Sleep mode. A new measurement will be restarted when the device exits the Standby Sleep
mode.
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24.8. Register Summary

Cofser | name | aicpos |

0x00
0x01

0x02

0x04
0x05
0x06
0x07
0x08
0x09
0x0A
0x0B

0x0C

0x10
0x14
Ox1F

0x20

0x24
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For descriptions and definitions of both Register and bitfield properties, refer to Register Properties.

7 | 6 | s | 4 | 3

CTRLA
CTRLB

CFGA

CTRLC
Reserved
EVCTRL
Reserved
INTENCLR
INTENSET
INTFLAG
STATUS

SYNCBUSY

VALUE

Reserved

WINLT

WINUT

7:0
7:0
15:8
7:0
7:0

7:0

7:0
7:0
7:0
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

ONDEMAND = RUNSTDBY

DIVREF
REFNUM[7:0]

WINMONEO  DONEEO

VALUE[23:16]
VALUE[15:8]
VALUE[7:0]

WINLT[23:16]
WINLT[15:8]
WINLT[7:0]

WINUT[23:16]
WINUT[15:8]
WINUT[7:0]

z

FREERUN ENABLE

WINMODE[2:0]

STARTINV

WINMON

WINMON

WINMON
OVF

ENABLE

SWRST
START
MSREL

STARTEI

DONE
DONE
DONE
BUSY

SWRST
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24.8.1. Control A

Name: CTRLA

Offset: 0x00

Reset: 0x80

Property: PAC Write-Protection

Table 24-2. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 7 6 5 4 3 2 1 0
| ONDEMAND | RUNSTDBY | | | FREERUN | ENABLE | SWRST |
Access R/W R/W R/W R/W R/W
Reset 1 0 0 0 0

Bit 7- ONDEMAND On Demand Control
During Sleep mode, the On Demand mode causes the FREQM clocks to be running when a
measurement is requested by a peripheral or if free running operation mode is enabled. If there is
no peripheral requesting the FREQM measurement, the module will not request any clock.
This bit is enable-protected.
Note: The ONDEMAND bit should always be set to '0".

Value Description

0 The FREQM is always requesting the clocks when CTRLA.ENABLE is set.
1 The FREQM is requesting the clocks only when a peripheral is requesting a measurement, or if free running
mode is enabled.

Bit 6 - RUNSTDBY Run in Standby
This bit controls how the FREQM clocks will be requested during Standby S leep mode.
This bit is enable-protected.

Value Description

0 The FREQM clocks are not requested during Standby Sleep mode. If CTRLA.ONDEMAND = 1, the FREQM will
request the clocks only if a measurement is requested. If CTRLA.ONDEMAND = 0, the FREQM clocks will be
requested as long as CTRLA.ENABLE is set.

1 The FREQM clocks are requested in standby sleep mode. If CTRLA.ONDEMAND = 1, the FREQM will request the
clocks only if a measurement is requested. If CTRLA.ONDEMAND = 0, the FREQM clocks will be requested as
long as CTRLA.ENABLE is set.

Bit 2 - FREERUN Free Running Mode
This bit controls the free running operation mode.
This bit is enable-protected.

Value Description

0 The free running operating mode is disabled.
1 The free running operating mode is enabled.

Bit 1 - ENABLE Enable
Due to synchronization there is delay from writing CTRLA.ENABLE until the peripheral is enabled/
disabled. The value written to CTRLA.ENABLE will read back immediately and the ENABLE bit in the
Synchronization Busy register (SYNCBUSY.ENABLE) will be set. SYNCBUSY.ENABLE will be cleared
when the operation is complete.
This bit is not enable-protected.
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Value Description

0 The peripheral is disabled.
1 The peripheral is enabled.

Bit 0 - SWRST Software Reset
Writing a '0' to this bit has no effect.
Writing a '1' to this bit resets all registers in the FREQM to their initial state, and the FREQM will be
disabled. Writing a '1" to this bit will always take precedence, meaning that all other writes in the
same write-operation will be discarded.
Due to synchronization there is a delay from writing CTRLA.SWRST until the Reset is complete.
CTRLA.SWRST and SYNCBUSY.SWRST will both be cleared when the Reset is complete.
This bit is not enable-protected.
Notes:

1. When the CTRLA.SWRST is written, the user should poll SYNCB.SWRST bit to know when the
reset operation is complete.

2. During a SWRST, access to registers/bits without SWRST are disallowed until SYNCBUSY.SWRST is
cleared by hardware.

Value Description

0 There is no ongoing Reset operation.
1 The Reset operation is ongoing.
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24.8.2. Control B

Name: CTRLB
Offset: 0x01
Reset: 0x00
Property: -

Table 24-3. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 7 6 5 4 3 2 1 0
| | | | | [ START |
Access R/W/HC
Reset 0

Bit 0 - START Start Measurement

Value Description

0 Writing a '0' has no effect.
1 Writing a '1' starts a single measurement.
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24.8.3. Configuration A

Name: CFGA

Offset: 0x02

Reset: 0x0000

Property: PAC Write-Protection, Enable-protected

Table 24-4. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 15 14 13 12 11 10 9 8
| DIVREF | | | | | | | MSREL |
Access R/W R/W
Reset 0 0
Bit 7 6 5 4 3 2 1 0
| REFNUM[7:0] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bit 15 - DIVREF Divide Reference Clock
Divides the reference clock by 8

Value Description

0 The reference clock is divided by 1.
1 The reference clock is divided by 8.

Bit 8 - MSREL Frequency Meter Clock Measure Selection

Value Description

0 Select GCLK_FREQM_MSR as FREQM clock to measure
1 Select GCLK_ 0 as FREQM clock to measure

Bits 7:0 - REFNUM[7:0] Number of Reference Clock Cycles

Selects the duration of a measurement in number of CLK_FREQM_REF cycles.
Note: The measurement reference period must be longer than 4 APB clock periods.
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24.8.4. Control C

Name: CTRLC

Offset: 0x04

Reset: 0x0000

Property: PAC Write-Protection, Enable-Protected

Table 24-5. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 7 6 5 4 3 2 1 0
| | | | WINMODE[2:0] |
Access R/W R/W R/W
Reset 0 0 0

Bits 2:0 - WINMODE[2:0] Window Monitor Mode
These bits enable and define the window monitor mode.

Value Name Description

0x0 DISABLE No window mode (default)
0x1 MODE1 VALUE > WINLT

0x2 MODE2 VALUE < WINUT

0x3 MODE3 WINLT < VALUE < WINUT
0x4 MODE4 I(WINLT < VALUE < WINUT)
0x5 - 0x7 Reserved
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24.8.5. Event Control

Name: EVCTRL

Offset: 0x06

Reset: 0x00

Property: PAC Write-Protection, Enable-Protected

Table 24-6. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 7 6 5 4 3 2 1 0
| | WINMONEO | DONEEO | | | STARTINV | STARTEl |
Access R/W R/W R/W R/W
Reset 0 0 0 0

Bit 5 - WINMONEO Window Monitor Event Out

Value Description

Window Monitor event output is disabled and an event will not be generated.
1 Window Monitor event output is disabled and an event will be generated.

Bit 4 - DONEEO Measurement Done Event Out

Value Description

Measurement Done event output is disabled and an event will not be generated.
1 Measurement Done event output is disabled and an event will be generated.

Bit 1 - STARTINV Start Measurement Event Invert Enable

Value Description

Start event input source is not inverted.
1 Start event input source is inverted.

Bit 0 - STARTEI Start Measurement Event Input Enable

Value Description

A new measurement will not be triggered on any incoming event.
1 A new measurement will be triggered on any incoming event.
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24.8.6. Interrupt Enable Clear

Name: INTENCLR

Offset: 0x08

Reset: 0x00

Property: PAC Write-Protection

Table 24-7. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 7 6 5 4 3 2 1 0
| | | | | WINMON | DONE |
Access R/W R/W
Reset 0 0

Bit 1 - WINMON Window Monitor Interrupt Disable
Writing a '0' to this bit has no effect.
Writing a '1' to this bit will clear the Window Monitor Interrupt Enable bit, which disables the Window
Monitor interrupt.

Value Description

0 The Window Monitor interrupt is disabled.
1 The Window Monitor interrupt is enabled.

Bit 0 - DONE Measurement Done Interrupt Disable
Writing a '0' to this bit has no effect.
Writing a '1' to this bit will clear the Measurement Done Interrupt Enable bit, which disables the
Measurement Done interrupt.

Value Description

0 The Measurement Done interrupt is disabled.
1 The Measurement Done interrupt is enabled.
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24.8.7. Interrupt Enable Set

Name: INTENSET

Offset: 0x09

Reset: 0x00

Property: PAC Write-Protection

Table 24-8. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 7 6 5 4 3 2 1 0
| | | | | WINMON | DONE |
Access R/W R/W
Reset 0 0

Bit 1 - WINMON Measurement Done Interrupt Enable
Writing a '0' to this bit has no effect.
Writing a '1' to this bit will set the Window Monitor Interrupt Enable bit, which enables the Window
Monitor interrupt.

Value Description

0 The Window Monitor interrupt is disabled.
1 The Window Monitor interrupt is enabled.

Bit 0 - DONE Measurement Done Interrupt Enable
Writing a '0' to this bit has no effect.
Writing a '1' to this bit will set the Measurement Done Interrupt Enable bit, which enables the
Measurement Done interrupt.

Value Description

0 The Measurement Done interrupt is disabled.
1 The Measurement Done interrupt is enabled.
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24.8.8. Interrupt Flag Status and Clear

Name: INTFLAG
Offset: 0x0A
Reset: 0x00
Property: -

Note: Subsequent to an interrupt flag being cleared, the flag must be read back to verify the clear
before exiting the ISR. Failure to do this can result in duplicate interrupts.

Table 24-9. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 7 6 5 4 3 2 1 0
| | | | | WINMON | DONE |
Access R/W R/W
Reset 0 0

Bit 1 - WINMON Window Monitor
This flag is set on the next clock cycle after a match with the window monitor condition, and an
interrupt request will be generated if INTENCLR/SET.WINMON is '1".
Writing a '0' to this bit has no effect.
Writing a '1' to this bit will clear the WINMON interrupt flag.
Note: This Flag will set after the TIMER has expired and a match with the window monitor condition
occurred. There will be some synchronization delay from the GCLK to APB clock domain after the
TIMER has expired. To avoid the user confusion, the INTFLAG.DONE and the INTFLAG.WINMON
should be set on the same APB clock edge.

Bit 0 - DONE Measurement Done
This flag is set when the STATUS.BUSY bit has a one-to-zero transition.
Writing a '0' to this bit has no effect.
Writing a '1' to this bit will clear the DONE interrupt flag.
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24.8.9. Status

Name: STATUS
Offset: 0x0B
Reset: 0x00
Property: -

Table 24-10. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 7 6 5 4 3 2 1 0
| | | | | Ovw | BUSY |
Access R/W R
Reset 0 0

Bit 1 - OVF Sticky Count Value Overflow
This bit is set when an overflow condition occurs to the value counter.
Writing a '0' to this bit has no effect.
Writing a '1' to this bit will clear the OVF status.

Bit 0 - BUSY FREQM Status

0 No ongoing frequency measurement.
1 Frequency measurement is ongoing.

This bit is set only when the measurements are triggered by a software start (CTRLB.START = 1).
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24.8.10. Synchronization Busy

Name: SYNCBUSY
Offset: 0x0C

Reset: 0x00000000
Property: -

Table 24-11. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
ENABLE SWRST
Access R R
Reset 0 0

Bit 1 - ENABLE Enable Synchronization Busy Flag
This bit is cleared when the synchronization of CTRLA.ENABLE is complete.
This bit is set when the synchronization of CTRLA.ENABLE is started.

Bit 0 - SWRST Software Reset Synchronization Busy Flag
This bit is cleared when the synchronization of CTRLA.SWRST is complete.
This bit is set when the synchronization of CTRLA.SWRST is started.
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24.8.11. Value

Name: VALUE
Offset: 0x10

Reset: 0x00000000
Property: -

Table 24-12. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware Bit is unknown at Reset
K Write to clear S Software settable bit —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
| VALUE[23:16]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
VALUE[15:8]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| VALUE[7:0]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 23:0 - VALUE[23:0] Measurement Value
Result from measurement.
Note: The register value is refreshed each time a start event is detected, and as long as a
measurement is ongoing. It is not recommended to read the register if the start of measurements
are triggered by peripheral events or it is in Free Running Mode.
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24.8.12. Window Monitor Lower Threshold

Name: WINLT
Offset: 0x20
Reset: 0x0000

Property: PAC Write-Protection, Enable-Protected

Table 24-13. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
| WINLT[23:16]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
WINLT[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| WINLT[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 23:0 - WINLT[23:0] Window Lower Threshold
When the Window Monitor bit in Interrupt Enable Set register, INTENSET.WINMON= 1, and the

VALUE register result of the measurement depends on CTRLC.WINMON, the Window Monitor bit in
the Interrupt Flag Status and Clear register, INTFLAG.WINMON, will be set and an interrupt request

is generated.
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24.8.13. Window Monitor Upper Threshold

Name: WINUT
Offset: 0x24
Reset: 0x0000

Property: PAC Write-Protection, Enable-Protected

Table 24-14. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
| WINUT[23:16]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
WINUT[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| WINUT[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 23:0 - WINUT[23:0] Window Upper Threshold
When the Window Monitor bit in Interrupt Enable Set register, INTENSET.WINMON= 1, and the

VALUE register result of the measurement depends on CTRLC.WINMON, the Window Monitor bit in
the Interrupt Flag Status and Clear register, INTFLAG.WINMON, will be set and an interrupt request

is generated.
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25. Real-Time Counter (RTC)

25.1. Overview

The Real-Time Counter (RTC) is a 32-bit counter with a 10-bit programmable prescaler that typically
runs continuously to keep track of time. The RTC can wake up the device from sleep modes using
the alarm/compare wake up, periodic wake up, overflow wake up mechanisms, or from the wake
inputs.

The RTC can generate periodic peripheral events from outputs of the prescaler, as well as alarm/
compare interrupts and peripheral events, which can trigger at any counter value. Additionally, the
timer can trigger an overflow interrupt and peripheral event, and can be reset on the occurrence
of an alarm/compare match. This allows periodic interrupts and peripheral events at very long and
accurate intervals.

The 10-bit programmable prescaler can scale down the clock source. By this, a wide range of
resolutions and time-out periods can be configured. With a 32.768kHz clock source, the minimum
counter tick interval is 30.5us and time-out periods can range up to 36 hours. For a counter tick
interval of 1s, the maximum time-out period is more than 136 years.
25.2. Features
The following are key features of the RTC module:
+ 32-bit counter with 10-bit prescaler
« Multiple clock sources
+ 32-bit or 16-bit counter mode
« Two 32-bit or four 16-bit compare values
+ Clock/Calendar mode
- Time in seconds, minutes, and hours (12/24)

- Date in day of month, month, and year
- Leap year correction
+ Digital prescaler correction/tuning for increased accuracy

+ Overflow, alarm/compare match and prescaler interrupts and events
- Optional clear on alarm/compare match

« Four general purpose registers

+ Tamper Detection
- Up to 8 static tamper inputs with programmable level detection

- Upto 8inputs and 8 outputs dynamic tamper (Active layer protection)
- Support for any kinds of static and dynamic combinations
- Timestamp on tampers event
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25.3. Block Diagram

Figure 25-1. RTC Block Diagram (Mode 0 — 32-Bit Counter)
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Figure 25-2. RTC Block Diagram (Mode 1 — 16-Bit Counter)
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FREQCORR
+120ppm
43.932Hz

OSC32KCTRL

XO0SC32K

0SCULP32K

RTCCTRL

> OVF

= ——— > CMPn

@ MICROCHIP

407



Figure 25-4. RTC Block Diagram (Tamper Detection Use Case)
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25.4. Signal Description

Table 25-1. Signal Description

RTC_IN[7:0]1 ™ Tamper Detection Input Digital input
RTC_OUT[7:0]1 ™M Tamper Detection Output Digital output
Notes:

1. The RTC_IN[5:7] and RTC_OUT[5:7] are not available on 100-pin packages .

2. Only the 10 pins in the VDDCORE_BU power domain can be used to wakeup the device
from Hibernate or Backup sleep modes, when using the RTC Tamper Detection features
(Wake/Capture/Active Layer Protection). These pins are RTC_INO, RTC_IN2, RTC_IN3, RTC_IN4,
RTC_OUTO.
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The RTC bus clock (CLK_RTC_APB) can be enabled and disabled in the Main Clock module MCLK, and
the default state of CLK_RTC_APB can be found in Peripheral Clock Masking section.

A 32KHz or 1KHz oscillator clock (CLK_RTC_OSC) is required to clock the RTC. This clock must be
configured and enabled in the 32KHz oscillator controller (OSC32KCTRL) before using the RTC.

This oscillator clock is asynchronous to the bus clock (CLK_RTC_APB). Due to this asynchronicity,
writing to certain registers will require synchronization between the clock domains. Refer to
Synchronization for further details.

When the CPU is halted in debug mode the RTC will halt normal operation. The RTC can be forced to
continue operation during debugging. Refer to DBGCTRL for details.

All registers with write-access are optionally write-protected by the peripheral access controller

Write-protection is denoted by the "PAC Write-Protection" property in the register description.

Write-protection does not apply to accesses through an external debugger. Refer to the PAC -

25.5.2. Debug Operation

25.5.3. Register Access Protection
(PAC), except the following registers:
+ Interrupt Flag Status and Clear (INTFLAG) register
Peripheral Access Controller for details.

25.5.4. Analog Connections

A 32.768kHz crystal can be connected to the XIN32 and XOUT32 pins, along with any required load
capacitors. See the Electrical Characteristics for details on recommended crystal characteristics and

load capacitors.
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25.6.

25.6.1.

25.6.2.

Functional Description

Principle of Operation

The RTC keeps track of time in the system and enables periodic events, as well as interrupts and
events at a specified time. The RTC consists of a 10-bit prescaler that feeds a 32-bit counter. The
actual format of the 32-bit counter depends on the RTC operating mode.

The RTC can function in one of these modes:

* Mode 0 - COUNT32: RTC serves as 32-bit counter

+ Mode 1 - COUNT16: RTC serves as 16-bit counter

+ Mode 2 - CLOCK: RTC serves as clock/calendar with alarm functionality

Basic Operation

25.6.2.1. Initialization

The following bits are enable-protected, meaning that they can only be written when the RTC is
disabled (CTRLA.ENABLE=0):

+ Operating Mode bits in the Control A register (CTRLA.MODE)

+ Prescaler bits in the Control A register (CTRLA.PRESCALER)

+ Clear on Match bit in the Control A register (CTRLA.MATCHCLR)

+ Clock Representation bit in the Control A register (CTRLA.CLKREP)

+ GP Registers Reset On Tamper Enable bit in the Control A register (CTRLA.GPTRST)
The following registers are enable-protected:

« Control B register (CTRLB)

+ Event Control register (EVCTRL)

+ Tamper Control register (TAMPCTRL)

« Tamper Control B register (TAMPCTRLB)

Enable-protected bits and registers can be changed only when the RTC is disabled
(CTRLA.ENABLE=0). If the RTC is enabled (CTRLA.ENABLE=1), these operations are necessary: first
write CTRLA.ENABLE=0 and check whether the write synchronization has finished, then change the
desired bit field value. Enable-protected bits in CTRLA register can be written at the same time as
CTRLA.ENABLE is written to '1', but not at the same time as CTRLA.ENABLE is written to '0'.

Enable-protection is denoted by the "Enable-Protected" property in the register description.
The RTC prescaler divides the source clock for the RTC counter.

Note: In Clock/Calendar mode, the prescaler must be configured to provide a 1Hz clock to the
counter for correct operation.

The frequency of the RTC clock (CLK_RTC_CNT) is given by the following formula:

_ feLk rTc osc
fcLK RTCCNT = ~PRESCALER

The frequency of the oscillator clock, CLK_RTC_OSC, is given by fcik rrc_osc, and feik rre ont is the
frequency of the internal prescaled RTC clock, CLK_RTC_CNT.

25.6.2.2. Enabling, Disabling, and Resetting

@ MICROCHIP

The RTC is enabled by setting the Enable bit in the Control A register (CTRLA.ENABLE=1). The RTC is
disabled by writing CTRLA.ENABLE=0.
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The RTC is reset by setting the Software Reset bit in the Control A register (CTRLA.SWRST=1). All
registers in the RTC, except DEBUG, will be reset to their initial state, and the RTC will be disabled.
The RTC must be disabled before resetting it.

25.6.2.3. 32-Bit Counter (Mode 0)

When the RTC Operating Mode bits in the Control A register (CTRLA.MODE) are written to 0x0,
the counter operates in 32-bit Counter mode. The block diagram of this mode is shown in the
Block Diagram. When the RTC is enabled, the counter will increment on every 0-to-1 transition of
CLK_RTC_CNT. The counter will increment until it reaches the top value of OXFFFFFFFF, and then
wrap to 0x00000000. This sets the Overflow Interrupt flag in the Interrupt Flag Status and Clear
register (INTFLAG.OVF).

The RTC counter value can be read from or written to the Counter Value register (COUNT) in 32-bit
format.

The counter value is continuously compared with the 32-bit Compare registers (COMPn,n=0..1).
When a compare match occurs, the Compare n Interrupt flag in the Interrupt Flag Status and Clear
register (INTFLAG.CMPn, n=0..1) is set on the next 0-to-1 transition of CLK_RTC_CNT.

If the Clear on Match bit in the Control A register (CTRLA.MATCHCLR) is '1', the counter is cleared

on the next counter cycle when a compare match with COMPn occurs. This allows the RTC to
generate periodic interrupts or events with longer periods than the prescaler events. Note that
when CTRLA.MATCHCLR is '1', INTFLAG.CMPn and INTFLAG.OVF will both be set simultaneously on a
compare match with COMPn.

25.6.2.4. 16-Bit Counter (Mode 1)

When the RTC Operating Mode bits in the Control A register (CTRLA.MODE) are written to 0x1, the
counter operates in 16-bit Counter mode as shown in the Block Diagram. When the RTC is enabled,
the counter will increment on every 0-to-1 transition of CLK_RTC_CNT. In 16-bit Counter mode, the
16-bit Period register (PER) holds the maximum value of the counter. The counter will increment
until it reaches the PER value, and then wrap to 0x0000. This sets the Overflow Interrupt flag in the
Interrupt Flag Status and Clear register (INTFLAG.OVF).

The RTC counter value can be read from or written to the Counter Value register (COUNT) in 16-bit
format.

The counter value is continuously compared with the 16-bit Compare registers (COMPn, n=0..3).
When a compare match occurs, the Compare n Interrupt flag in the Interrupt Flag Status and Clear
register (INTFLAG.CMPn, n=0..3) is set on the next 0-to-1 transition of CLK_RTC_CNT.

25.6.2.5. Clock/Calendar (Mode 2)

When the RTC Operating Mode bits in the Control A register (CTRLA.MODE) are written to 0x2, the
counter operates in Clock/Calendar mode, as shown in the Block Diagram. When the RTC is enabled,
the counter will increment on every 0-to-1 transition of CLK_RTC_CNT. The selected clock source and
RTC prescaler must be configured to provide a THz clock to the counter for correct operation in this
mode.

The time and date can be read from or written to the Clock Value register (CLOCK) in a 32-bit time/
date format. Time is represented as:

+ Seconds
*  Minutes
* Hours

Hours can be represented in either 12- or 24-hour format, selected by the Clock Representation bit
in the Control A register (CTRLA.CLKREP). This bit can be changed only while the RTC is disabled.

The date is represented in this form:

+ Day as the numeric day of the month (starting at 1)
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*  Month as the numeric month of the year (1 = January, 2 = February, etc.)

* Year as a value from 0x00 to 0x3F. This value must be added to a user-defined reference year.
The reference year must be a leap year (2016, 2020 etc). Example: the year value 0x2D, added to
a reference year 2016, represents the year 2061.

The RTC will increment until it reaches the top value of 23:59:59 December 31 of year value 0x3F,
and then wrap to 00:00:00 January 1 of year value 0x00. This will set the Overflow Interrupt flag in
the Interrupt Flag Status and Clear registers (INTFLAG.OVF).

The clock value is continuously compared with the 32-bit Alarm registers (ALARMn, n=0,1). When
an alarm match occurs, the Alarm n Interrupt flag in the Interrupt Flag Status and Clear registers
(INTFLAG.ALARMDN) is set on the next 0-to-1 transition of CLK_RTC_CNT. E.g. For a 1Hz clock counter,
it means the Alarm n Interrupt flag is set with a delay of 1s after the occurrence of alarm match.

Avalid alarm match depends on the setting of the Alarm Mask Selection bits in the Alarm n Mask
register (MASKn.SEL, n=0,1). These bits determine which time/date fields of the clock and alarm
values are valid for comparison and which are ignored.

If the Clear on Match bit in the Control A register (CTRLA.MATCHCLR) is set, the counter is cleared on
the next counter cycle when an alarm match with ALARMn occurs. This allows the RTC to generate
periodic interrupts or events with longer periods than it would be possible with the prescaler events
only (see Periodic Intervals).

Note: When CTRLA.MATCHCLR is 1, INTFLAG.ALARMn and INTFLAG.OVF will both be set
simultaneously on an alarm match with ALARMnN.

25.6.3. DMA Operation
The RTC generates the following DMA request:

« Tamper (TAMPER): The request is set on capture of the timestamp. The request is cleared when
the Timestamp register is read.

If the CPU accesses the registers which are source for DMA request set/clear condition, the DMA
request can be lost or the DMA transfer can be corrupted, if enabled.

25.6.4. Interrupts
The RTC has the following interrupt sources:

+ Overflow (OVF): Indicates that the counter has reached its top value and wrapped to zero.

+ Tamper (TAMPER): Indicates detection of valid signal on a tamper input pin or tamper event
input.

+ Compare (CMPn): Indicates a match between the counter value and the compare register.
« Alarm (ALARMN): Indicates a match between the clock value and the alarm register.

+ Period n (PERN): The corresponding bit in the prescaler has toggled. Refer to Periodic Intervals for
details.

Each interrupt source has an interrupt flag associated with it. The interrupt flag in the Interrupt
Flag Status and Clear (INTFLAG) register is set when the interrupt condition occurs. Each interrupt
can be individually enabled by setting the corresponding bit in the Interrupt Enable Set register
(INTENSET=1), and disabled by setting the corresponding bit in the Interrupt Enable Clear register
(INTENCLR=1).

An interrupt request is generated when the interrupt flag is raised and the corresponding interrupt
is enabled. The interrupt request remains active until either the interrupt flag is cleared, the
interrupt is disabled or the RTC is reset. See the description of the INTFLAG registers for details

on how to clear interrupt flags.
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All interrupt requests from the peripheral are ORed together on system level to generate one or
more combined interrupt request to the NVIC. Refer to the Nested Vector Interrupt Controller for
details. The user must read the INTFLAG register to determine which interrupt condition is present.

Note: Interrupts must be globally enabled for interrupt requests to be generated. Refer to the
Nested Vector Interrupt Controller for details.

25.6.5. Events
The RTC can generate the following output events:
« Overflow (OVF): Generated when the counter has reached its top value and wrapped to zero.

+ Tamper (TAMPER): Generated on detection of valid signal on a tamper input pin or tamper event
input.

+ Compare (CMPn): Indicates a match between the counter value and the compare register.
+ Alarm (ALARMN): Indicates a match between the clock value and the alarm register.

+ Period n (PERN): The corresponding bit in the prescaler has toggled. Refer to Periodic Intervals for
details.

+ Periodic Daily (PERD): Generated when the COUNT/CLOCK has incremented at a fixed period of
time.

Setting the Event Output bit in the Event Control Register (EVCTRL.xxxEO=1) enables the
corresponding output event. Writing a zero to this bit disables the corresponding output event.
Refer to the EVSYS - Event System for details on configuring the event system.

The RTC can take the following actions on an input event:
+  Tamper (TAMPEVT): Capture the RTC counter to the timestamp register. See Tamper Detection.

Writing a one to an Event Input Enable bit ((EVCTRL.TAMPEVEI) ) into the Event Control register
(EVCTRL) enables the action on input events. Writing a zero to this bit disables the action on input
events.

25.6.6. Sleep Mode Operation

The RTC will continue to operate in any sleep mode where the source clock is active. The RTC
interrupts can be used to wake up the device from a sleep mode. RTC events can trigger other
operations in the system without exiting the sleep mode.

An interrupt request will be generated after the wake-up if the Interrupt Controller is configured
accordingly. Otherwise the CPU will wake up directly, without triggering any interrupt. In this case,
the CPU will continue executing right from the first instruction that followed the entry into sleep.

The periodic events can also wake up the CPU through the interrupt function of the Event System. In
this case, the event must be enabled and connected to an event channel with its interrupt enabled.
See Event System for more information.

25.6.7. Synchronization

Due to asynchronicity between the main clock domain and the peripheral clock domains, some
registers need to be synchronized when written or read.

The following bits are synchronized when written:

+ Software Reset bit in Control A register, CTRLA.SWRST

+ Enable bit in Control A register, CTRLA.ENABLE

+ Count Read Synchronization bit in Control A register (CTRLA.COUNTSYNC)
+ Clock Read Synchronization bit in Control A register (CTRLA.COUNTSYNC)

The following registers are synchronized when written:
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« Counter Value register, COUNT

+ Clock Value register, CLOCK

+ Counter Period register, PER

+ Compare n Value registers, COMPn

« Alarm n Value registers, ALARMn

* Frequency Correction register, FREQCORR
+ Alarm n Mask register, MASKn

« The General Purpose n registers (GPn)

The following registers are synchronized when read:

* The Counter Value register, COUNT, if the Counter Read Sync Enable bit in CTRLA
(CTRLA.COUNTSYNCQ) is "1

+ The Clock Value register, CLOCK, if the Clock Read Sync Enable bit in CTRLA (CTRLA.CLOCKSYNC)
is'"

+ The Timestamp Value register (TIMESTAMP)

Required write synchronization is denoted by the "Write-Synchronized" property in the register
description.

Required read synchronization is denoted by the "Read-Synchronized" property in the register
description.

25.6.8. Additional Features

25.6.8.1. Periodic Intervals
The RTC prescaler can generate interrupts and events at periodic intervals, allowing flexible system
tick creation. Any of the upper eight bits of the prescaler (bits 2 to 9) can be the source of an
interrupt/event. When one of the eight Periodic Event Output bits in the Event Control register
(EVCTRL.PEREO[N=0..7]) is '1', an event is generated on the 0-to-1 transition of the related bit in the
prescaler, resulting in a periodic event frequency of;

_ fcLk RTC OSC
fPERIODIC(N) = EECEE

fcuk rTc osc is the frequency of the internal prescaler clock CLK_RTC_OSC, and n is the position of the
EVCTRL.PEREON bit. For example, PERO will generate an event every eight CLK_RTC_OSC cycles, PER1
every 16 cycles, etc. This is shown in the figure below.

Periodic events are independent of the prescaler setting used by the RTC counter, except if
CTRLA.PRESCALER is zero. Then, no periodic events will be generated.

Figure 25-5. Example Periodic Events

25.6.8.2. Frequency Correction

The RTC Frequency Correction module employs periodic counter corrections to compensate for a
too-slow or too-fast oscillator. Frequency correction requires that CTRLA.PRESCALER is greater than
1.
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The digital correction circuit adds or subtracts cycles from the RTC prescaler to adjust the frequency
in approximately 1ppm steps. Digital correction is achieved by adding or skipping a single count in
the prescaler once every 8192 CLK_RTC_OSC cycles. The Value bit group in the Frequency Correction
register (FREQCORR.VALUE) determines the number of times the adjustment is applied over 128 of
these periods. The resulting correction is as follows:

FREQCORR.VALUE

. _ 106
Correction in ppm = 8192128 10 "ppm

This results in a resolution of 0.95367ppm.

The Sign bit in the Frequency Correction register (FREQCORR.SIGN) determines the direction of the
correction. A positive value will add counts and increase the period (reducing the frequency), and a
negative value will reduce counts per period (speeding up the frequency).

Digital correction also affects the generation of the periodic events from the prescaler. When the
correction is applied at the end of the correction cycle period, the interval between the previous

periodic event and the next occurrence may also be shortened or lengthened depending on the

correction value.

25.6.8.3. General Purpose Registers
The RTC includes four General Purpose registers (GPn). These registers are reset only when the RTC
is reset or when tamper detection occurs while CTRLA.GPTRST=1, and remain powered while the
RTC is powered. They can be used to store user-defined values while other parts of the system are
powered off.

The general purpose registers 2*n and 2*n+1 are enabled by writing a '1' to the General Purpose
Enable bit n in the Control B register (CTRLB.GPnEN).

The GP registers share internal resources with the COMPARE/ALARM features. Each COMPARE/
ALARM register have a separate read buffer and write buffer. When the general purpose feature is
enabled the even GP uses the read buffer while the odd GP uses the write buffer.

When the COMPARE/ALARM register is written, the write buffer hold temporarily the COMPARE/
ALARM value until the synchronization is complete (bit SYNCBUSY.COMPnN going to 0). After the write
is completed the write buffer can be used as a odd general purpose register without affecting the
COMPARE/ALARM function.

If the COMPARE/ALARM function is not used, the read buffer can be used as an even general
purpose register. In this case writing the even GP will temporarily use the write buffer until the
synchronization is complete (bit SYNCBUSY.GPn going to 0). Therefore an even GP must be written
before writing the odd GP. Changing or writing an even GP needs to temporarily save the value of
the odd GP.

Before using an even GP, the associated COMPARE/ALARM feature must be disabled by writing a

'1" to the General Purpose Enable bit in the Control B register (CTRLB.GPnEN). To re-enable the
compare/alarm, CTRLB.GPnEN must be written to zero and the associated COMPn/ALARMn must be
written with the correct value.

An example procedure to write the general purpose registers GPO and GP1 is:

1. Wait for any ongoing write to COMPO to complete (SYNCBUSY.COMPOQ = 0). If the RTC
is operating in Mode 1, wait for any ongoing write to COMP1 to complete as well
(SYNCBUSY.COMP1 = 0).

Write CTRLB.GPOEN =1 if GPO is needed.
Write GPO if needed.

Wait for any ongoing write to GPO to complete (SYNCBUSY.GPO = 0). Note that GP1 will also show
as busy when GPO is busy.

5. Write GP1 if needed.
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The following table provides the correspondence of General Purpose Registers and the COMPARE/
ALARM read or write buffer in all RTC modes.

Table 25-2. General Purpose Registers Versus Compare/Alarm Registers: nin 0, 2, 4, 6...

GPn COMPN/2 write buffer (COMPn , COMPNn+1) write buffer ALARMO write buffer GPn+1
GPn+1 COMPN/2 read buffer (COMPn , COMPN+1) read buffer ALARMO read buffer

25.6.8.4. Tamper Detection
The RTC provides eight tamper channels that can be used for tamper detection.

The action of each tamper channel is configured using the Input n Action bits in the Tamper Control
register (TAMPCTRL.INNACT):

+ Off: Detection for tamper channel n is disabled.

+ Wake: A transition on INn input (tamper channel n) matching TAMPCTRL.TAMPLVLn will be
detected and the tamper interrupt flag (INTFLAG.TAMPER) will be set. The RTC value will not
be captured in the TIMESTAMP register.

+ Capture: A transition on INn input (tamper channel n) matching TAMPCTRL.TAMPLVLn will be
detected and the tamper interrupt flag (INTFLAG.TAMPER) will be set. The RTC value will be
captured in the TIMESTAMP register.

+ Active Layer Protection: A mismatch of an internal RTC signal routed between INn and OUTn pins
will be detected and the tamper interrupt flag (INTFLAG.TAMPER) will be set. The RTC value will
be captured in the TIMESTAMP register.

In order to determine which tamper source caused a tamper event, the Tamper ID register (TAMPID)
provides the detection status of each tamper channel. These bits remain active until cleared by
software.

A single interrupt request (TAMPER) is available for all tamper channels.

The RTC also supports an input event (TAMPEVT) for generating a tamper condition within the Event
System. The tamper input event is enabled by the Tamper Input Event Enable bit in the Event
Control register (EVCTRL.TAMPEVTEI).

Up to eight external inputs (INn) can be used for tamper detection. The polarity for each input is
selected with the Tamper Level bits in the Tamper Control register (TAMPCTRL.TAMPLVLN).

Separate debouncers are embedded for each external input. The debouncer for each

input is enabled/disabled with the Debounce Enable bits in the Tamper Control register
(TAMPCTRL.DEBNCn). The debouncer configuration is fixed for all inputs as set by the Control B
register (CTRLB). The debouncing period duration is configurable using the Debounce Frequency
field in the Control B register (CTRLB.DEBF). The period is set for all debouncers (i.e., the duration
cannot be adjusted separately for each debouncer).

When TAMPCTRL.DEBNCn = 0, INn is detected asynchronously. See Edge Detection with Debouncer
Enabled for an example.

When TAMPCTRL.DEBNCn = 1, the detection time depends on whether the debouncer operates
synchronously or asynchronously, and whether majority detection is enabled or not. Refer to the
table below for more details. Synchronous versus asynchronous stability debouncing is configured
by the Debounce Asynchronous Enable bit in the Control B register (CTRLB.DEBASYNC):

+ Synchronous (CTRLB.DEBASYNC = 0): INn is synchronized in two CLK_RTC periods and then must
remain stable for four CLK_RTC_DEB periods before a valid detection occurs. See Edge Detection
with Synchronous Stability Debouncing for an example.

+ Asynchronous (CTRLB.DEBASYNC = 1): The first edge on INn is detected. Further detection
is blanked until INn remains stable for four CLK_RTC_DEB periods. See Edge Detection with
Asynchronous Stability Debouncing for an example.
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Majority debouncing is configured by the Debounce Majority Enable bit in the Control B register
(CTRLB.DEBMA)). INn must be valid for two out of three CLK_RTC_DEB periods. See Edge Detection
with Majority Debouncing for an example.

Table 25-3. Debouncer Configuration

TAMPCTRL. CTRLB. DEBMAJ | CTRLB. Description
DEBNCn DEBASYNC

Detect edge on INn with no debouncing. Every edge detected is
immediately triggered.

1 0 0 Detect edge on INn with synchronous stability debouncing. Edge
detected is only triggered when INn is stable for 4 consecutive
CLK_RTC_DEB periods.

1 0 1 Detect edge on INn with asynchronous stability debouncing.
First detected edge is triggered immediately. All subsequent
detected edges are ignored until INn is stable for 4 consecutive
CLK_RTC_DEB periods.

1 1 X Detect edge on INn with majority debouncing. Pin INn is sampled
for 3 consecutive CLK_RTC_DEB periods. Signal level is determined
by majority-rule (LLL, LLH, LHL, HLL ='0" and LHH, HLH, HHL, HHH
=1,

Figure 25-6. Edge Detection with Debouncer Disabled

CLK_RTC_DEB
o L] M

TAMLVL=0

CLK_RTC
CLK_RTC_DEB

IN NE |?| NE | PE NE PE
out [ [1 [1
TAMLVL=1
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Figure 25-7. Edge Detection with Synchronous Stability Debouncing
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CLK_RTC
CLK_RTC_DEB
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Whenever an edge is detected, input must be
stable for 4 consecutive CLK_RTC_DEB in
order for edge to be considered valid
ouT [

TAMLVL=1

Figure 25-8. Edge Detection with Asynchronous Stability Debouncing
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Figure 25-9. Edge Detection with Majority Debouncing
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25.6.8.4.1. Timestamp
As part of tamper detection the RTC can capture the counter value (COUNT/CLOCK) into the
TIMESTAMP register. Three CLK_RTC periods are required to detect the tampering condition and
capture the value. The TIMESTAMP value can be read once the Tamper flag in the Interrupt Flag
register (INTFLAG.TAMPER) is set. If the DMA Enable bit in the Control B register (CTRLB.DMAEN) is
1", a DMA request will be triggered by the timestamp. In order to determine which tamper source
caused a capture, the Tamper ID register (TAMPID) provides the detection status of each tamper
channel and the tamper input event. A DMA transfer can then read both TIMESTAMP and TAMPID in
succession.

A new timestamp value cannot be captured until the Tamper flag is cleared, either by reading the
timestamp or by writing a “1' to INTFLAG.TAMPER. If several tamper conditions occur in a short
window before the flag is cleared, only the first timestamp may be logged. However, the detection of
each tamper will still be recorded in TAMPID.

The Tamper Input Event (TAMPEVT) will always perform a timestamp capture. To capture on

the external inputs (INn), the corresponding Input Action field in the Tamper Control register
(TAMPCTRL.INNACT) must be written to “1". If an input is set for wake functionality it does not capture
the timestamp; however the Tamper flag and TAMPID will still be updated.
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25.6.8.4.2. Active Layer Protection
The RTC provides a mean of detecting broken traces on the PCB, also known as Active layer
Protection. In this mode, a generated internal RTC signal can be directly routed over critical
components on the board using RTC OUT output pin to one RTC INn input pin. A tamper condition is
detected if there is a mismatch on the generated RTC signal.

The Active Layer Protection mode and the generation of the RTC signal is enabled by setting the
RTCOUT bit in the Control B register (CTRLB.RTCOUT).

Enabling active layer protection requires the following steps:

Enable the RTC prescaler output by writing a one to the RTC Out bit in the Control B register
(CTRLB.RTCOUT). The I/0 pins must also be configured to correctly route the signal to the
external pins.

Select the frequency of the output signal by configuring the RTC Active Layer Frequency field in
the Control B register (CTRLB.ACTF).

CLK_RTC

GCLK_RTC_OUT = m

Enable the tamper input n (INn) in active layer mode by writing 3 to the corresponding Input
Action field in the Tamper Control register (TAMPCTRL.INNACT). When active layer protection is
enabled and INn and OUTn pin are used, the value of INn is sampled on the rising edge of
CLK_RTC and compared to the expected value of OUTn. Therefore up to one CLK_RTC period is
available for propagation delay through the trace.

Select Active Layer Monitoring Source (TrustRAM or INNn/OUTn tamper pins) using the ALSIn bit of
the TAMPCTRLB register.

Enable Active Layer Protection by setting the CTRLB.RTCOUT bit.

@ MICROCHIP
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25.7.

Coser | wame lmeros| 7 | o |

0x00

0x02
0x04

0x08
0x0A

0x0C
O0xOE
Ox0F

0x10

0x14
0x15

0x17
0x18
0x1C
Ox1F

0x20

0x24

0x28
O0x3F
0x40
0x44

0x48

0x4C

Register Summary - 32-bit Counter Mode
For descriptions and definitions of both Register and bitfield properties, refer to Register Properties.

15:8
CTRLA
7:0
15:8
CTRLB
7:0
31:24
23:16
EVCTRL
15:8
7:0
15:8
INTENCLR
7:0
15:8
INTENSET
7:0
15:8
INTFLAG
7:0
DBGCTRL 7:0
Reserved
31:24
23:16
SYNCBUSY
15:8
7:0
FREQCORR 7:0
Reserved
31:24
23:16
COUNT
15:8
7:0
Reserved
31:24
23:16
COMPO
15:8
7:0
31:24
23:16
COMP1
15:8
7:0
Reserved
31:24
23:16
GPO
15:8
7:0
31:24
GP1 23:16
15:8
7:0
31:24
P2 23:16
15:8
7:0
31:24
GP3 23:16
15:8
7:0
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7
COUNTSYNC
MATCHCLR
SEPTO
DMAEN

OVFEO
PEREO7
OVF
PER7
OVF
PER7
OVF
PER7

COUNTSYNC

SIGN

s | 43

z

COUNT[31:24]

COUNT[23:16]
COUNT[15:8]
COUNT[7:0]

COMP[31:24]
COMP[23:16]
COMP[15:8]
COMP[7:0]
COMP[31:24]
COMP[23:16]
COMP[15:8]
COMP[7:0]

GP[31:24]
GP[23:16]
GP[15:8]
GP[7:0]
GP[31:24]
GP[23:16]
GP[15:8]
GP[7:0]
GP[31:24]
GP[23:16]
GP[15:8]
GP[7:0]
GP[31:24]
GP[23:16]
GP[15:8]
GP[7:0]

GPTRST PRESCALER[3:0]
MODE[1:0] ENABLE SWRST
ACTF[2:0] DEBF[2:0]
RTCOUT  DEBASYNC  DEBMAJ GP2EN GPOEN
PERDEO
TAMPEVEI
TAMPEREO CMPEOO[1:0]
PEREO6 PEREOS5 PEREO4 PEREO3 PEREO2 PEREO1 PEREOO
TAMPER CMP1 CMPO
PER6 PERS PER4 PER3 PER2 PER1 PERO
TAMPER CMP1 CMPO
PER6 PERS PER4 PER3 PER2 PER1 PERO
TAMPER CMP1 CMPO
PERS PER4 PER3 PER2 PER1 PERO
DBGRUN
GP3 GP2 GP1 GPO
COMPO COUNT  FREQCORR = ENABLE SWRST
VALUE[6:0]
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Register Summary - 32-bit Counter Mode (continued)

Cofiet | Name Jowposl 7 | 6 | 5 | 4 | 3 | 2 | 1 | o

0x50
Reserved
Ox5F
31:24 DEBNC7 DEBNC6 DEBNC5 DEBNC4 DEBNC3 DEBNC2 DEBNC1 DEBNCO
23:16 TAMLVL7 TAMLVL6E TAMLVL5 TAMLVL4 TAMLVL3 TAMLVL2 TAMLVL1 TAMLVLO
0x60 TAMPCTRL
15:8 IN7ACT[1:0] IN6ACT[1:0] IN5ACT[1:0] IN4ACT[1:0]
7:0 IN3ACT[1:0] IN2ACT[1:0] INTACT[1:0] INOACT[1:0]
31:24 COUNTI[31:24]
23:16 COUNTI[23:16]
0x64 TIMESTAMP
15:8 COUNT[15:8]
7:0 COUNT[7:0]
31:24 TAMPEVT
23:16
0x68 TAMPID
15:8
7:0 TAMPID7 TAMPID6 TAMPID5 TAMPID4 TAMPID3 TAMPID2 TAMPID1 TAMPIDO
31:24
23:16
0x6C TAMPCTRLB
15:8
7:0 ALSI7 ALSI6 ALSI5 ALSI4 ALSI3 ALSI2 ALSI1 ALSIO

422

@ MICROCHIP



25.7.1. Control A in COUNT32 mode (CTRLA.MODE = 0)

Name: CTRLA

Offset: 0x00

Reset: 0x0000

Property: PAC Write-Protection, Enable-Protected, Write-Synchronized

Table 25-4. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 15 14 13 12 11 10 9 8
[COUNTSYNC| GPTRST | | | PRESCALER[3:0] |
Access R/W R/IW R/W R/W R/W R/W
Reset 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| MATCHCLR | | | MODE[1:0] | ENABLE | SWRST |
Access R/W R/W R/W R/W R/W
Reset 0 0 0 0 0

Bit 15 - COUNTSYNC COUNT Read Synchronization Enable
The COUNT register requires synchronization when reading. Disabling the synchronization will
prevent reading valid values from the COUNT register.
This bit is not enable-protected.

Value Description

0 COUNT read synchronization is disabled
1 COUNT read synchronization is enabled

Bit 14 - GPTRST GP Registers Reset On Tamper Enable

Only GP registers enabled by the CTRLB.GPnEN bits are affected. This bit can be written only when

the peripheral is disabled.
This bit is not synchronized.

Note: Note: If CTRA.GPRST is set, the user is required to read the GPx register multiple times until
same value is confirmed for two consecutive reads. Otherwise, discard the false GPx register value.

Bits 11:8 - PRESCALER[3:0] Prescaler

These bits define the prescaling factor for the RTC clock source (GCLK_RTC) to generate the counter

clock (CLK_RTC_CNT). Periodic events and interrupts are not available when the prescaler is off.
These bits are not synchronized.

Value Name Description

0x0 OFF CLK_RTC_CNT = GCLK_RTC/1
0x1 DIV1 CLK_RTC_CNT = GCLK_RTC/1
0x2 DIV2 CLK_RTC_CNT = GCLK_RTC/2
0x3 DIv4 CLK_RTC_CNT = GCLK_RTC/4
0x4 DIV8 CLK_RTC_CNT = GCLK_RTC/8
0x5 DIV16 CLK_RTC_CNT = GCLK_RTC/16
0x6 DIV32 CLK_RTC_CNT = GCLK_RTC/32
0x7 DIve4 CLK_RTC_CNT = GCLK_RTC/64
0x8 DIV128 CLK_RTC_CNT = GCLK_RTC/128
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Value Name Description

0x9 DIV256 CLK_RTC_CNT = GCLK_RTC/256
0xA DIV512 CLK_RTC_CNT = GCLK_RTC/512
0xB DIV1024 CLK_RTC_CNT = GCLK_RTC/1024
0xC-0xF - Reserved

Bit 7 - MATCHCLR Clear on Match
This bit defines if the counter is cleared or not on a match.
This bit is not synchronized.

Value Description

0 The counter is not cleared on a Compare/Alarm 0 match
1 The counter is cleared on a Compare/Alarm 0 match

Bits 3:2 - MODE[1:0] Operating Mode
This bit group defines the operating mode of the RTC.
This bit is not synchronized.

Value Name Description

0x0 COUNT32 Mode 0: 32-bit counter
0x1 COUNT16 Mode 1: 16-bit counter
0x2 CLOCK Mode 2: Clock/calendar
0x3 - Reserved

Bit 1 - ENABLE Enable
Due to synchronization there is a delay between writing CTRLA.ENABLE and until the peripheral is
enabled/disabled. The value written to CTRLA.ENABLE will read back immediately and the Enable bit
in the Synchronization The Busy register (SYNCBUSY.ENABLE) will be set. SYNCBUSY.ENABLE will be
cleared when the operation is complete.
This bit is not enable-protected.

Value Description

0 The peripheral is disabled
1 The peripheral is enabled

Bit 0 - SWRST Software Reset
Writing a ‘0’ to this bit has no effect.
Writing a '1' to this bit resets all registers in the RTC (except DBGCTRL) to their initial state, and the
RTC will be disabled.
Writing a '1' to CTRLA.SWRST will always take precedence, meaning that all other writes in the same
write-operation will be discarded.
Due to synchronization there is a delay between writing CTRLA.SWRST and until the reset is
complete. CTRLA.SWRST will be cleared when the reset is complete.
This bit is not enable-protected.
Notes:

1. When the CTRLA.SWRST is written, the user must poll the SYNCB.SWRST bit to know when the
reset operation is complete.

2. During a SWRST, access to registers/bits without SWRST are disallowed until SYNCBUSY.SWRST is
cleared by hardware.

Value Description

0 There is not reset operation ongoing
1 The reset operation is ongoing
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25.7.2. Control B in COUNT32 mode (CTRLA.MODE = 0)

Name: CTRLB

Offset: 0x02

Reset: 0x0000

Property: PAC Write-Protection, Enable-Protected

Table 25-5. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 15 14 13 12 11 10 9 8
| SEPTO | ACTF[2:0] | | DEBF[2:0] |
Access R/W R/IW R/W R/IW R/W R/W R/W
Reset 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| DMAEN | RTCOUT | DEBASYNC | DEBMAJ | | | GP2EN | GPOEN |
Access R/W R/W R/W R/IW R/W R/W
Reset 0 0 0 0 0 0

Bit 15 - SEPTO Separate Tamper Outputs

Value Description

0 IN[Nn] is compared to OUTI[O].
1 IN[Nn] is compared to OUT[n].

Bits 14:12 - ACTF[2:0] Active Layer Frequency
These bits define the prescaling factor for the RTC clock output (OUT) used during active layer
protection in terms of the CLK_RTC.

Value Name Description

0x0 DIV2 CLK_RTC_OUT = CLK_RTC/ 2
0x1 DIvV4 CLK_RTC_OUT = CLK_RTC/ 4
0x2 DIV8 CLK_RTC_OUT =CLK_RTC/ 8
0x3 DIV16 CLK_RTC_OUT = CLK_RTC/ 16
0x4 DIV32 CLK_RTC_OUT = CLK_RTC/ 32
0x5 DIV64 CLK_RTC_OUT = CLK_RTC/ 64
0x6 DIV128 CLK_RTC_OUT = CLK_RTC/ 128
0x7 DIV256 CLK_RTC_OUT = CLK_RTC/ 256

Bits 10:8 - DEBF[2:0] Debounce Frequency
These bits define the prescaling factor for the input debouncers in terms of the CLK_RTC.

Value Name Description

0x0 DIV2 CLK_RTC_DEB = CLK_RTC/2
0x1 DIv4 CLK_RTC_DEB =CLK_RTC/ 4
0x2 DIV8 CLK_RTC_DEB = CLK_RTC/8
0x3 DIV16 CLK_RTC_DEB = CLK_RTC/ 16
0x4 DIV32 CLK_RTC_DEB = CLK_RTC/ 32
0x5 DIve4 CLK_RTC_DEB = CLK_RTC/ 64
0x6 DIV128 CLK_RTC_DEB = CLK_RTC/ 128
0x7 DIV256 CLK_RTC_DEB = CLK_RTC / 256
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Bit 7- DMAEN DMA Enable
The RTC can trigger a DMA request when the timestamp is ready in the TIMESTAMP register.

Value Description
0 Tamper DMA request is disabled. Reading TIMESTAMP has no effect on INTFLAG.TAMPER.
1 Tamper DMA request is enabled. Reading TIMESTAMP will clear INTFLAG.TAMPER.

Bit 6 - RTCOUT RTC Output Enable

Value Description
0 The RTC active layer output is disabled.
1 The RTC active layer output is enabled.

Bit 5 - DEBASYNC Debouncer Asynchronous Enable

Value Description
0 The tamper input debouncers operate synchronously.
1 The tamper input debouncers operate asynchronously.

Bit 4 - DEBMAJ Debouncer Majority Enable

Value Description
0 The tamper input debouncers match three equal values.
1 The tamper input debouncers match majority two of three values.

Bit 1 - GP2EN General Purpose 2 Enable

Value Description
0 COMP1 compare function enabled. GP2/GP3 disabled.
1 COMP1 compare function disabled. GP2/GP3 enabled.

Bit 0 - GPOEN General Purpose 0 Enable

Value Description
0 COMPO/1 compare function enabled. GPO/GP1 disabled.
1 COMPO/1 compare function disabled. GP0/GP1 enabled.
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25.7.3. Event Control in COUNT32 mode (CTRLA.MODE = 0)

Name: EVCTRL
Offset: 0x04
Reset: 0x00000000

Property: PAC Write-Protection, Enable-Protected

Table 25-6. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
| | | | | [_PERDEC_|]
Access R/W
Reset 0
Bit 23 22 21 20 19 18 17 16
| | | | | | TAMPEVEI |
Access R/W
Reset 0
Bit 15 14 13 12 11 10 9 8
OVFEO TAMPEREO CMPEON[1:0] |
Access R/W R/W R/W R/W
Reset 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| PEREO7 | PEREO6 | PEREO5 | PEREO4 | PEREO3 | PEREO2 | PEREO1 [ PEREOO |
Access R/W R/W R/W R/IW R/W R/IW R/W R/W
Reset 0 0 0 0 0 0 0 0

Bit 24 - PERDEO Periodic Interval Daily Event Output Enable

Value Description

0 Periodic Daily event is disabled and will not be generated.
1 Periodic Daily event is enabled and will be generated.

The event occurs at the overflow of the RTC counter (i.e., when the RTC counter goes from OxFFFF to 0x0000).

Bit 16 - TAMPEVEI Tamper Event Input Enable

Value Description

0 Tamper event input is disabled and incoming events will be ignored.
1 Tamper event input is enabled and incoming events will capture the COUNT value.

Bit 15 - OVFEO Overflow Event Output Enable

Value Description

0 Overflow event is disabled and will not be generated.
1 Overflow event is enabled and will be generated for every overflow.

Bit 14 - TAMPEREO Tamper Event Output Enable
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Value Description

0 Tamper event output is disabled and will not be generated.
1 Tamper event output is enabled and will be generated for every tamper input.

Bits 9:8 - CMPEON[1:0] Compare n Event Output Enable [n =1..0]

Value Description

0 Compare n event is disabled and will not be generated.
1 Compare n event is enabled and will be generated for every compare match.

Bits 0, 1, 2, 3, 4, 5, 6, 7 - PEREON Periodic Interval n Event Output Enable [n =7..0]
Note: The PEREO5, PEREO6, and PEREQ7 bits are not available on 100-pin packages (RTC_IN[5:7]

and RTC_OUTI[5:7]).

Value Description

0 Periodic Interval n event is disabled and will not be generated.
1 Periodic Interval n event is enabled and will be generated.
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25.7.4. Interrupt Enable Clear in COUNT32 mode (CTRLA.MODE=0)

Name: INTENCLR

Offset: 0x08

Reset: 0x0000

Property: PAC Write-Protection

This register allows the user to disable an interrupt without doing a read-modify-write operation.
Changes in this register will also be reflected in the Interrupt Enable Set (INTENSET) register.

Table 25-7. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 15 14 13 12 11 10 9 8
| OVF | TAMPER | | | | | cwmp1 | C™MPO |
Access R/W R/W R/W R/W
Reset 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| PER7 | PER6 | PERS PER4 PER3 PER2 | PERT | PERO |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bit 15 - OVF Overflow Interrupt Enable
Writing a '0' to this bit has no effect.
Writing a '1' to this bit will clear the Overflow Interrupt Enable bit, which disables the Overflow

interrupt.

Value Description

0 The Overflow interrupt is disabled.
1 The Overflow interrupt is enabled.

Bit 14 - TAMPER Tamper Interrupt Enable
Writing a '0' to this bit has no effect.
Writing a '1' to this but will clear the Tamper Interrupt Enable bit, which disables the Tamper
interrupt.

Value Description

0 The Tamper interrupt is disabled.
1 The Tamper interrupt is enabled.

Bits 8, 9 - CMPn Compare n Interrupt Enable [n = 1..0]
Writing a ‘0’ to this bit has no effect.
Writing a '1' to this bit will clear the Compare n Interrupt Enable bit, which disables the Compare n
interrupt.

Value Description

0 The Compare n interrupt is disabled
1 The Compare n interrupt is enabled.

Bits 0, 1, 2, 3, 4, 5, 6, 7 - PERn Periodic Interval n Interrupt Enable [n = 7..0]
Writing a '0' to this bit has no effect.
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Writing a '1' to this bit will clear the Periodic Interval n Interrupt Enable bit, which disables the
Periodic Interval n interrupt.

Note: The PER5, PER6, and PER7 bits are not available on 100-pin packages (RTC_IN[5:7] and
RTC_OUTI5:7]).

Value Description
0 Periodic Interval n interrupt is disabled.

1 Periodic Interval n interrupt is enabled.
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25.7.5. Interrupt Enable Set in COUNT32 mode (CTRLA.MODE = 0)

Name: INTENSET

Offset: 0x0A

Reset: 0x0000

Property: PAC Write-Protection

This register allows the user to enable an interrupt without doing a read-modify-write operation.
Changes in this register will also be reflected in the Interrupt Enable Clear (INTENCLR) register.

Table 25-8. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 15 14 13 12 11 10 9 8
| OVF | TAMPER | | | | | cwmp1 | C™MPO |
Access R/W R/W R/W R/W
Reset 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| PER7 | PER6 | PERS PER4 PER3 PER2 | PERT | PERO |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bit 15 - OVF Overflow Interrupt Enable
Writing a ‘0’ to this bit has no effect.
Writing a '1' to this bit will set the Overflow Interrupt Enable bit, which enables the Overflow
interrupt.

Value Description

0 The Overflow interrupt is disabled.
1 The Overflow interrupt is enabled.

Bit 14 - TAMPER Tamper Interrupt Enable
Writing a ‘0" to this bit has no effect.
Writing a '1' to this bit will set the Tamper Interrupt Enable bit, which enables the Tamper interrupt.

Value Description

0 The Tamper interrupt is disabled.
1 The Tamper interrupt is enabled.

Bits 8, 9 - CMPn Compare n Interrupt Enable [n = 1..0]
Writing a ‘0’ to this bit has no effect.
Writing a '1' to this bit will set the Compare n Interrupt Enable bit, which enables the Compare n
interrupt.

Value Description

0 The Compare n interrupt is disabled
1 The Compare n interrupt is enabled.

Bits 0, 1, 2, 3, 4, 5, 6, 7 - PERn Periodic Interval n Interrupt Enable [n = 7..0]
Writing a ‘0’ to this bit has no effect.
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Writing a '1' to this bit will set the Periodic Interval n Interrupt Enable bit, which enables the Periodic
Interval n interrupt.

Note: The PER5, PER6, and PER7 bits are not available on 100-pin packages (RTC_IN[5:7] and
RTC_OUTI5:7]).

Value Description
0 Periodic Interval n interrupt is disabled.

1 Periodic Interval n interrupt is enabled.
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25.7.6. Interrupt Flag Status and Clear in COUNT32 mode (CTRLA.MODE = 0)

Name: INTFLAG
Offset: 0x0C
Reset: 0x0000
Property: -

Note: Interrupt flags must be cleared and then read back to confirm the clear before exiting the ISR
to avoid double interrupts.

Table 25-9. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 15 14 13 12 11 10 9 8
| OVF | TAMPER | | | | | cwmp1 | C™MPO |
Access R/W R/W R/W R/W
Reset 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| PER7 | PER6 | PERS PER4 PER3 | PER2 | PERT | PERO |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bit 15 - OVF Overflow
This flag is cleared by writing a '1" to the flag.
This flag is set on the next CLK_RTC_CNT cycle after an overflow condition occurs, and an interrupt

request will be generated if INTENCLR/SET.OVF is '1'.
Writing a '0' to this bit has no effect.
Writing a '1" to this bit clears the Overflow interrupt flag.

Bit 14 - TAMPER Tamper event
This flag is set after a tamper condition occurs, and an interrupt request will be generated if

INTENCLR.TAMPER/INTENSET.TAMPER is '1'. Writing a '0' to this bit has no effect. Writing a '1' to this
bit clears the Tamper interrupt flag.

Bits 8, 9 - CMPn Comparen [n=1..0]
This flag is cleared by writing a '1" to the flag.
This flag is set on the next CLK_RTC_CNT cycle after a match with the compare condition, and an

interrupt request will be generated if INTENCLR.CMPn or INTENSET.CMPn is one.
Writing a ‘0’ to this bit has no effect.
Writing a '1' to this bit clears the Compare n Interrupt flag.

Value Description

0 The Compare n interrupt is disabled
1 The Compare n interrupt is enabled.

Bits 0,1, 2, 3,4, 5, 6, 7 - PERn Periodic Interval n [n =7..0]
This flag is cleared by writing a '1' to the flag.
This flag is set on the 0-to-1 transition of prescaler bit [n+2], and an interrupt request will be

generated if INTENCLR/SET.PERn is one.
Writing a '0' to this bit has no effect.

433

@ MICROCHIP



Writing a '1' to this bit clears the Periodic Interval n interrupt flag.
Note: The PER5, PER6, and PER7Y bits are not available on 100-pin packages (RTC_IN[5:7] and
RTC_OUTI5:7]).

434

@ MICROCHIP



25.7.7. Debug Control

Name: DBGCTRL

Offset: 0x0E

Reset: 0x00

Property: PAC Write-Protection

Table 25-10. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 7 6 5 4 3 2 1 0
| | | | | | DBGRUN |
Access R/W
Reset 0

Bit 0 - DBGRUN Debug Run
This bit is not reset by a software reset.
This bit controls the functionality when the CPU is halted by an external debugger.

Value Description

0 The RTC is halted when the CPU is halted by an external debugger.
1 The RTC continues normal operation when the CPU is halted by an external debugger.

@ MICROCHIP

435



25.7.8. Synchronization Busy in COUNT32 mode (CTRLA.MODE = 0)

Name: SYNCBUSY
Offset: 0x10

Reset: 0x00000000
Property: -

Table 25-11. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
W Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | | 63 | G2 | Gkt [ GPO |
Access R/W R/IW R/W R/W
Reset 0 0 0 0
Bit 15 14 13 12 11 10 9 8
COUNTSYNC
Access R
Reset 0
Bit 7 6 5 4 3 2 1 0
| COMP1T | COMPO | | COUNT | FREQCORR | ENABLE [ SWRST |
Access R/W R/W R R R R
Reset 0 0 0 0 0 0

Bits 16, 17, 18, 19 - GPn General Purpose n Synchronization Busy Status [n = 3..0]

Value Description

0 Write synchronization for the GPn register is complete.
1 Write synchronization for the GPn register is ongoing.

Bit 15 - COUNTSYNC Count Read Sync Enable Synchronization Busy Status

Value Description

0 Write synchronization for the CTRLA.COUNTSYNC bit is complete.
1 Write synchronization for the CTRLA.COUNTSYNC bit is ongoing.

Bits 5, 6 - COMPn Compare n Synchronization Busy Status [n = 1..0]

Value Description

0 Write synchronization for the COMPn register is complete.
1 Write synchronization for the COMPn register is ongoing.

Bit 3 - COUNT Count Value Synchronization Busy Status

Value Description

0 Read/write synchronization for the COUNT register is complete.
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Value Description

1 Read/write synchronization for the COUNT register is ongoing.

Bit 2 - FREQCORR Frequency Correction Synchronization Busy Status

Value Description
0 Write synchronization for the FREQCORR register is complete.
1 Write synchronization for the FREQCORR register is ongoing.

Bit 1 - ENABLE Enable Synchronization Busy Status

Value Description
0 Write synchronization for the CTRLA.ENABLE bit is complete.
1 Write synchronization for the CTRLA.ENABLE bit is ongoing.

Bit 0 - SWRST Software Reset Synchronization Busy Status

Value Description
0 Write synchronization for the CTRLA.SWRST bit is complete.
1 Write synchronization for the CTRLA.SWRST bit is ongoing.
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25.7.9. Frequency Correction

Name: FREQCORR

Offset: 0x14

Reset: 0x00

Property: PAC Write-Protection, Write-Synchronized

Table 25-12. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 7 6 5 4 3 2 1 0
| SIGN | VALUE[6:0] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bit 7 - SIGN Correction Sign

Value Description

0 The correction value is positive, i.e., frequency will be decreased.
1 The correction value is negative, i.e., frequency will be increased.

Bits 6:0 - VALUE[6:0] Correction Value
These bits define the amount of correction applied to the RTC prescaler.

Value Description

0 Correction is disabled and the RTC frequency is unchanged.
1 - 127 The RTC frequency is adjusted according to the value.
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25.7.10. Counter Value in COUNT32 mode (CTRLA.MODE=0)

Name: COUNT

Offset: 0x18

Reset: 0x00000000

Property: PAC Write-Protection, Write-Synchronized, Read-Synchronized

Table 25-13. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
| COUNT[31:24] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
| COUNT[23:16] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
COUNTI[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| COUNT[7:0] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 31:0 - COUNT[31:0] Counter Value
These bits define the value of the 32-bit RTC counter in mode 0.
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25.7.11. Compare 0 Value in COUNT32 mode (CTRLA.MODE=0)

Name: COMPN

Offset: 0x20 + n*0x04 [n=0..1]
Reset: 0x00000000

Property: PAC Write-Protection, Write-Synchronized

Table 25-14. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit —
Bit 31 30 29 28 27 26 25 24
| COMP[31:24]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
| COMP[23:16]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
COMP[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| COMP[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 31:0 - COMP[31:0] Compare Value

The 32-bit value of COMPO is continuously compared with the 32-bit COUNT value. When a match
occurs, the Compare 0 interrupt flag in the Interrupt Flag Status and Clear register (INTFLAG.CMPO)
is set on the next counter cycle, and the counter value is cleared if CTRLAMATCHCLR is '1".
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25.7.12. General Purpose n

Name: GPn

Offset: 0x40 + n*0x04 [n=0..3]

Reset: 0x00000000

Property: PAC Write-Protection, Write-Synchronized

Table 25-15. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
| GP[31:24] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
| GP[23:16] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
GP[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| GP[7:0] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 31:0 - GP[31:0] General Purpose
These bits are for user-defined general purpose use, see General Purpose Registers.
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25.7.13. Tamper Control

Name: TAMPCTRL

Offset: 0x60

Reset: 0x00000000

Property: PAC Write-Protection, Enable-Protected

Table 25-16. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
| DEBNC7 | DEBNC6 | DEBNC5 | DEBNC4 | DEBNC3 | DEBNC2 | DEBNC1 | DEBNCO |
Access
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
| TAMLVL7 | TAMLVL6 | TAMLVL5 | TAMLVL4 | TAMLVL3 | TAMLVL2 | TAMLVL1 [ TAMLVLO |
Access
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
IN7ACT[1:0] | IN6ACT[1:0] | INSACT[1:0] | INAACT[1:0] |
Access
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
IN3ACT[1:0] | IN2ACT[1:0] | INTACT[1:0] | INOACT[1:0] |
Access
Reset 0 0 0 0 0 0 0 0

Bits 24, 25, 26, 27, 28, 29, 30, 31 - DEBNCn Debounce Enable of Tamper Input INn [n=0..7]
Note: Debounce feature does not apply to the Active Layer Protection mode (TAMPCTRL.INACT =
ACTL).

Note: The DEBNC5, DEBNC6, and DEBNC7 bits are not available on 100-pin packages (RTC_IN[5:7]
and RTC_OUT[5:7]).

Value Description

0 Debouncing is disabled for Tamper input INn
1 Debouncing is enabled for Tamper input INn

Bits 16, 17, 18, 19, 20, 21, 22, 23 - TAMLVLn Tamper Level Select of Tamper Input INn [n=0..7]
Note: Tamper Level feature does not apply to the Active Layer Protection mode (TAMPCTRL.INACT =
ACTL).

Note: The TAMLVL5, TAMLVL6, and TAMLVLY7 bits are not available on 100-pin packages
(RTC_IN[5:7] and RTC_OUTI[5:7]).

Value Description

0 A falling edge condition will be detected on Tamper input INn.
1 A rising edge condition will be detected on Tamper input INn.
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Bits 0:1, 2:3, 4:5, 6:7, 8:9, 10:11, 12:13, 14:15 - INNACT Tamper Channel n Action [n=0..7]
These bits determine the action taken by Tamper Channel n.

Note: The INSACT, IN6ACT, and IN7ACT bits are not available on 100-pin packages (RTC_IN[5:7] and
RTC_OUTI5:71).

Value Name Description

0x0 OFF Off (Disabled)

0x1 WAKE Wake and set Tamper flag

0x2 CAPTURE Capture timestamp and set Tamper flag
0x3 ACTL

Compare RTC signal routed between INn and OUT pins. When a mismatch occurs, capture
timestamp and set Tamper flag
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25.7.14. Timestamp

Name: TIMESTAMP
Offset: 0x64

Reset: 0x0
Property: -

Table 25-17. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
| COUNT[31:24] |
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
| COUNT[23:16] |
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
COUNTI[15:8]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| COUNT[7:0] |
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 31:0 - COUNT[31:0] Count Timestamp Value
The 32-bit value of COUNT is captured by the TIMESTAMP when a tamper condition occurs
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25.7.15. Tamper ID

Name: TAMPID
Offset: 0x68
Reset: 0x00000000

Important: The DMA reads the TAMPID register with an outdated value when
triggered through the EVSYS. A secondary read of the TAMPID register is required
to get accurate data.

Table 25-18. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
| TAMPEVT |
Access R/W
Reset 0
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
| TAMPID7 | TAMPID6 | TAMPID5 | TAMPID4 | TAMPID3 | TAMPID2 | TAMPID1 [ TAMPIDO |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bit 31 - TAMPEVT Tamper Event Detected
Writing a '0' to this bit has no effect. Writing a '1' to this bit clears the tamper detection bit.

Value Description

0 A tamper input event has not been detected
1 A tamper input event has been detected

Bits 0,1, 2, 3,4, 5, 6, 7 - TAMPIDn Tamper on Channel n Detected [n=0..7]
Writing a '0' to this bit has no effect. Writing a '1' to this bit clears the tamper detection bit.

Value Description

0 A tamper condition has not been detected on Channel n
1 A tamper condition has been detected on Channel n

@ MICROCHIP

445



25.7.16. Tamper Control B

Name:
Offset:
Reset:

TAMPCTRLB

0x6C

0x00000000

Property: PAC Write-Protection, Enable-Protected

Table 25-19. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
ALSI7 ALSI6 ALSI5 ALSI4 ALSI3 ALSI2 ALSI1 ALSIO
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 0, 1, 2, 3, 4, 5, 6, 7 - ALSIn Active Layer Internal Select n [n=0..7]

Note: Only one ALSI bit must be set to enable Active Layer Protection on the TrustRAM.
Note: The ALSI5, ALSI6, and ALSI7 bits are not available on 100 pin packages (RTC_IN[5:7] and

RTC_OUT[5:7]).

Value Description

0 Active layer Protection is monitoring the RTC signal using INn and OUTn tamper pins
1 Active layer Protection is monitoring the RTC signal on the TrustRAM shield
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25.8. Register Summary - 16-bit Counter Mode
For descriptions and definitions of both Register and bitfield properties, refer to Register Properties.

Coser | wame lmeros| 7 | o |

15:8
0x00 CTRLA
7:0
15:8
0x02 CTRLB
X 7:0
31:24
23:16
0x04 EVCTRL
15:8
7:0
15:8
0x08 INTENCLR
7:0
15:8
0x0A INTENSET
X 7:0
15:8
0x0C INTFLAG
7:0
0xO0E DBGCTRL 7:0
0xOF Reserved
31:24
23:16
0x10 SYNCBUSY
15:8
7:0
0x14 FREQCORR 7:0
0x15
Reserved
0x17
15:8
0x18 COUNT
7:0
Ox1A
Reserved
0x1B
15:8
0x1C PER
X 7:0
Ox1E
Reserved
Ox1F
15:8
0x20 COMPO
7:0
15:8
0x22 COMP1
X 7:0
15:8
0x24 COMP2
7:0
15:8
0x26 COMP3
X 7:0
0x28
Reserved
Ox3F
31:24
23:16
0x40 GPO
15:8
7:0
31:24
23:16
0x44 GP1
15:8
7:0
31:24
23:16
0x48 GP2
15:8
7:0
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COUNTSYNC

SEPTO
DMAEN

OVFEO
PEREO7
OVF
PER7
OVF
PER7
OVF
PER7

COUNTSYNC
COMP2
SIGN

GPTRST

RTCOUT

TAMPEREO

PEREO6

TAMPER

PER6

TAMPER

PER6

TAMPER

PER6

COMP1

s | 4 | 3 | 2 | 1

MODE[1:0]
ACTF[2:0]
DEBASYNC = DEBMA
CMPEO3 CMPEO2
PEREOS PEREO4 PEREO3 PEREO2
CMP3 CMP2
PERS PER4 PER3 PER2
CMP3 CMP2
PERS PER4 PER3 PER2
CMP3 CMP2
PERS PER4 PER3 PER2
GP3 GP2
COMPO PER COUNT  FREQCORR
VALUE[6:0]

COUNT[15:8]
COUNT[7:0]

PER[15:8]
PER[7:0]

COMP[15:8]
COMP[7:0]
COMP[15:8]
COMP[7:0]
COMP[15:8]
COMP[7:0]
COMP[15:8]
COMP[7:0]

GP[31:24]
GP[23:16]
GP[15:8]
GP[7:0]
GP[31:24]
GP[23:16]
GP[15:8]
GP[7:0]
GP[31:24]
GP[23:16]
GP[15:8]
GP[7:0]

p

1

PRESCALER[3:0]

ENABLE
DEBF[2:0]
GP2EN

CMPEO1
PEREO1

CMP1
PER1
CMP1
PER1
CMP1
PER1

GP1

ENABLE

SWRST

GPOEN
PERDEO
TAMPEVEI
CMPEOO
PEREOO
CMPO
PERO
CMPO
PERO
CMPO
PERO
DBGRUN

GPO
COmMP3
SWRST
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Register Summary - 16-bit Counter Mode (continued)

I S T T S S S N

GP[31:24]
23:16 GP[23:16]
Oxac GP3 15:8 GP[15:8]
7:0 GP[7:0]
0x50
Reserved
Ox5F
31:24 DEBNC7 DEBNC6 DEBNC5 DEBNC4 DEBNC3 DEBNC2 DEBNC1 DEBNCO
23:16 TAMLVL7 TAMLVL6E TAMLVL5 TAMLVL4 TAMLVL3 TAMLVL2 TAMLVL1 TAMLVLO
0x60 TAMPCTRL
15:8 IN7ACT[1:0] IN6ACT[1:0] IN5ACT[1:0] IN4ACT[1:0]
7:0 IN3ACT[1:0] IN2ACT[1:0] IN1ACT[1:0] INOACT[1:0]
31:24
23:16
0x64 TIMESTAMP 158 COUNT[15:8]
7:0 COUNT[7:0]
31:24 TAMPEVT
23:16
0x68 TAMPID
15:8
7:0 TAMPID7 TAMPID6 TAMPID5 TAMPID4 TAMPID3 TAMPID2 TAMPID1 TAMPIDO
31:24
23:16
0x6C TAMPCTRLB
15:8
7:0 ALSI7 ALSI6 ALSI5 ALSI4 ALSI3 ALSI2 ALSI1 ALSIO
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25.8.1. Control A in COUNT16 mode (CTRLA.MODE=1)

Name: CTRLA

Offset: 0x00

Reset: 0x0000

Property: PAC Write-Protection, Enable-Protected, Write-Synchronized

Important: When the RTC is disabled (writing CTRLA.ENABLE=0), the
SYNCBUSY.ENABLE will be set to '0' before the TAMPER detection is disabled.
Changing the tamper configuration (TAMCTRL, TAMPCTRLB,CTRLB,EVCTRL) during
that time can produce a false tamper detection. After the fall of
SYNCBUSY.ENABLE, the firmware must wait for at least 1 RTC clock period before
changing the tamper configuration.

Table 25-20. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 15 14 13 12 11 10 9 8
[COUNTSYNC| GPTRST | | PRESCALER[3:0] |
Access R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| | | | | MODE[1:0] | ENABLE | SWRST |
Access R/W R/W R/W R/W
Reset 0 0 0 0

Bit 15 - COUNTSYNC COUNT Read Synchronization Enable
The COUNT register requires synchronization when reading. Disabling the synchronization will
prevent reading valid values from the COUNT register.
This bit is not enable-protected.

Value Description

0 COUNT read synchronization is disabled
1 COUNT read synchronization is enabled

Bit 14 - GPTRST GP Registers Reset On Tamper Enable
Only GP registers enabled by the CTRLB.GPnEN bits are affected. This bit can be written only when
the peripheral is disabled.
This bit is not synchronized.
Note: :If CTRA.GPRST is set, the user is required to read the GPx register multiple times until same
value is confirmed for two consecutive reads. Otherwise, discard the false GPx register value.

Value Description

0 GPn registers will not reset when a tamper condition occurs.
1 GPn registers will reset when a tamper condition occurs.
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Bits 11:8 - PRESCALER[3:0] Prescaler
These bits define the prescaling factor for the RTC clock source (GCLK_RTC) to generate the counter
clock (CLK_RTC_CNT). Periodic events and interrupts are not available when the prescaler is off.
These bits are not synchronized.

Value Name Description

0x0 OFF CLK_RTC_CNT = GCLK_RTC/1
0x1 DIV1 CLK_RTC_CNT = GCLK_RTC/1
0x2 DIV2 CLK_RTC_CNT = GCLK_RTC/2
0x3 DIv4 CLK_RTC_CNT = GCLK_RTC/4
0x4 DIV8 CLK_RTC_CNT = GCLK_RTC/8
0x5 DIV16 CLK_RTC_CNT = GCLK_RTC/16
0x6 DIV32 CLK_RTC_CNT = GCLK_RTC/32
0x7 DIve4 CLK_RTC_CNT = GCLK_RTC/64
0x8 DIV128 CLK_RTC_CNT = GCLK_RTC/128
0x9 DIV256 CLK_RTC_CNT = GCLK_RTC/256
0xA DIV512 CLK_RTC_CNT = GCLK_RTC/512
0xB DIV1024 CLK_RTC_CNT = GCLK_RTC/1024
0xC-0xF - Reserved

Bits 3:2 - MODE[1:0] Operating Mode
This field defines the operating mode of the RTC. This bit is not synchronized.

Value Name Description

0x0 COUNT32 Mode 0: 32-bit counter
0x1 COUNT16 Mode 1: 16-bit counter
0x2 CLOCK Mode 2: Clock/calendar
0x3 - Reserved

Bit 1 - ENABLE Enable
Due to synchronization there is delay from writing CTRLA.ENABLE until the peripheral is enabled/
disabled. The value written to CTRLA.ENABLE will read back immediately and the Enable bit in the
Synchronization Busy register (SYNCBUSY.ENABLE) will be set. SYNCBUSY.ENABLE will be cleared
when the operation is complete.
This bit is not enable-protected.

Value Description

0 The peripheral is disabled
1 The peripheral is enabled

Bit 0 - SWRST Software Reset
Writing a '0' to this bit has no effect.
Writing a '1' to this bit resets all registers in the RTC (except DBGCTRL) to their initial state, and the
RTC will be disabled.
Writing a '1' to CTRLA.SWRST will always take precedence, meaning that all other writes in the same
write-operation will be discarded.
Due to synchronization there is a delay from writing CTRLA.SWRST until the reset is complete.
CTRLA.SWRST will be cleared when the reset is complete.
This bit is not enable-protected.

Value Description

0 There is not reset operation ongoing
1 The reset operation is ongoing
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25.8.2. Control B in COUNT16 mode (CTRLA.MODE=1)

Name: CTRLB

Offset: 0x02

Reset: 0x0000

Property: PAC Write-Protection, Enable-Protected

Table 25-21. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 15 14 13 12 11 10 9 8
| SEPTO | ACTF[2:0] | | DEBF[2:0] |
Access R/W R/IW R/W R/IW R/W R/W R/W
Reset 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| DMAEN | RTCOUT | DEBASYNC | DEBMAJ | | | GP2EN | GPOEN |
Access R/W R/W R/W R/IW R/W R/W
Reset 0 0 0 0 0 0

Bit 15 - SEPTO Separate Tamper Outputs

Value Description

0 IN[Nn] is compared to OUT[0] (backward-compatible).
1 IN[Nn] is compared to OUT[n].

Bits 14:12 - ACTF[2:0] Active Layer Frequency
These bits define the prescaling factor for the RTC clock output (OUT) used during active layer
protection in terms of the CLK_RTC.

Value Name Description

0x0 DIV2 CLK_RTC_OUT = CLK_RTC/ 2
0x1 DIvV4 CLK_RTC_OUT = CLK_RTC/ 4
0x2 DIV8 CLK_RTC_OUT =CLK_RTC/ 8
0x3 DIV16 CLK_RTC_OUT = CLK_RTC/ 16
0x4 DIV32 CLK_RTC_OUT = CLK_RTC/ 32
0x5 DIV64 CLK_RTC_OUT = CLK_RTC/ 64
0x6 DIV128 CLK_RTC_OUT = CLK_RTC/ 128
0x7 DIV256 CLK_RTC_OUT = CLK_RTC/ 256

Bits 10:8 - DEBF[2:0] Debounce Frequency
These bits define the prescaling factor for the input debouncers in terms of the CLK_RTC.

Value Name Description

0x0 DIV2 CLK_RTC_DEB = CLK_RTC/2
0x1 DIv4 CLK_RTC_DEB =CLK_RTC/ 4
0x2 DIV8 CLK_RTC_DEB = CLK_RTC/8
0x3 DIV16 CLK_RTC_DEB = CLK_RTC/ 16
0x4 DIV32 CLK_RTC_DEB = CLK_RTC/ 32
0x5 DIve4 CLK_RTC_DEB = CLK_RTC/ 64
0x6 DIV128 CLK_RTC_DEB = CLK_RTC/ 128
0x7 DIV256 CLK_RTC_DEB = CLK_RTC / 256
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Bit 7- DMAEN DMA Enable
The RTC can trigger a DMA request when the timestamp is ready in the TIMESTAMP register.

Value Description
0 Tamper DMA request is disabled. Reading TIMESTAMP has no effect on INTFLAG.TAMPER.
1 Tamper DMA request is enabled. Reading TIMESTAMP will clear INTFLAG.TAMPER.

Bit 6 - RTCOUT RTC Output Enable

Value Description
0 The RTC active layer output is disabled.
1 The RTC active layer output is enabled.

Bit 5 - DEBASYNC Debouncer Asynchronous Enable

Value Description
0 The tamper input debouncers operate synchronously.
1 The tamper input debouncers operate asynchronously.

Bit 4 - DEBMAJ Debouncer Majority Enable

Value Description
0 The tamper input debouncers match three equal values.
1 The tamper input debouncers match majority two of three values.

Bit 1 - GP2EN General Purpose 2 Enable

Value Description
0 COMP1 compare function enabled. GP2/GP3 disabled.
1 COMP1 compare function disabled. GP2/GP3 enabled.

Bit 0 - GPOEN General Purpose 0 Enable

Value Description
0 COMPO/1 compare function enabled. GPO/GP1 disabled.
1 COMPO/1 compare function disabled. GP0/GP1 enabled.
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25.8.3. Event Control in COUNT16 mode (CTRLA.MODE=1)

Name: EVCTRL
Offset: 0x04
Reset: 0x00000000

Property: PAC Write-Protection, Enable-Protected

Table 25-22. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
| | | | | | | [ PERDEC_|
Access R/W
Reset 0
Bit 23 22 21 20 19 18 17 16
| | | | | | [ TAVIPEVET |
Access R/W
Reset 0
Bit 15 14 13 12 11 10 9 8
OVFEO TAMPEREO CMPEQO3 CMPEO2 CMPEO1 CMPEQOOQ
Access R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| PEREO7 | PEREO6 | PEREO5 | PEREO4 | PEREO3 | PEREO2 | PEREO1 [ PEREOO |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bit 24 - PERDEO Periodic Interval Daily Event Output Enable

Value Description

0 Periodic Daily event is disabled and will not be generated.
1 Periodic Daily event is enabled and will be generated.

The event occurs at the overflow of the RTC counter (i.e., when the RTC counter goes from OxFFFF to 0x0000).

Bit 16 - TAMPEVEI Tamper Event Input Enable

Value Description

0 Tamper event input is disabled, and incoming events will be ignored
1 Tamper event input is enabled, and incoming events will capture the COUNT value

Bit 15 - OVFEO Overflow Event Output Enable

Value Description

0 Overflow event is disabled and will not be generated.
1 Overflow event is enabled and will be generated for every overflow.

Bit 14 - TAMPEREO Tamper Event Output Enable
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Value Description

0 Tamper event output is disabled, and will not be generated.
1 Tamper event output is enabled, and will be generated for every tamper input.

Bits 8, 9, 10, 11 - CMPEONn Compare n Event Output Enable [n = 3..0]

Value Description

0 Compare n event is disabled and will not be generated.

1 Compare n event is enabled and will be generated for every compare match.

Bits 0, 1, 2, 3, 4, 5, 6, 7 - PEREON Periodic Interval n Event Output Enable [n =7..0]
Note: The PEREO5, PEREO6, and PEREQ7 bits are not available on 100 pin packages (RTC_IN[5:7]

and RTC_OUTI[5:7]).

Value Description

0 Periodic Interval n event is disabled and will not be generated.
1 Periodic Interval n event is enabled and will be generated.
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25.8.4. Interrupt Enable Clear in COUNT16 mode (CTRLA.MODE=1)

Name: INTENCLR

Offset: 0x08

Reset: 0x0000

Property: PAC Write-Protection

This register allows the user to disable an interrupt without doing a read-modify-write operation.
Changes in this register will also be reflected in the Interrupt Enable Set (INTENSET) register.

Table 25-23. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 15 14 13 12 11 10 9 8
| OVF | TAMPER | | | cwp3 | cmMP2 | CMP1 [ CMPO |
Access R/W R/IW R/W R/W R/W R/W
Reset 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| PER7 | PER6 | PERS PER4 | PER3 | PER2 | PERT | PERO |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bit 15 - OVF Overflow Interrupt Enable
Writing a '0' to this bit has no effect. Writing a '1' to this bit will clear the Overflow Interrupt Enable

bit, which disables the Overflow interrupt.

Value Description

0 The Overflow interrupt is disabled.
1 The Overflow interrupt is enabled.

Bit 14 - TAMPER Tamper Interrupt Enable
Writing a '0' to this bit has no effect. Writing a '1" to this bit will clear the Tamper Interrupt Enable bit,

which disables the Tamper interrupt.

Value Description

0 The Tamper interrupt is disabled.
1 The Tamper interrupt is enabled.

Bits 8, 9, 10, 11 - CMPn Compare n Interrupt Enable [n = 3..0]
Writing a '0' to this bit has no effect. Writing a '1' to this bit will clear the Compare n Interrupt Enable

bit, which disables the Compare n interrupt.

Value Description

0 The Compare n interrupt is disabled.
1 The Compare n interrupt is enabled.

Bits 0, 1, 2, 3, 4, 5, 6, 7 - PERn Periodic Interval n Interrupt Enable [n = 7..0]
Writing a '0' to this bit has no effect. Writing a '1' to this bit will clear the Periodic Interval n Interrupt

Enable bit, which disables the Periodic Interval n interrupt.
Note: The PERS5, PER6, and PER7 bits are not available on 100 pin packages (RTC_IN[5:7] and

RTC_OUT[5:7]).
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Value Description

0 Periodic Interval n interrupt is disabled.
1 Periodic Interval n interrupt is enabled.
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25.8.5. Interrupt Enable Set in COUNT16 mode (CTRLA.MODE=1)

Name: INTENSET

Offset: 0x0A

Reset: 0x0000

Property: PAC Write-Protection

This register allows the user to enable an interrupt without doing a read-modify-write operation.
Changes in this register will also be reflected in the Interrupt Enable Clear (INTENCLR) register.

Table 25-24. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 15 14 13 12 11 10 9 8
| OVF | TAMPER | | | cwp3 | cmMP2 | CMP1 [ CMPO |
Access R/W R/IW R/W R/W R/W R/W
Reset 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| PER7 | PER6 | PERS PER4 | PER3 | PER2 | PERT | PERO |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bit 15 - OVF Overflow Interrupt Enable
Writing a '0' to this bit has no effect. Writing a '1' to this bit will set the Overflow Interrupt Enable bit,

which enables the Overflow interrupt.

Value Description

0 The Overflow interrupt is disabled.
1 The Overflow interrupt is enabled.

Bit 14 - TAMPER Tamper Interrupt Enable
Writing a '0' to this bit has no effect. Writing a '1' to this bit will set the Tamper Interrupt Enable bit,

which enables the Tamper interrupt.

Value Description

0 The Tamper interrupt is disabled.
1 The Tamper interrupt is enabled.

Bits 8, 9, 10, 11 - CMPn Compare n Interrupt Enable [n = 3..0]
Writing a '0' to this bit has no effect. Writing a '1' to this bit will set the Compare n Interrupt Enable

bit, which enables the Compare n interrupt.

Value Description

0 The Compare n interrupt is disabled.
1 The Compare n interrupt is enabled.

Bits 0, 1, 2, 3, 4, 5, 6, 7 - PERn Periodic Interval n Interrupt Enable [n = 7..0]
Writing a '0' to this bit has no effect. Writing a '1' to this bit will set the Periodic Interval n Interrupt

Enable bit, which enables the Periodic Interval n interrupt.
Note: The PERS5, PER6, and PER7 bits are not available on 100 pin packages (RTC_IN[5:7] and

RTC_OUT[5:7]).
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Value Description

0 Periodic Interval n interrupt is disabled.
1 Periodic Interval n interrupt is enabled.
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25.8.6. Interrupt Flag Status and Clear in COUNT16 mode (CTRLA.MODE=1)

Name: INTFLAG
Offset: 0x0C
Reset: 0x0000
Property: -

Note: Interrupt flags must be cleared and then read back to confirm the clear before exiting the ISR
to avoid double interrupts.

Table 25-25. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 15 14 13 12 11 10 9 8
| OVF | TAMPER | | | cwp3 | cmMP2 | CMP1 [ CMPO |
Access R/W R/IW R/W R/W R/W R/W
Reset 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| PER7 | PER6 | PERS PER4 | PER3 | PER2 | PERT | PERO |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bit 15 - OVF Overflow
This flag is cleared by writing a '1" to the flag.
This flag is set on the next CLK_RTC_CNT cycle after an overflow condition occurs, and an interrupt
request will be generated if INTENCLR/SET.OVF is '1'.
Writing a '0' to this bit has no effect.
Writing a '1" to this bit clears the Overflow interrupt flag.

Bit 14 - TAMPER Tamper
This flag is set after a tamper condition occurs, and an interrupt request will be generated if
INTENCLR.TAMPER/ INTENSET.TAMPER is one.
Writing a '0' to this bit has no effect.
Writing a one to this bit clears the Tamper interrupt flag.

Bits 8,9, 10, 11 - CMPn Compare n[n =3..0]
This flag is cleared by writing a '1" to the flag.
This flag is set on the next CLK_RTC_CNT cycle after a match with the compare condition, and an
interrupt request will be generated if INTENCLR/SET.COMPn is one.
Writing a '0' to this bit has no effect.
Writing a '1" to this bit clears the Compare n interrupt flag.

Bits 0, 1, 2, 3, 4, 5, 6, 7 - PERNn Periodic Interval n [n =7..0]
This flag is cleared by writing a '1" to the flag.
This flag is set on the 0-to-1 transition of prescaler bit [n+2], and an interrupt request will be
generated if INTENCLR/SET.PERn is one.
Writing a '0' to this bit has no effect.
Writing a '1" to this bit clears the Periodic Interval n interrupt flag.
Note: The PER5, PER6, and PER7? bits are not available on 100 pin packages (RTC_IN[5:7] and
RTC_OUT[5:71).
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25.8.7. Debug Control

Name: DBGCTRL

Offset: 0x0E

Reset: 0x00

Property: PAC Write-Protection

Table 25-26. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 7 6 5 4 3 2 1 0
| | | | | | DBGRUN |
Access R/W
Reset 0

Bit 0 - DBGRUN Debug Run
This bit is not reset by a software reset.
This bit controls the functionality when the CPU is halted by an external debugger.

Value Description

0 The RTC is halted when the CPU is halted by an external debugger.
1 The RTC continues normal operation when the CPU is halted by an external debugger.
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25.8.8. Synchronization Busy in COUNT16 mode (CTRLA.MODE=1)

Name: SYNCBUSY
Offset: 0x10

Reset: 0x00000000
Property: -

Table 25-27. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | | 63 | G2 | Gkt [ GPO |
Access R R R R
Reset 0 0 0 0
Bit 15 14 13 12 11 10 9 8
COUNTSYNC COMP3
Access R R/W
Reset 0 0
Bit 7 6 5 4 3 2 1 0
| COMP2 | COMP1 | COMPO | PER | COUNT | FREQCORR | ENABLE | SWRST |
Access R/W R/W R/W R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 16, 17, 18, 19 - GPn General Purpose n Synchronization Busy Status [n = 3..0]

Value Description

0 Write synchronization for GPn register is complete.
1 Write synchronization for GPn register is ongoing.

Bit 15 - COUNTSYNC Count Read Sync Enable Synchronization Busy Status

Value Description

0 Write synchronization for CTRLA.COUNTSYNC bit is complete.
1 Write synchronization for CTRLA.COUNTSYNC bit is ongoing.

Bits 5, 6, 7, 8 - COMPn Compare n Synchronization Busy Status [n = 3..0]

Value Description

0 Write synchronization for COMPn register is complete.
1 Write synchronization for COMPn register is ongoing.

Bit 4 - PER Period Synchronization Busy Status

Value Description

0 Write synchronization for PER register is complete.
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Value Description
1 Write synchronization for PER register is ongoing.

Bit 3 - COUNT Count Value Synchronization Busy Status

Value Description
0 Read/write synchronization for COUNT register is complete.
1 Read/write synchronization for COUNT register is ongoing.

Bit 2 - FREQCORR Frequency Correction Synchronization Busy Status

Value Description
0 Write synchronization for FREQCORR register is complete.
1 Write synchronization for FREQCORR register is ongoing.

Bit 1 - ENABLE Enable Synchronization Busy Status

Value Description
0 Write synchronization for CTRLA.ENABLE bit is complete.
1 Write synchronization for CTRLA.ENABLE bit is ongoing.

Bit 0 - SWRST Software Reset Synchronization Busy Status

Value Description
0 Write synchronization for CTRLA.SWRST bit is complete.
1 Write synchronization for CTRLA.SWRST bit is ongoing.

@ MICROCHIP

462



25.8.9. Frequency Correction

Name: FREQCORR

Offset: 0x14

Reset: 0x00

Property: PAC Write-Protection, Write-Synchronized

Table 25-28. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 7 6 5 4 3 2 1 0
| SIGN | VALUE[6:0] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bit 7 - SIGN Correction Sign

Value Description

0 The correction value is positive, i.e., frequency will be decreased.
1 The correction value is negative, i.e., frequency will be increased.

Bits 6:0 - VALUE[6:0] Correction Value
These bits define the amount of correction applied to the RTC prescaler.

Value Description

0 Correction is disabled and the RTC frequency is unchanged.
1 - 127 The RTC frequency is adjusted according to the value.
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25.8.10. Counter Value in COUNT16 mode (CTRLA.MODE=1)

Name: COUNT
Offset: 0x18
Reset: 0x0000

Property: PAC Write-Protection, Write-Synchronized, Read-Synchronized

Table 25-29. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 15 14 13 12 11 10 9 8
| COUNT[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| COUNTI[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 15:0 - COUNTI[15:0] Counter Value

These bits define the value of the 16-bit RTC counter in COUNT16 mode (CTRLA.MODE=1).
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25.8.11. Counter Period in COUNT16 mode

Name: PER
Offset: 0x1C
Reset: 0x0000

(CTRLA.MODE=1)

Property: PAC Write-Protection, Write-Synchronized

Table 25-30. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 15 14 13 12 11 10 9 8
| PER[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| PER[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 15:0 - PER[15:0] Counter Period

These bits define the value of the 16-bit RTC period in COUNT16 mode (CTRLA.MODE=1).
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25.8.12. Compare n Value in COUNT16 mode (CTRLA.MODE=1)

Name: COMPN

Offset: 0x20 + n*0x02 [n=0..3]

Reset: 0x0000

Property: PAC Write-Protection, Write-Synchronized

Table 25-31. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 15 14 13 12 11 10 9 8
| COMP[15:8] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| COMP[7:0] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 15:0 - COMP[15:0] Compare Value
The 16-bit value of COMPn is continuously compared with the 16-bit COUNT value. When a match

occurs, the Compare n interrupt flag in the Interrupt Flag Status and Clear register (INTFLAG.CMPn)
is set on the next counter cycle.
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25.8.13. General Purpose n

Name: GPn

Offset: 0x40 + n*0x04 [n=0..3]

Reset: 0x00000000

Property: PAC Write-Protection, Write-Synchronized

Table 25-32. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
| GP[31:24] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
| GP[23:16] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
GP[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| GP[7:0] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 31:0 - GP[31:0] General Purpose
These bits are for user-defined general purpose use, see General Purpose Registers.

467

@ MICROCHIP



25.8.14. Tamper Control

Name: TAMPCTRL

Offset: 0x60

Reset: 0x00000000

Property: PAC Write-Protection, Enable-Protected

Table 25-33. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
| DEBNC7 | DEBNC6 | DEBNC5 | DEBNC4 | DEBNC3 | DEBNC2 | DEBNC1 | DEBNCO |
Access
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
| TAMLVL7 | TAMLVL6 | TAMLVL5 | TAMLVL4 | TAMLVL3 | TAMLVL2 | TAMLVL1 [ TAMLVLO |
Access
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
IN7ACT[1:0] | IN6ACT[1:0] | INSACT[1:0] | INAACT[1:0] |
Access
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
IN3ACT[1:0] | IN2ACT[1:0] | INTACT[1:0] | INOACT[1:0] |
Access
Reset 0 0 0 0 0 0 0 0

Bits 24, 25, 26, 27, 28, 29, 30, 31 - DEBNCn Debounce Enable of Tamper Input INn [n=0..7]
Note: Debounce feature does not apply to the Active Layer Protection mode (TAMPCTRL.INACT =

ACTL).
0 Debouncing is disabled for Tamper input INn
1 Debouncing is enabled for Tamper input INn

Bits 16, 17, 18, 19, 20, 21, 22, 23 - TAMLVLn Tamper Level Select of Tamper Input INn [n=0..7]
Note: Tamper Level feature does not apply to the Active Layer Protection mode (TAMPCTRL.INACT =

ACTL).
Value Description
0 A falling edge condition will be detected on Tamper input INn.
1 A rising edge condition will be detected on Tamper input INn.

Bits 0:1, 2:3, 4:5, 6:7, 8:9, 10:11, 12:13, 14:15 - INNACT Tamper Channel n Action [n=0..7]
These bits determine the action taken by Tamper Channel n.

Value Name Description
0x0 OFF Off (Disabled)
0x1 WAKE Wake and set Tamper flag
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Value Name Description
0x2 CAPTURE Capture timestamp and set Tamper flag

0x3 ACTL Compare RTC signal routed between INn and OUT pins . When a mismatch occurs, capture
timestamp and set Tamper flag
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25.8.15. Timestamp

Name: TIMESTAMP

Offset: 0x64

Reset: 0x0000

Property: -

Table 25-34. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
COUNTI[15:8]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| COUNTI[7:0]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 15:0 - COUNT[15:0] Count Timestamp Value

The 16-bit value of COUNT is captured by the TIMESTAMP when a tamper condition occurs.
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25.8.16. Tamper ID

Name: TAMPID
Offset: 0x68
Reset: 0x00000000

Table 25-35. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
[ TAMPEVT | | | | | | | |
Access R/W
Reset 0
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
| TAMPID7 | TAMPID6 | TAMPID5 | TAMPID4 | TAMPID3 | TAMPID2 | TAMPID1 | TAMPIDO |
Access R/W R/W R/W R/IW R/W R/IW R/W R/W
Reset 0 0 0 0 0 0 0 0

Bit 31 - TAMPEVT Tamper Event Detected
Writing a '0' to this bit has no effect. Writing a '1' to this bit clears the tamper detection bit.

Value Description

0 A tamper input event has not been detected
1 A tamper input event has been detected

Bits 0,1, 2, 3,4, 5,6, 7 - TAMPIDn Tamper on Channel n Detected [n=0..7]
Writing a '0' to this bit has no effect. Writing a '1' to this bit clears the tamper detection bit.

Value Description

0 A tamper condition has not been detected on Channel n
1 A tamper condition has been detected on Channel n
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25.8.17. Tamper Control B

Name: TAMPCTRLB

Offset: 0x6C

Reset: 0x00000000

Property: PAC Write-Protection, Enable-Protected

Table 25-36. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
ALSI7 ALSI6 ALSI5 ALSI4 ALSI3 ALSI2 ALSI1 ALSIO
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 0, 1, 2, 3, 4, 5, 6, 7 - ALSIn Active Layer Internal Select n [n=0..7]
Note: Only one ALSI bit must be set to enable Active Layer Protection on the TrustRAM.

Value Description

0 Active layer Protection is monitoring the RTC signal using INn and OUTn tamper pins
1 Active layer Protection is monitoring the RTC signal on the TrustRAM shield
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25.9.

Register Summary Clock/Calendar Mode

For descriptions and definitions of both Register and bitfield properties, refer to Register Properties.

15:8
0x00 CTRLA
7:0
15:8
0x02 CTRLB
X 7:0
31:24
23:16
0x04 EVCTRL
15:8
7:0
15:8
0x08 INTENCLR
7:0
15:8
0x0A INTENSET
X 7:0
15:8
0x0C INTFLAG
7:0
0x0E DBGCTRL 7:0
0xOF Reserved
31:24
23:16
0x10 SYNCBUSY
15:8
7:0
0x14 FREQCORR 7:0
0x15
Reserved
0x17
31:24
23:16
0x18 CLOCK
15:8
7:0
0x1C
Reserved
Ox1F
31:24
23:16
0x20 ALARMO
15:8
7:0
0x24 MASK 7:0
0x25
Reserved
0x27
31:24
23:16
0x28 ALARM1
X 15:8
7:0
0x2C
Reserved
O0x3F
31:24
23:16
0x40 GPO
15:8
7:0
31:24
23:16
0x44 GP1
15:8
7:0
31:24
23:16
0x48 GP2
15:8
7:0
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7 | 6 | s | 4 1 3 ] 2 | 1|

CLOCKSYNC = GPTRST PRESCALER[3:0]
MATCHCLR = CLKREP MODE[1:0] ENABLE SWRST
SEPTO ACTF[2:0] DEBF[2:0]
DMAEN RTCOUT  DEBASYNC  DEBMAJ GP2EN GPOEN
PERDEO
TAMPEVEI
OVFEO  TAMPEREO ALARMEO1 = ALARMEOO
PEREO7 PEREO6 PEREOS PEREO4 PEREO3 PEREO2 PEREO1 PEREOO
OVF TAMPER ALARM1 ALARMO
PER7 PER6 PERS PER4 PER3 PER2 PER1 PERO
OVF TAMPER ALARM1 ALARMO
PER7 PER6 PERS PER4 PER3 PER2 PER1 PERO
OVF TAMPER ALARM1 ALARMO
PER7 PER6 PERS PER4 PER3 PER2 PER1 PERO
DBGRUN
GP3 GP2 GP1 GPO
CLOCKSYNC MASK1 MASKO
ALARM!1 ALARMO CLOCK FREQCORR =~ ENABLE SWRST
SIGN VALUE[6:0]
YEAR[5:0] MONTHI[3:2]
MONTH[1:0] DAY[4:0] HOUR[4]
HOUR[3:0] MINUTE[5:2]
MINUTE[1:0] SECOND[5:0]
YEAR[5:0] MONTHI[3:2]
MONTH[1:0] DAY[4:0] HOUR[4]
HOUR[3:0] MINUTE[5:2]
MINUTE[1:0] SECOND[5:0]
SEL[2:0]
YEAR[5:0] MONTHI[3:2]
MONTH[1:0] DAY[4:0] HOUR[4]
HOUR[3:0] MINUTE[5:2]
MINUTE[1:0] SECOND[5:0]
GP[31:24]
GP[23:16]
GP[15:8]
GP[7:0]
GP[31:24]
GP[23:16]
GP[15:8]
GP[7:0]
GP[31:24]
GP[23:16]
GP[15:8]
GP[7:0]
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Register Summary Clock/Calendar Mode (continued)

I S T 2 T N S S NN

0x4C GP3
0x50

Reserved
Ox5F
0x60 TAMPCTRL
0x64 TIMESTAMP
0x68 TAMPID
0x6C TAMPCTRLB
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23:16
15:8
7:0

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

GP[31:24]
GP[23:16]

GP[15:8]

GP[7:0]

DEBNC7 DEBNC6 DEBNC5 DEBNC4 DEBNC3 DEBNC2 DEBNC1 DEBNCO
TAMLVL7  TAMLVL6 = TAMLVLS = TAMLVL4  TAMLVL3 = TAMLVL2  TAMLVL1  TAMLVLO
IN7ACT[1:0] INGACT[1:0] INSACT[1:0] IN4ACT[1:0]
IN3ACT[1:0] IN2ACT[1:0] INTACT[1:0] INOACT[1:0]

YEAR[5:0] MONTHI[3:2]
MONTH[1:0] DAY[4:0] HOUR[4]
HOUR[3:0] MINUTE[5:2]
MINUTE[1:0] SECOND[5:0]
TAMPEVT
TAMPID7 ~ TAMPID6  TAMPIDS  TAMPID4  TAMPID3 ~ TAMPID2  TAMPID1 TAMPIDO
ALSI7 ALSI6 ALSI5 ALSI4 ALSI3 ALSI2 ALSI1 ALSIO
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25.9.1. Control A in Clock/Calendar mode (CTRLA.MODE=2)

Name: CTRLA

Offset: 0x00

Reset: 0x0000

Property: PAC Write-Protection, Enable-Protected, Write-Synchronized

Table 25-37. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 15 14 13 12 11 10 9 8
| CLOCKSYNC | GPTRST | | | PRESCALER[3:0] |
Access R/W R/IW R/W R/W R/W R/W
Reset 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| MATCHCLR | CLKREP | | MODE[1:0] | ENABLE | SWRST |
Access R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0

Bit 15 - CLOCKSYNC CLOCK Read Synchronization Enable
The CLOCK register requires synchronization when reading. Disabling the synchronization will
prevent reading valid values from the CLOCK register.
This bit is not enable-protected.

Value Description

0 CLOCK read synchronization is disabled
1 CLOCK read synchronization is enabled

Bit 14 - GPTRST GP Registers Reset On Tamper Enable
Only GP registers enabled by the CTRLB.GPnEN bits are affected. This bit can be written only when
the peripheral is disabled.
This bit is no synchronized.
Note: If CTRA.GPRST is set, the user is required to read the GPx register multiple times until same
value is confirmed for two consecutive reads. Otherwise, discard the false GPx register value.

Bits 11:8 - PRESCALER[3:0] Prescaler
These bits define the prescaling factor for the RTC clock source (GCLK_RTC) to generate the counter
clock (CLK_RTC_CNT). Periodic events and interrupts are not available when the prescaler is off.
These bits are not synchronized.

Value Name Description

0x0 OFF CLK_RTC_CNT = GCLK_RTC/1
0x1 DIV1 CLK_RTC_CNT = GCLK_RTC/1
0x2 DIV2 CLK_RTC_CNT = GCLK_RTC/2
0x3 DIv4 CLK_RTC_CNT = GCLK_RTC/4
0x4 DIV8 CLK_RTC_CNT = GCLK_RTC/8
0x5 DIV16 CLK_RTC_CNT = GCLK_RTC/16
0x6 DIV32 CLK_RTC_CNT = GCLK_RTC/32
0x7 DIve4 CLK_RTC_CNT = GCLK_RTC/64
0x8 DIV128 CLK_RTC_CNT = GCLK_RTC/128
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Value Name Description

0x9 DIV256 CLK_RTC_CNT = GCLK_RTC/256
0xA DIV512 CLK_RTC_CNT = GCLK_RTC/512
0xB DIV1024 CLK_RTC_CNT = GCLK_RTC/1024
0xC-0xF - Reserved

Bit 7 - MATCHCLR Clear on Match
This bit is valid only in Mode 0 (COUNT32) and Mode 2 (CLOCK). This bit can be written only when
the peripheral is disabled. This bit is not synchronized.

Value Description
0 The counter is not cleared on a Compare/Alarm 0 match
1 The counter is cleared on a Compare/Alarm 0 match

Bit 6 - CLKREP Clock Representation
This bit is valid only in Mode 2 and determines how the hours are represented in the Clock
Value (CLOCK) register. This bit can be written only when the peripheral is disabled. This bit is not
synchronized.

Value Description
0 24 Hour
1 12 Hour (AM/PM)

Bits 3:2 - MODE[1:0] Operating Mode
This field defines the operating mode of the RTC. This bit is not synchronized.

Value Name Description

0x0 COUNT32 Mode 0: 32-bit counter
0x1 COUNT16 Mode 1: 16-bit counter
0x2 CLOCK Mode 2: Clock/calendar
0x3 - Reserved

Bit 1 - ENABLE Enable
Due to synchronization there is delay from writing CTRLA.ENABLE until the peripheral is enabled/
disabled. The value written to CTRLA.ENABLE will read back immediately and the Enable bit in the
Synchronization Busy register (SYNCBUSY.ENABLE) will be set. SYNCBUSY.ENABLE will be cleared
when the operation is complete.
This bit is not enable-protected.

0 The peripheral is disabled
1 The peripheral is enabled

Bit 0 - SWRST Software Reset
Writing a '0' to this bit has no effect.
Writing a '1' to this bit resets all registers in the RTC, except DBGCTRL, to their initial state, and the
RTC will be disabled.
Writing a '1' to CTRLA.SWRST will always take precedence, meaning that all other writes in the same
write-operation will be discarded.
Due to synchronization there is a delay from writing CTRLA.SWRST until the reset is complete.
CTRLA.SWRST will be cleared when the reset is complete.
This bit is not enable-protected.

Value Description
0 There is not reset operation ongoing
1 The reset operation is ongoing

@ MICROCHIP

476



25.9.2. Control B in Clock/Calendar mode (CTRLA.MODE=2)

Name: CTRLB

Offset: 0x2

Reset: 0x0000

Property: PAC Write-Protection, Enable-Protected

Table 25-38. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 15 14 13 12 11 10 9 8
| SEPTO | ACTF[2:0] | | DEBF[2:0] |
Access R/W R/IW R/W R/IW R/W R/W R/W
Reset 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| DMAEN | RTCOUT | DEBASYNC | DEBMAJ | | | GP2EN | GPOEN |
Access R/W R/W R/W R/IW R/W R/W
Reset 0 0 0 0 0 0

Bit 15 - SEPTO Separate Tamper Outputs

Value Description

0 IN[Nn] is compared tp OUT[0] (backward-compatible).
1 IN[Nn] is compared tp OUT[n].

Bits 14:12 - ACTF[2:0] Active Layer Frequency
These bits define the prescaling factor for the RTC clock output (OUT) used during active layer
protection in terms of the CLK_RTC.

Value Name Description

0x0 DIV2 CLK_RTC_OUT = CLK_RTC/ 2
0x1 DIvV4 CLK_RTC_OUT = CLK_RTC/ 4
0x2 DIV8 CLK_RTC_OUT =CLK_RTC/ 8
0x3 DIV16 CLK_RTC_OUT = CLK_RTC/ 16
0x4 DIV32 CLK_RTC_OUT = CLK_RTC/ 32
0x5 DIV64 CLK_RTC_OUT = CLK_RTC/ 64
0x6 DIV128 CLK_RTC_OUT = CLK_RTC/ 128
0x7 DIV256 CLK_RTC_OUT = CLK_RTC/ 256

Bits 10:8 - DEBF[2:0] Debounce Frequency
These bits define the prescaling factor for the input debouncers in terms of the CLK_RTC.

Value Name Description

0x0 DIV2 CLK_RTC_DEB = CLK_RTC/2
0x1 DIv4 CLK_RTC_DEB =CLK_RTC/ 4
0x2 DIV8 CLK_RTC_DEB = CLK_RTC/8
0x3 DIV16 CLK_RTC_DEB = CLK_RTC/ 16
0x4 DIV32 CLK_RTC_DEB = CLK_RTC/ 32
0x5 DIve4 CLK_RTC_DEB = CLK_RTC/ 64
0x6 DIV128 CLK_RTC_DEB = CLK_RTC/ 128
0x7 DIV256 CLK_RTC_DEB = CLK_RTC / 256
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Bit 7- DMAEN DMA Enable
The RTC can trigger a DMA request when the timestamp is ready in the TIMESTAMP register.

Value Description
0 Tamper DMA request is disabled. Reading TIMESTAMP has no effect on INTFLAG.TAMPER.
1 Tamper DMA request is enabled. Reading TIMESTAMP will clear INTFLAG.TAMPER.

Bit 6 - RTCOUT RTC Out Enable

Value Description
0 The RTC active layer output is disabled.
1 The RTC active layer output is enabled.

Bit 5 - DEBASYNC Debouncer Asynchronous Enable

Value Description
0 The tamper input debouncers operate synchronously.
1 The tamper input debouncers operate asynchronously.

Bit 4 - DEBMAJ Debouncer Majority Enable

Value Description
0 The tamper input debouncers match three equal values.
1 The tamper input debouncers match majority two of three values.

Bit 1 - GP2EN General Purpose 2 Enable

Value Description
0 COMP1 compare function enabled. GP2/GP3 disabled.
1 COMP1 compare function disabled. GP2/GP3 enabled.

Bit 0 - GPOEN General Purpose 0 Enable

Value Description
0 COMPO/1 compare function enabled. GPO/GP1 disabled.
1 COMPO/1 compare function disabled. GP0/GP1 enabled.
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25.9.3. Event Control in Clock/Calendar mode (CTRLA.MODE=2)

Name: EVCTRL

Offset: 0x04

Reset: 0x00000000

Property: PAC Write-Protection, Enable-Protected

Table 25-39. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
| | | | | | | [ PERDEC_|
Access R/W
Reset 0
Bit 23 22 21 20 19 18 17 16
| | | | | | [ TAVIPEVET |
Access R/W
Reset 0
Bit 15 14 13 12 11 10 9 8
OVFEO TAMPEREO ALARMEO1 | ALARMEOO
Access R/W R/W R/W R/W
Reset 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| PEREO7 | PEREO6 | PEREO5 | PEREO4 | PEREO3 | PEREO2 | PEREO1 [ PEREOO |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bit 24 - PERDEO Periodic Interval Daily Event Output Enable

Value Description

0 Periodic Daily event is disabled and will not be generated.
1 Periodic Daily event is enabled and will be generated.

The event occurs at the last second of each day depending on the CTRLA.CLKREP bit:
If CLKREP = 0, the event will occur at 23:59:59
If CLKREP = 1, the event will occur at 11:59:59, PM = 1

Bit 16 - TAMPEVEI Tamper Event Input Enable

Value Description

0 Tamper event input is disabled, and incoming events will be ignored.
1 Tamper event input is enabled, and all incoming events will capture the CLOCK value.

Bit 15 - OVFEO Overflow Event Output Enable

Value Description

0 Overflow event is disabled and will not be generated.
1 Overflow event is enabled and will be generated for every overflow.
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Bit 14 - TAMPEREO Tamper Event Output Enable

0 Tamper event output is disabled, and will not be generated
1 Tamper event output is enabled, and will be generated for every tamper input.

Bits 8, 9 - ALARMEON Alarm n Event Output Enable

0 Alarm n event is disabled and will not be generated.
1 Alarm n event is enabled and will be generated for every compare match.

Bits 0, 1, 2, 3, 4, 5, 6, 7 - PEREON Periodic Interval n Event Output Enable [n =7..0]

0 Periodic Interval n event is disabled and will not be generated.
1 Periodic Interval n event is enabled and will be generated.
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25.9.4. Interrupt Enable Clear in Clock/Calendar mode (CTRLA.MODE=2)

Name: INTENCLR

Offset: 0x08

Reset: 0x0000

Property: PAC Write-Protection

This register allows the user to disable an interrupt without doing a read-modify-write operation.
Changes in this register will also be reflected in the Interrupt Enable Set (INTENSET) register.

Table 25-40. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 15 14 13 12 11 10 9 8
| OVF | TAMPER | | | | | ALARM1 | ALARMO |
Access R/W R/W R/W R/W
Reset 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| PER7 | PER6 | PERS PER4 PER3 PER2 | PERT | PERO |
Access R/W R/W R/W R/IW R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bit 15 - OVF Overflow Interrupt Enable
Writing a '0' to this bit has no effect. Writing a '1' to this bit will clear the Overflow Interrupt Enable

bit, which disables the Overflow interrupt.

Value Description

0 The Overflow interrupt is disabled.
1 The Overflow interrupt is enabled.

Bit 14 - TAMPER Tamper Interrupt Enable

Bits 8, 9 - ALARMn Alarm n Interrupt Enable
Writing a '0' to this bit has no effect. Writing a '1' to this bit will clear the Alarm n Interrupt Enable bit,

which disables the Alarm interrupt.

Value Description

0 The Alarm 0 interrupt is disabled.
1 The Alarm 0 interrupt is enabled.

Bits 0, 1, 2, 3, 4, 5, 6, 7 - PERn Periodic Interval n Interrupt Enable [n = 7..0]
Writing a '0' to this bit has no effect. Writing a '1' to this bit will clear the Periodic Interval n Interrupt

Enable bit, which disables the Periodic Interval n interrupt.

Value Description

0 Periodic Interval n interrupt is disabled.
1 Periodic Interval n interrupt is enabled.
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25.9.5. Interrupt Enable Set in Clock/Calendar mode (CTRLA.MODE=2)

Name: INTENSET

Offset: 0x0A

Reset: 0x0000

Property: PAC Write-Protection

This register allows the user to enable an interrupt without doing a read-modify-write operation.
Changes in this register will also be reflected in the Interrupt Enable Clear (INTENCLR) register.

Table 25-41. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 15 14 13 12 11 10 9 8
| OVF | TAMPER | | | | | ALARM1 | ALARMO |
Access R/W R/W R/W R/W
Reset 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| PER7 | PER6 | PERS PER4 PER3 PER2 | PERT | PERO |
Access R/W R/W R/W R/IW R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bit 15 - OVF Overflow Interrupt Enable
Writing a '0' to this bit has no effect. Writing a '1' to this bit will set the Overflow Interrupt Enable bit,

which enables the Overflow interrupt.

Value Description

The Overflow interrupt is disabled.
1 The Overflow interrupt is enabled.

Bit 14 - TAMPER Tamper Interrupt Enable
Writing a '0' to this bit has no effect. Writing a '1' to this bit will set the Tamper Interrupt Enable bit,

which enables the Tamper interrupt.

Value Description

The Tamper interrupt it disabled.
1 The Tamper interrupt is enabled.

Bits 8, 9 - ALARMn Alarm n Interrupt Enable
Writing a '0' to this bit has no effect. Writing a '1' to this bit will set the Alarm n Interrupt Enable bit,

which enables the Alarm n interrupt.

Value Description

The Alarm n interrupt is disabled.
1 The Alarm n interrupt is enabled.

Bits 0, 1, 2, 3, 4, 5, 6, 7 - PERn Periodic Interval n Interrupt Enable [n = 7..0]
Writing a '0' to this bit has no effect. Writing a '1' to this bit will set the Periodic Interval n Interrupt
Enable bit, which enables the Periodic Interval n interrupt.

Value Description

Periodic Interval n interrupt is disabled.

482

@ MICROCHIP



Value Description

1 Periodic Interval n interrupt is enabled.
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25.9.6. Interrupt Flag Status and Clear in Clock/Calendar mode (CTRLA.MODE=2)

Name: INTFLAG
Offset: 0x0C
Reset: 0x0000
Property: -

Note: Interrupt flags must be cleared and then read back to confirm the clear before exiting the ISR
to avoid double interrupts.

Table 25-42. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 15 14 13 12 11 10 9 8
| OVF | TAMPER | | | | | ALARM1 | ALARMO |
Access R/W R/W R/W R/W
Reset 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| PER7 | PER6 | PERS PER4 | PER3 | PER2 | PERT | PERO |
Access R/W R/W R/W R/IW R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bit 15 - OVF Overflow
This flag is cleared by writing a '1" to the flag.
This flag is set on the next CLK_RTC_CNT cycle after an overflow condition occurs, and an interrupt
request will be generated if INTENCLR/SET.OVF is '1'.
Writing a '0' to this bit has no effect.
Writing a '1" to this bit clears the Overflow interrupt flag.

Bit 14 - TAMPER Tamper
This flag is set after a tamper condition occurs, and an interrupt request will be generated if
INTENCLR.TAMPER/INTENSET.TAMPER is '1'. Writing a '0' to this bit has no effect. Writing a '1' to this
bit clears the Tamper interrupt flag.

Bits 8, 9 - ALARMn Alarm n [n=1..0]
This flag is cleared by writing a '1" to the flag.
This flag is set on the next CLK_RTC_CNT cycle after a match with the compare condition, and an
interrupt request will be generated if INTENCLR/SET.ALARMn is one.
Writing a '0' to this bit has no effect.
Writing a '1" to this bit clears the Alarm n interrupt flag.

Bits 0, 1, 2, 3, 4, 5, 6, 7 - PERNn Periodic Interval n [n = 7..0]
This flag is cleared by writing a '1" to the flag.
This flag is set on the 0-to-1 transition of prescaler bit [n+2], and an interrupt request will be
generated if INTENCLR/SET.PERn is '1".
Writing a '0' to this bit has no effect.
Writing a '1" to this bit clears the Periodic Interval n interrupt flag.
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25.9.7. Debug Control

Name: DBGCTRL

Offset: 0x0E

Reset: 0x00

Property: PAC Write-Protection

Table 25-43. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 7 6 5 4 3 2 1 0
| | | | | | DBGRUN |
Access R/W
Reset 0

Bit 0 - DBGRUN Debug Run
This bit is not reset by a software reset.
This bit controls the functionality when the CPU is halted by an external debugger.

Value Description

0 The RTC is halted when the CPU is halted by an external debugger.
1 The RTC continues normal operation when the CPU is halted by an external debugger.
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25.9.8. Synchronization Busy in Clock/Calendar mode (CTRLA.MODE=2)

Name: SYNCBUSY
Offset: 0x10

Reset: 0x00000000
Property: -

Table 25-44. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
| | | | | 63 | G2 | Gkt [ GPO |
Access R/W R/W R/W R/W
Reset 0 0 0 0
Bit 15 14 13 12 11 10 9 8
CLOCKSYNC MASK1 MASKO
Access R R R
Reset 0 0 0
Bit 7 6 5 4 3 2 1 0
| ALARM1 | ALARMO | | CLOCK | FREQCORR | ENABLE [ SWRST |
Access R/W R/W R R R R
Reset 0 0 0 0 0 0

Bits 16, 17, 18, 19 - GPn General Purpose n Synchronization Busy Status [n = 3..0]

Value Description

0 Write synchronization for GPn register is complete.
1 Write synchronization for GPn register is ongoing.

Bit 15 - CLOCKSYNC Clock Read Sync Enable Synchronization Busy Status

Value Description

0 Write synchronization for CTRLA.CLOCKSYNC bit is complete.
1 Write synchronization for CTRLA.CLOCKSYNC bit is ongoing.

Bits 11, 12 - MASKn Mask n Synchronization Busy Status [n=1..0]

Value Description

0 Write synchronization for MASKn register is complete.
1 Write synchronization for MASKn register is ongoing.

Bits 5, 6 - ALARMn Alarm n Synchronization Busy Status [n=1..0]

Value Description

0 Write synchronization for ALARMN register is complete.
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Value Description
1 Write synchronization for ALARMn register is ongoing.

Bit 3 - CLOCK Clock Register Synchronization Busy Status

Value Description
0 Read/write synchronization for CLOCK register is complete.
1 Read/write synchronization for CLOCK register is ongoing.

Bit 2 - FREQCORR Frequency Correction Synchronization Busy Status

Value Description
0 Write synchronization for FREQCORR register is complete.
1 Write synchronization for FREQCORR register is ongoing.

Bit 1 - ENABLE Enable Synchronization Busy Status

Value Description
0 Write synchronization for CTRLA.ENABLE bit is complete.
1 Write synchronization for CTRLA.ENABLE bit is ongoing.

Bit 0 - SWRST Software Reset Synchronization Busy Status

Value Description
0 Write synchronization for CTRLA.SWRST bit is complete.
1 Write synchronization for CTRLA.SWRST bit is ongoing.
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25.9.9. Frequency Correction

Name: FREQCORR

Offset: 0x14

Reset: 0x00

Property: PAC Write-Protection, Write-Synchronized

Note: CLK_RTC_CNT =[CLK_RTC/ 2(PRESCALAR-1)] * (1 + [((8192*128)+FREQCORR.VALUE) /
(8192*128)1)

Table 25-45. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 7 6 5 4 3 2 1 0
| SIGN | VALUE[6:0] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bit 7 - SIGN Correction Sign

Value Description

0 The correction value is positive, i.e., frequency will be decreased.
1 The correction value is negative, i.e., frequency will be increased.

Bits 6:0 - VALUE[6:0] Correction Value
These bits define the amount of correction applied to the RTC prescaler.

Value Description

0 Correction is disabled and the RTC frequency is unchanged.
1 - 127 The RTC frequency is adjusted according to the value.
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25.9.10. Clock Value in Clock/Calendar mode (CTRLA.MODE=2)

Name: CLOCK
Offset: 0x18
Reset: 0x00000000

Property: PAC Write-Protection, Write-Synchronized, Read-Synchronized

Table 25-46. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
| YEAR[5:0] | MONTH[3:2] |
Access R/W R/IW R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
| MONTH[1:0] | DAY[4:0] | HOUR[4] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
HOUR[3:0] MINUTE[5:2]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| MINUTE[1:0] | SECOND[5:0] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 31:26 - YEAR[5:0] Year

The year offset with respect to the reference year (defined in software).

The year is considered a leap year if YEAR[1:0] is zero.
Bits 25:22 - MONTH[3:0] Month

1 -January

2 - February

12 - December

Bits 21:17 - DAY[4:0] Day

Day starts at 1 and ends at 28, 29, 30, or 31, depending on the month and year.

Bits 16:12 - HOUR[4:0] Hour

When CTRLA.CLKREP=0, the Hour bit group is in 24-hour format, with values 0-23. When
CTRLA.CLKREP=1, HOUR[3:0] has values 1-12, and HOUR[4] represents AM (0) or PM (1).

Bits 11:6 - MINUTE[5:0] Minute
0-59
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Bits 5:0 - SECONDI[5:0] Second
0-59
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25.9.11. Alarm Value in Clock/Calendar mode (CTRLA.MODE=2)

Name: ALARM

Offset: 0x20 + n*0x08 [n=0..1]

Reset: 0x00000000

Property: PAC Write-Protection, Write-Synchronized

The 32-bit value of ALARM is continuously compared with the 32-bit CLOCK value, based on the
masking set by MASK.SEL. When a match occurs, the Alarm n interrupt flag in the Interrupt Flag
Status and Clear register (INTFLAG.ALARM) is set on the next counter cycle, and the counter is
cleared if CTRLAMATCHCLR is "1".

Table 25-47. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
| YEAR[5:0] | MONTH[3:2] |
Access R/W R/IW R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
| MONTH[1:0] | DAY[4:0] | HOUR[4] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
HOUR[3:0] MINUTE[5:2]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| MINUTE[1:0] | SECOND[5:0] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 31:26 - YEAR[5:0] Year
The alarm year. Years are only matched if MASK.SEL is 6

Bits 25:22 - MONTH[3:0] Month
The alarm month. Months are matched only if MASK.SEL is greater than 4.

Bits 21:17 - DAY[4:0] Day
The alarm day. Days are matched only if MASK.SEL is greater than 3.

Bits 16:12 - HOUR[4:0] Hour
The alarm hour. Hours are matched only if MASK.SEL is greater than 2.

Bits 11:6 - MINUTE[5:0] Minute
The alarm minute. Minutes are matched only if MASK.SEL is greater than 1.
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Bits 5:0 - SECONDI[5:0] Second
The alarm second. Seconds are matched only if MASK.SEL is greater than O.
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25.9.12. Alarm Mask in Clock/Calendar mode (CTRLA.MODE=2)

Name: MASK

Offset: 0x24

Reset: 0x00

Property: PAC Write-Protection, Write-Synchronized

Table 25-48. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 7 6 5 4 3 2 1 0
| | | | SEL[2:0] |
Access R/W R/W R/W
Reset 0 0 0

Bits 2:0 - SEL[2:0] Alarm Mask Selection
These bits define which bit groups of ALARM are valid.

Value Name Description

0x0 OFF Alarm Disabled

0x1 SS Match seconds only

0x2 MMSS Match seconds and minutes only

0x3 HHMMSS Match seconds, minutes, and hours only

0x4 DDHHMMSS Match seconds, minutes, hours, and days only

0x5 MMDDHHMMSS Match seconds, minutes, hours, days, and months only
0x6 YYMMDDHHMMSS Match seconds, minutes, hours, days, months, and years
0x7 - Reserved
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25.9.13. General Purpose n

Name: GPn

Offset: 0x40 + n*0x04 [n=0..3]

Reset: 0x00000000

Property: PAC Write-Protection, Write-Synchronized

Table 25-49. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
| GP[31:24] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
| GP[23:16] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
GP[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| GP[7:0] |
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 31:0 - GP[31:0] General Purpose
These bits are for user-defined general purpose use, see General Purpose Registers.
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25.9.14. Tamper Control

Name: TAMPCTRL

Offset: 0x60

Reset: 0x00000000

Property: PAC Write-Protection, Enable-Protected

Table 25-50. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
| DEBNC7 | DEBNC6 | DEBNC5 | DEBNC4 | DEBNC3 | DEBNC2 | DEBNC1 | DEBNCO |
Access
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
| TAMLVL7 | TAMLVL6 | TAMLVL5 | TAMLVL4 | TAMLVL3 | TAMLVL2 | TAMLVL1 [ TAMLVLO |
Access
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
IN7ACT[1:0] | IN6ACT[1:0] | INSACT[1:0] | INAACT[1:0] |
Access
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
IN3ACT[1:0] | IN2ACT[1:0] | INTACT[1:0] | INOACT[1:0] |
Access
Reset 0 0 0 0 0 0 0 0

Bits 24, 25, 26, 27, 28, 29, 30, 31 - DEBNCn Debounce Enable of Tamper Input INn [n=0..7]
Note: Debounce feature does not apply to the Active Layer Protection mode (TAMPCTRL.INACT =

ACTL).
0 Debouncing is disabled for Tamper input INn
1 Debouncing is enabled for Tamper input INn

Bits 16, 17, 18, 19, 20, 21, 22, 23 - TAMLVLn Tamper Level Select of Tamper Input INn [n=0..7]
Note: Tamper Level feature does not apply to the Active Layer Protection mode (TAMPCTRL.INACT =

ACTL).
Value Description
0 A falling edge condition will be detected on Tamper input INn.
1 A rising edge condition will be detected on Tamper input INn.

Bits 0:1, 2:3, 4:5, 6:7, 8:9, 10:11, 12:13, 14:15 - INNACT Tamper Channel n Action [n=0..7]
These bits determine the action taken by Tamper Channel n.

Value Name Description
0x0 OFF Off (Disabled)
0x1 WAKE Wake and set Tamper flag

@ MICROCHIP

495



Value Name Description
0x2 CAPTURE Capture timestamp and set Tamper flag

0x3 ACTL Compare RTC signal routed between INn and OUTn pins. When a mismatch occurs, capture
timestamp and set Tamper flag
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25.9.15. Timestamp Value

Name: TIMESTAMP
Offset: 0x64

Reset: 0

Property: -

Table 25-51. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
| YEAR[5:0] | MONTH[3:2] |
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
| MONTH[1:0] | DAY[4:0] | HOUR[4] |
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
HOUR[3:0] MINUTE[5:2]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
| MINUTE[1:0] | SECOND[5:0] |
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 31:26 - YEAR[5:0] Year
The year value is captured by the TIMESTAMP when a tamper condition occurs.

Bits 25:22 - MONTH[3:0] Month
The month value is captured by the TIMESTAMP when a tamper condition occurs.

Bits 21:17 - DAY[4:0] Day
The day value is captured by the TIMESTAMP when a tamper condition occurs.

Bits 16:12 - HOUR[4:0] Hour
The hour value is captured by the TIMESTAMP when a tamper condition occurs.

Bits 11:6 - MINUTE[5:0] Minute
The minute value is captured by the TIMESTAMP when a tamper condition occurs.

Bits 5:0 - SECONDI[5:0] Second
The second value is captured by the TIMESTAMP when a tamper condition occurs.
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25.9.16. Tamper ID

Name: TAMPID
Offset: 0x68
Reset: 0x00000000

Table 25-52. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
[ TAMPEVT | | | | | | | |
Access R/W
Reset 0
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
| TAMPID7 | TAMPID6 | TAMPID5 | TAMPID4 | TAMPID3 | TAMPID2 | TAMPID1 | TAMPIDO |
Access R/W R/W R/W R/IW R/W R/IW R/W R/W
Reset 0 0 0 0 0 0 0 0

Bit 31 - TAMPEVT Tamper Event Detected
Writing a '0' to this bit has no effect. Writing a '1' to this bit clears the tamper detection bit.

Value Description

0 A tamper input event has not been detected
1 A tamper input event has been detected

Bits 0,1, 2, 3,4, 5,6, 7 - TAMPIDn Tamper on Channel n Detected [n=0..7]
Writing a '0' to this bit has no effect. Writing a '1' to this bit clears the tamper detection bit.

Value Description

0 A tamper condition has not been detected on Channel n
1 A tamper condition has been detected on Channel n
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25.9.17. Tamper Control B

Name: TAMPCTRLB

Offset: 0x6C

Reset: 0x00000000

Property: PAC Write-Protection, Enable-Protected

Table 25-53. Register Bit Attribute Legend

R Readable bit HC Cleared by Hardware (Grey cell)  Unimplemented
w Writable bit HS Set by Hardware X Bit is unknown at Reset
K Write to clear S Software settable bit — —
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
ALSI7 ALSI6 ALSI5 ALSI4 ALSI3 ALSI2 ALSI1